INFORMATION TECHNOLOGY

Computer User Support Specialist
ACCCP

Information Support & Services

Code

Alabama Competency Model Computer User Support Specialists

1
Tier 1: Personal Effectiveness Competencies
1.1
Interpersonal Skills: Displaying the skills to work effectively with others from diverse backgrounds.
1.1.1
Demonstrating sensitivity/empathy
1.1.1.1
Show sincere interest in others and their concerns.
1.1.1.2
Demonstrate sensitivity to the needs and feelings of others.
1.1.1.3
Look for ways to help people and deliver assistance.
1.1.2
Demonstrating insight into behavior
Recognize and accurately interpret the communications of others as expressed through various
1.1.2.1
formats (e.g., writing, speech, American Sign Language, computers, etc.).
1.1.2.2
Recognize when relationships with others are strained.
1.1.2.3
Show understanding of others’ behaviors and motives by demonstrating appropriate responses.
1.1.2.4
Demonstrate flexibility for change based on the ideas and actions of others.
1.1.3
Maintaining open relationships
1.1.3.1
Maintain open lines of communication with others.
1.1.3.2
Encourage others to share problems and successes.
1.1.3.3
Establish a high degree of trust and credibility with others.
1.1.4
Respecting diversity
1.1.4.1
Demonstrate respect for coworkers, colleagues, and customers.
Interact respectfully and cooperatively with others who are of a different race, culture, or age, or
1.1.4.2
have different abilities, gender, or sexual orientation.
Demonstrate sensitivity, flexibility, and open-mindedness when dealing with different values,
1.1.4.3
beliefs, perspectives, customs, or opinions.
1.1.4.4
Value an environment that supports and accommodates a diversity of people and ideas.
1.2
Integrity: Displaying strong moral principles and work ethic.
1.2.1
Behaving ethically
1.2.1.1
Abide by a strict code of ethics and behavior, even in the face of opposition.
1.2.1.2
Encourage others to behave ethically
1.2.1.3
Understand that behaving ethically goes beyond what the law requires.
1.2.1.4
Use company time and property responsibly.
Perform work-related duties according to laws, regulations, contract provisions, and company
1.2.1.5
policies.
1.2.2
Acting fairly
1.2.2.1
Treat others with honesty, fairness, and respect.
1.2.2.2
Make decisions that are objective and reflect the just treatment of others.
1.2.3
Taking responsibility
1.2.3.1
Take responsibility for accomplishing work goals within accepted timeframes.
Accept responsibility for one’s decisions and actions and for those of one’s group, team, or
1.2.3.2
department.
1.3
Professionalism: Maintaining a professional presence.
1.3.1
Demonstrating self-control
1.3.1.1
Maintain composure and keep emotions in check.

Code

1.3.1.2
1.3.1.3
1.3.2
1.3.2.1
1.3.2.2
1.3.2.3
1.3.3
1.3.3.1
1.3.3.2
1.3.4
1.3.4.1
1.3.4.2
1.3.4.3
1.4
1.4.1
1.4.1.1
1.4.1.2
1.4.2
1.4.2.1
1.4.2.2
1.4.2.3
1.4.3
1.4.3.1
1.4.3.2
1.4.3.3
1.4.4
1.4.4.1
1.4.4.2
1.4.4.3
1.4.4.4
1.4.5
1.4.5.1
1.4.5.2
1.5
1.5.1
1.5.1.1
1.5.1.2
1.5.1.3
1.5.2

Alabama Competency Model Computer User Support Specialists
Deal calmly and effectively with stressful or difficult situations.
Accept criticism tactfully and attempt to learn from it.
Professional appearance
Maintain a professional demeanor.
Dress appropriately for occupational and worksite requirements.
Maintain appropriate personal hygiene.
Social responsibility
Refrain from lifestyle choices which negatively impact the workplace and individual performance.
Remain free from substance abuse.
Maintaining a positive attitude
Project a professional image of oneself and the organization.
Demonstrate a positive attitude towards work.
Take pride in one’s work and the work of the organization.
Initiative: Demonstrating a commitment to effective job performance by taking action on one’s own and
following through to get the job done.
Persisting
Pursue work with drive and a strong accomplishment orientation.
Persist to accomplish a task despite difficult conditions, tight deadlines, or obstacles and setbacks.
Taking initiative
Go beyond the routine demands of the job to increase its variety and scope.
Provide suggestions and/or take actions that result in improved work processes, communications, or
task performance.
Take initiative to seek out new work challenges, influence events, or originate action.
Setting challenging goals
Establish and maintain personally challenging but realistic work goals.
Exert effort toward task mastery.
Bring issues to closure by pushing forward until a resolution is achieved.
Working independently
Develop own ways of working effectively and efficiently.
Perform effectively even with minimal direction, support, or approval.
Set own schedule to maximize productivity.
Take responsibility for completing one’s own work assignments.
Achievement motivation
Strive to exceed standards and expectations.
Exhibit confidence in capabilities and an expectation to succeed in future activities.
Dependability and Reliability: Displaying responsible behaviors at work.
Fulfilling obligations
Behave consistently and predictably.
Is reliable, responsible, and dependable in fulfilling obligations.
Diligently follow through on commitments and consistently complete assignments by deadlines.
Attendance and punctuality

Code

1.5.2.1
1.5.2.2
1.5.2.3
1.5.3
1.5.3.1
1.5.3.2
1.5.4
1.5.4.1
1.5.4.2
1.5.4.3
1.6
1.6.1
1.6.1.1
1.6.1.2
1.6.1.3
1.6.2
1.6.2.1
1.6.2.2
1.6.2.3
1.7
1.7.1
1.7.1.1
1.7.1.2
1.7.1.3
1.7.1.4
1.7.2
1.7.2.1
1.7.2.2
1.7.2.3
1.7.3
1.7.3.1
1.7.3.2
1.7.4
1.7.4.1

Alabama Competency Model Computer User Support Specialists
Come to work on time and as scheduled.
Arrive on time for meetings or appointments.
Dial in to phone calls and web conferences on time.
Attending to details
Diligently check work to ensure that all essential details have been considered.
Notice errors or inconsistencies and take prompt, thorough action to correct them.
Following directions
Follow directions as communicated in a variety of ways such as writing, speech, American Sign
Language, computers, or other formats.
Comply with organizational rules, policies, and procedures.
Ask appropriate questions to clarify any instructional ambiguities.
Adaptability and Flexibility: Displaying the capability to adapt to new, different, or changing
requirements.
Entertaining new ideas
Is open to considering new ways of doing things.
Actively seek out and carefully consider the merits of new approaches to work.
Embrace new approaches when appropriate and discard approaches that are no longer working.
Dealing with change
Take proper and effective action when necessary without having all the necessary facts in hand.
Easily adapt plans, goals, actions, or priorities in response to unpredictable or unexpected events,
pressures, situations, and job demands.
Effortlessly shift gears and change direction when working on multiple projects or issues.
Lifelong Learning: Demonstrating a commitment to self-development and improvement of knowledge
Demonstrating an interest in learning
Take actions showing an interest in personal and professional lifelong learning and development.
Seek feedback from multiple sources about how to improve and develop.
Modify behavior based on feedback or self-analysis of past mistakes.
Learn and accept help from supervisors and co-workers.
Participating in learning activities
Identify when it is necessary to acquire new knowledge and skills.
Take steps to develop and maintain knowledge, skills, and expertise necessary to perform one’s role
successfully by participating in relevant training and professional development programs.
Actively pursue opportunities to broaden knowledge and skills through seminars, conferences,
professional groups, reading publications, job shadowing, and/or continuing education.
Using change as a learning opportunity
Anticipate changes in work demands and search for and participate in assignments or training that
address these changing demands.
Treat unexpected circumstances as opportunities to learn.
Identifying career interests
Take charge of personal career development by identifying occupational interests, strengths,
options, and opportunities.
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1.7.4.2
1.7.5
1.7.5.1
1.7.5.2
2
2.1
2.1.1
2.1.1.1
2.1.1.2
2.1.1.3
2.1.2
2.1.2.1
2.1.2.2
2.1.2.3
2.1.2.4
2.1.3
2.1.3.1
2.1.3.2
2.1.3.3
2.1.3.4
2.1.3.5
2.1.4
2.1.4.1
2.1.4.2
2.1.4.3
2.2
2.2.1
2.2.1.1
2.2.1.2
2.2.1.3
2.2.1.4
2.2.1.5
2.2.1.6
2.2.2
2.2.2.1

Alabama Competency Model Computer User Support Specialists
Make insightful career planning decisions that integrate others’ feedback.
Integrating and applying learning
Integrate newly learned knowledge and skills with existing knowledge and skills.
Use newly learned knowledge and skills to complete tasks, particularly in new or unfamiliar
situations.

Tier 2: Academic Competencies

Reading: Understanding written sentences, paragraphs, and figures in work-related documents (with
accommodation if necessary).
Comprehension
Locate and understand written information in prose and in documents such as manuals, reports,
memos, letters, forms, graphs, charts, tables, calendars, schedules, signs, notices, applications,
contracts, regulations, and directions.
Understand the purpose of written materials.
Comprehend the author’s meaning and identify the main ideas expressed in the written material.
Attention to detail
Note details and facts.
Detect inconsistencies.
Identify implied meaning and details.
Recognize missing information.
Information analysis
Critically evaluate and analyze information in written materials.
Review written information for completeness and relevance.
Distinguish fact from opinion.
Identify trends.
Synthesize information from multiple written materials.
Information integration
Integrate what is learned from written materials with prior knowledge.
Use what is learned from written material to follow instructions and complete tasks.
Apply what is learned from written material to new situations.
Writing: Using standard (business) English to compile information and prepare written documents.
Organization and development
Create documents such as letters, directions, manuals, reports, graphs, spreadsheets, and flow
charts.
Communicate thoughts, ideas, information, messages, and other written information, which may
contain technical material, in a logical, organized, and coherent manner.
Present well-developed ideas supported by information and examples.
Proofread finished documents for errors.
Tailor content to appropriate audience and purpose.
Distribute written materials appropriately for intended audiences and purposes.
Mechanics
Use standard syntax and sentence structure.
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2.2.2.2
2.2.2.3
2.2.2.4
2.2.3
2.2.3.1
2.2.3.2
2.2.3.3
2.3
2.3.1
2.3.1.1
2.3.1.2
2.3.1.3
2.3.1.4
2.3.1.5
2.3.1.6
2.3.2
2.3.2.1
2.3.2.2
2.3.2.3
2.3.3
2.3.3.1
2.3.3.2
2.4
2.4.1
2.4.1.1
2.4.1.2
2.4.1.3
2.4.2
2.4.2.1
2.5
2.5.1
2.5.1.1
2.5.1.2
2.5.1.3
2.5.1.4

Alabama Competency Model Computer User Support Specialists
Use correct spelling, punctuation, and capitalization.
Use correct English grammar (e.g., correct tense, subject-verb agreement, no missing words).
Write legibly when using handwriting to communicate.
Tone
Use language appropriate for the target audience.
Use a tone and word choice appropriate for the industry and organization (e.g., writing is
professional and courteous).
Show insight, perception, and depth in writing.
Mathematics: Uses principles of mathematics to express ideas and solve problems.
Computation
Add, subtract, multiply, and divide with whole numbers, fractions, decimals, and percents.
Calculate averages, ratios, proportions, and rates.
Convert decimals to fractions and fractions to decimals.
Convert fractions to percents and percents to fractions.
Convert decimals to percents and percents to decimals.
Understand relationships between numbers and identify and understand patterns.
Measurement and estimation
Take measurements of time, temperature, distances, length, width, height, perimeter, area, volume,
weight, velocity, and speed.
Use and report measurements correctly.
Correctly convert from one measurement to another (e.g., from English to metric or International
System of Units (SI), or Fahrenheit to Celsius).
Application
Use appropriate mathematical formulas and techniques to solve problems.
Translate practical problems into useful mathematical expressions.
Science and Technology: Using scientific rules and methods to express ideas and solve problems.
Comprehension
Understand basic scientific principles and uses appropriate technology.
Understand the scientific method (i.e., identify problems, collect information, form opinions and
draw conclusions).
Understand overall intent and proper procedures for set-up and operation of equipment.
Application
Apply basic scientific principles and technology to complete tasks.
Communication: Listening, speaking, and signaling so others can understand (with accommodation if
Communicating
Express relevant information appropriately to individuals or groups taking into account the audience
and the nature of the information (e.g., technical or controversial).
Convey information clearly, correctly, and succinctly.
Use common English conventions including proper grammar, tone, and pace.
Effectively establish interpersonal contact with one or more individuals using eye contact, body
language and non-verbal expression as appropriate to the person’s culture.

Code

2.5.1.5
2.5.2
2.5.2.1
2.5.2.2
2.5.2.3
2.5.2.4
2.5.2.5
2.5.2.6
2.5.3
2.5.3.1
2.5.3.2
2.5.3.3
2.5.4
2.5.4.1
2.5.4.2
2.5.4.3
2.6
2.6.1
2.6.1.1
2.6.1.2
2.6.1.3
2.6.1.4
2.6.1.5
2.6.2
2.6.2.1
2.6.2.2
2.7
2.7.1
2.7.1.1
2.7.1.2

Alabama Competency Model Computer User Support Specialists
Ask questions or report problems or concerns to people in authority when information or
procedures are unclear or need improvement, or when feeling unsafe or threatened in the
workplace.
Receiving information
Attend to, understand, interpret, and respond to messages received in a variety of ways, including
hearing, American Sign Language, instant messaging, text-to-speech devices, and other methods.
Comprehend complex instructions.
Identify feelings and concerns communicated in various formats, such as writing, speech, American
Sign Language, computers, etc. and responds appropriately.
Consider others’ viewpoints and alter opinion when it is appropriate to do so.
Apply active interpersonal communication skills using reflection, restatement, questioning, and
clarification.
Effectively answer questions of others or communicate an inability to do so and suggest other
sources of answers.
Observing carefully
Notice nonverbal cues and respond appropriately.
Attend to visual sources of information (e.g., video).
Ascertain relevant visual information and use appropriately.
Persuasion/Influence
Influence others.
Persuasively present thoughts and ideas.
Gain commitment and ensure support for proposed ideas.
Critical and Analytical Thinking: Using logical thought processes to analyze information and draw
conclusions.
Reasoning
Possess sufficient inductive and deductive reasoning ability to perform job successfully.
Critically review, analyze, synthesize, compare, and interpret information.
Draw conclusions from relevant and/or missing information.
Understand the principles underlying the relationship among facts and apply this understanding
when solving problems.
Use logic and reasoning to identify strengths and weaknesses of alternative solutions or approaches
to a problem.
Mental agility
Identify connections between issues.
Quickly understand, orient to, and integrate new information.
Basic Computer Skills: Using information technology and related applications to convey and retrieve
information (with accommodation when necessary).
Computer basics
Understand the basic functions and terminology related to computer hardware, software,
information systems, and communication devices.
Use basic computer software, hardware, and communication devices to perform tasks.
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2.7.2
2.7.2.1
2.7.2.2
2.7.2.3
2.7.2.4
2.7.2.5
2.7.3
2.7.3.1
2.7.3.2
2.7.3.3
2.7.3.4
2.7.3.5
2.7.4
2.7.4.1
2.7.4.2
2.7.4.3
2.7.4.4

Alabama Competency Model Computer User Support Specialists
Using software
Use word processing software to compose, organize, edit, and print documents and other business
communications.
Use spreadsheet software to enter, manipulate, edit, and format text and numerical data.
Use presentation software to create, manipulate, edit, and present digital representations of
information to an audience.
Use database software to manage data.
Create and maintain a well-organized electronic file storage system.
Using the Internet and email
Use the Internet to search for online information and interact with Web sites.
Use the Internet and web-based tools to manage basic workplace tasks (e.g., calendar management,
contacts management, and timekeeping).
Use electronic mail to communicate in the workplace.
Understand the different types of social media and their appropriate workplace and non-workplace
uses, and the impact that various social media activities can have on one’s personal and professional
Employ collaborative/groupware applications to facilitate group work.
Ensuring computer security
Understand and comply with the organization’s privacy policy and information security guidelines.
Defend against potential abuses of private information.
Recognize and respond appropriately to suspicious vulnerabilities and threats.
Use the most recent security software, web browser, and operating system to protect against online
threats.
Utilize strong passwords, passphrases, and basic encryption.
Recognize secure Web addresses.

2.7.4.5
2.7.4.6
3
Tier 3: Workplace Competencies
3.1
Teamwork: Working cooperatively with others to complete work assignments.
3.1.1
Identifying team membership and role
3.1.1.1
Serve as a leader or a follower, depending on what is needed to achieve the team’s goals and
3.1.1.2
Identify and draw upon team members’ strengths and weaknesses to achieve results.
3.1.1.3
Instruct others in learning new skills and learn from other team members.
3.1.1.4
Assist others who have less experience or have heavy workloads.
3.1.1.5
Encourage others to express their ideas and opinions.
3.1.2
Establishing productive relationships
3.1.2.1
Develop constructive and cooperative working relationships with others.
3.1.2.2
Exhibit tact and diplomacy and strive to build consensus.
Deliver constructive criticism and voice objections to others’ ideas and opinions in a supportive, non3.1.2.3
accusatory manner.
3.1.2.4
Respond appropriately to positive and negative feedback.
Effectively communicate with all members of the group or team to achieve team goals and
3.1.2.5
objectives.
3.1.3
Meeting team objectives

Code

3.1.3.1
3.1.3.2
3.1.3.3
3.1.3.4
3.1.4
3.1.4.1
3.1.4.2
3.1.4.3
3.2
3.2.1
3.2.1.1
3.2.1.2
3.2.1.3
3.2.2
3.2.2.1
3.2.2.2
3.2.2.3
3.2.2.4
3.2.2.5
3.2.2.6
3.2.3
3.2.3.1
3.2.3.2
3.2.3.3
3.2.4
3.2.4.1
3.2.4.2
3.2.4.3
3.2.4.4
3.3
3.3.1
3.3.1.1
3.3.1.2
3.3.1.3
3.3.1.4

Alabama Competency Model Computer User Support Specialists
Work as part of a team, contributing to the group’s effort to achieve goals.
Identify and commit to the goals, norms, values, and customs of the team.
Choose behaviors and actions that best support the team and accomplishment of work tasks.
Use a group approach to identify problems and develop solutions based on group consensus.
Resolving conflicts
Bring others together to reconcile differences.
Handle conflicts maturely by exercising “give and take” to achieve positive results for all parties.
Reach formal or informal agreements that promote mutual goals and interests, and obtain
commitment to those agreements from individuals or groups.
Customer Focus: Efficiently and effectively addressing the needs of clients/customers.
Understanding customer needs
Identify internal and external customers.
Attend to what customers are saying and ask questions to identify customer needs, interests, and
goals.
Anticipate the future needs of the customer.
Providing personalized service
Provide prompt, efficient, and personalized assistance to meet the requirements, requests, and
concerns of customers.
Provide thorough, accurate information to answer customers’ questions and inform them of
commitment times or performance guarantees.
Address customer comments, questions, concerns, and objections with direct, accurate, and timely
responses.
Identify and propose appropriate solutions and/or services.
Establish boundaries as appropriate for unreasonable customer demands.
Communicate in the medium desired by the customer.
Acting professionally
Is pleasant, courteous, and professional when dealing with internal or external customers.
Develop constructive and cooperative working relationships with customers.
Is calm and empathetic when dealing with hostile customers.
Keeping customers informed
Follow up with customers following provision of service.
Keep customers up to date about decisions that affect them.
Seek the comments, criticisms, and involvement of customers.
Adjust services based on customer feedback.
Planning and Organizing: Planning and prioritizing work to manage time effectively and accomplish
assigned tasks.
Planning
Approach work in a methodical manner.
Plan and schedule tasks so that work is completed on time.
Keep track of details to ensure work is performed accurately and completely.
Anticipate obstacles to project completion and develop contingency plans to address them.
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3.3.1.5
3.3.2
3.3.2.1
3.3.2.2
3.3.3
3.3.3.1
3.3.3.2
3.3.3.3
3.3.3.4
3.3.3.5
3.3.3.6
3.3.3.7
3.4
3.4.1
3.4.1.1
3.4.1.2
3.4.2
3.4.2.1
3.4.2.2
3.4.2.3
3.4.2.4
3.4.3
3.4.3.1
3.4.3.2
3.4.3.3
3.5
3.5.1
3.5.1.1
3.5.1.2
3.5.1.3
3.5.1.4
3.5.1.5
3.5.2
3.5.2.1

Alabama Competency Model Computer User Support Specialists
Find new ways of organizing work area or planning work to accomplish work more efficiently.
Prioritizing
Prioritize multiple competing tasks.
Perform tasks correctly, quickly, and efficiently according to their relative urgency and importance.
Managing projects
Estimate personnel and other resources needed for project completion (e.g., financial material or
equipment).
Manage activities to meet plans, allocating time and resources effectively.
Keep track of and document plans, assignments, changes, and deliverables.
Plan for dependencies of one task on another.
Coordinate efforts with all affected parties, keeping them informed of progress and all relevant
changes to project timelines.
Take necessary corrective action when projects go off track.
Assure job accommodations are made for personnel who need or request them.
Creative Thinking: Generating innovative and creative solutions.
Employing unique analyses
Use original analyses and generate new, innovative ideas in complex areas.
Develop innovative methods of obtaining or using resources when insufficient resources are
available.
Generating innovative solutions
Integrate seemingly unrelated information to develop creative processes or solutions.
Reframe problems in a different light to find fresh approaches.
Entertain wide-ranging possibilities and perspectives to develop new solutions.
Find new ways to add value to the efforts of a team and organization.
Seeing the big picture
Understand the pieces of a system as a whole and appreciate the consequences of actions on other
parts of the system.
Monitor patterns and trends to see a bigger picture.
Modify or design systems to improve performance.
Problem Solving and Decision-Making: Generating, evaluating, and implementing solutions to problems.
Identifying the problem
Anticipate or recognize the existence of a problem or objection.
Identify the true nature of the problem and define critical issues.
Evaluate the importance and criticality of the problem.
Use all available reference systems to locate and obtain information relevant to understanding the
problem.
Recall previously learned information that is relevant to the problem.
Locating, gathering, and organizing relevant information
Effectively use both internal resources (e.g., internal computer networks, company filing systems)
and external resources (e.g., internet search engines) to locate and gather information relevant to
solving the problem.

Code

3.5.2.2
3.5.2.3
3.5.2.4
3.5.3
3.5.3.1
3.5.3.2
3.5.4
3.5.4.1
3.5.4.2
3.5.5
3.5.5.1
3.5.5.2
3.5.5.3
3.5.5.4
3.6
3.6.1
3.6.1.1
3.6.1.2
3.6.2
3.6.2.1
3.6.3
3.6.3.1
3.6.3.2
3.6.3.3
3.6.3.4
3.6.4
3.6.4.1
3.6.4.2
3.6.4.3
3.6.4.4
3.7
3.7.1

Alabama Competency Model Computer User Support Specialists
Examine information obtained for relevance and completeness.
Recognize important gaps in existing information and take steps to eliminate those gaps.
Organize/reorganize information as appropriate to gain a better understanding of the problem.
Generating alternatives
Integrate previously learned and externally obtained information to generate a variety of highquality alternative approaches to the problem.
Skillfully use logic and analysis to identify the strengths and weaknesses, the costs and benefits, and
the short- and long-term consequences of different solutions or approaches.
Choosing a solution
Decisively choose the best solution after evaluating the relative merits of each possible option.
Make difficult decisions even in highly ambiguous or ill-defined situations.
Implementing the solution
Commit to a solution in a timely manner.
Develop a realistic approach for implementing the chosen solution.
Document the problem and corrective actions taken and their outcomes and communicate these to
the appropriate parties.
Observe and evaluate the outcomes of implementing the solution to assess the need for alternative
approaches and to identify lessons learned.
Working with Tools and Technology: Selecting, using, and maintaining tools and technology to facilitate
work activity (with accommodation, when necessary).
Using tools
Operate tools, technology, and equipment in accordance with established operating procedures and
safety standards.
Demonstrate appropriate use of tools and technology to complete work functions.
Selecting tools
Select and apply appropriate tools or technological solutions to the problem at hand.
Keeping current on tools and technology
Demonstrate an interest in learning about new and emerging tools and technologies.
Demonstrate information literacy.
Adapt quickly to changes in process or technology.
Seek out opportunities to improve knowledge of tools and technologies that may assist in
streamlining work and improving productivity.
Troubleshooting and maintenance
Learn how to maintain and troubleshoot tools and technologies.
Perform routine maintenance on tools, technology, and equipment.
Determine causes of errors and take the appropriate corrective action.
Develop alternatives to complete a task if desired tool or technology is not available.
Scheduling and Coordinating: Making arrangements that fulfill all requirements as efficiently and
economically as possible.
Arranging and informing

Code

3.7.1.1
3.7.1.2
3.7.1.3
3.7.1.4
3.7.1.5
3.7.2
3.7.2.1
3.7.2.2
3.7.2.3
3.7.3
3.7.3.1
3.7.3.2
3.7.3.3
3.8
3.8.1
3.8.1.1
3.8.1.2
3.8.1.3
3.8.2
3.8.2.1
3.8.2.2
3.8.2.3
3.8.2.4
3.8.3
3.8.3.1
3.8.3.2
3.8.3.3
3.8.3.4
3.8.4
3.8.4.1
3.8.4.2
3.8.4.3

Alabama Competency Model Computer User Support Specialists
Make arrangements (e.g. for meetings or travel) that fulfill all requirements as efficiently and
economically as possible.
Inform others of arrangements, giving them complete, accurate, and timely information.
Ensure that others receive needed materials in time.
Handle all aspects of arrangements thoroughly and completely.
Respond to the schedules of others affected by arrangements, resolve schedule conflicts or travel
issues, and take corrective action.
Coordinating in distributed environments
Coordinate schedules of colleagues, co-workers, and clients in regional locations. (i.e., across time
zones) to ensure that inconvenience is minimized and productivity is enhanced.
Leverage technology (e.g., internet, teleconference) to facilitate information sharing in distributed
work environments.
Take advantage of team member availability throughout business hours in multiple time zones to
enhance productivity.
Shiftwork
Effectively coordinate the transition of staff at the beginning and end of each work shift.
Disseminate crucial information in an organized manner to rapidly bring staff up to speed at the
start of their shifts.
Ensure that staff is updated on work completed on past shifts and work that still needs to be
completed.
Checking, Examining, and Recording: Entering, transcribing, recording, storing, or maintaining
information in written or electronic/digital format.
Detecting errors
Detect and correct errors or inconsistencies, even under time pressure.
Identify vague or ambiguous documentation.
Route errors to appropriate person to correct documentation.
Completing forms
Select and complete appropriate forms quickly and completely.
Forward or process forms in a timely and accurate manner.
Attend to and follow through on important items requiring action.
Expedite forms, orders, or advances that require immediate attention.
Obtaining information
Obtain appropriate information, signatures, and approvals promptly.
Verify that all information is present and accurate before forwarding materials.
Compile, categorize, and verify information or data.
Apply systematic techniques for observing and gathering data.
Maintaining logs, records, and files
Organize records and files to maintain data.
Keep logs, records, and files that are up-to-date and readily accessible (e.g., driver logs, flight
records, repair records).
Update logs, records, and files, noting important changes.
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3.8.4.4
File data and documentation in accordance with organization’s requirements.
3.9
Business Fundamentals: Using information on basic business principles, trends, and economics.
3.9.1
Situational awareness
3.9.1.1
Understand the mission, structure, and functions of the organization.
Recognize one’s role in the functioning of the organization and understand the potential impact
3.9.1.2
one’s own performance can have on the success of the organization.
3.9.1.3
Grasp the potential impact of the company’s well-being on employees.
3.9.2
Business ethics
3.9.2.1
Act in the best interest of the company, the community, and the environment.
Comply with applicable laws and rules governing work and report loss, waste, or theft of company
3.9.2.2
property to appropriate personnel.
3.9.3
Market knowledge
3.9.3.1
Understand market trends in the industry and the company’s position in the market.
Know who the company’s primary competitors are and stay current on organizational strategies to
3.9.3.2
maintain competitiveness.
3.9.3.3
Uphold the organization through building and maintaining customer relations.
Recognize major challenges faced by the organization and industry, and identify key strategies to
3.9.3.4
address challenges.
4
Tier 4: Ready to Work Cluster-Specific Competencies
4.1
Fundamental IT Concepts
4.1.1
Differentiate between information and data
4.1.2
Understand the role of number systems
4.1.3
Identify the elements of the system development life cycle
4.1.4
Role of technology in converting data and information into organizational knowledge
4.1.5
Concepts of server, desktop, application, and virtualization
4.1.6
Fundamental skills with operating systems, and software applications
4.1.7
Differentiate between systems software and application software
4.1.8
Identify and explain characteristics of the common types of application software
4.1.9
Understand the potential for integration of system and software components
Databases and Applications: The use of technology to control and safeguard the collection, organization,
4.2
structure, processing and delivery of data.
4.2.1
Concepts of database design and strategies to fit business or industry requirements
4.2.2
Differentiate between databases and flat files
4.2.3
Differentiate between hierarchal and relational databases
4.2.4
Understand metrics used to characterize data and different kinds of data
Understand large, unstructured data sets that have to be managed in new ways to find value (“Big
4.2.5
Data”)
4.2.6
Understand purpose and process of coding and tagging information
4.2.7
Role and relationships of data, information, and databases in business intelligence
4.2.8
Understand how other applications interact with databases to create and retrieve data
4.3
Fundamentals of Networking and Telecommunication

Code

4.3.1
4.3.2
4.3.3
4.3.4
4.3.5
4.3.6
4.3.7
4.4
4.4.1
4.4.2
4.4.3
4.4.4
4.4.5
4.5
4.5.1
4.5.2
4.5.3
4.5.4
4.5.5
4.5.6
4.5.7
4.6
4.6.1
4.6.2
4.6.3
4.6.4
4.6.5
4.6.6
4.6.7
4.7
4.7.1
4.7.2
4.7.3
4.7.4
4.7.5
4.7.6
4.7.7

Alabama Competency Model Computer User Support Specialists
Differences in Local Area Networks (LAN), Wide Area Networks (WAN), Virtual Private Networks (VPN),
Internet, etc
Describe common network topologies
Differentiate between common networking protocols
Explain the purpose and properties of IP addressing
Explain the purpose and properties of routing and switching
Key tasks performed during the maintenance, administration, and securing of Local Area Networks
Identify common network infrastructure troubleshooting techniques
Network Security
Recognize threats to networked computer systems, including malware
Purpose and features of a firewall, Intrusion Detection System (IDS), and Intrusion Protection System
(IPS)
Recognize methods of network access security
Explain the importance of user authentication and recognize examples
Describe malware protection procedures
Software Acquisition, Management and Maintenance
Familiarity with common operating systems, e.g., Windows, Mac, Linux, Unix, iOS, Android
Familiarity with accessibility features of all common operating systems
Familiarity with common enterprise software applications
Understand and be able to evaluate systems requirements for software
Differences between enterprise hosted and outsourced software solutions, e.g., cloud
Understand common software purchasing, licensing, and maintenance agreements
Security risks and accessibility implications inherent in updating or modifying software
User and Customer Support: The range of services providing assistance and technical support to help
users implement and solve problems related to information technology.
Understanding different user groups and their perspectives, concerns, and technology uses
Communicate with customers to assess their needs and help them solve problems
Demonstrate ability to troubleshoot problems in person or remotely
Analyze symptoms to identify broad area of user error or technical failure
Identify measurement techniques for increased productivity
Identifying and classifying incident types and service interruptions
Good documentation and recordkeeping in customer service operations
Security and Information Assurance Fundamentals
Explain the concepts of Governance, Risk and Compliance (GRC)
Need for organization security program and importance of organizational security policies
Ensuring accurate data and keeping information systems available to authorized uses
Explain concepts of Confidentiality, Integrity, and Availability (CIA)
Legal and regulatory requirements and justifications for maintaining information security
Protecting information systems from accidental disclosure, destruction, unauthorized access, and
inappropriate use
Describe methods for secure use of social media
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Explain the use and importance of security awareness programs
Explain importance of configuration management to security operations
Understand the need for separation of duties and other business controls
Understand the need for controls and privileges based on an individual’s job duties

Tier 5: Career Pathway Technical Competencies

Troubleshooting
Gather and evaluate customer input
Analyze problem
Research solutions
Test and implement solutions
Manage system resolution with available resources in a timely manner
Communicate technical solutions and implementation processes
Document hardware and software problems and resolutions
Document Problems & Resolutions
Knowledge of documentation tools
Knowledge of documentation processes and procedures
Documentation is clear and accurate
Hardware and software problems are clearly identified
Resolutions are documented to the appropriate level of detail
Time Management
Rank activities in order of importance.
Allocate time to activities
Identify tasks to be completed
Develop and follow an effective, workable schedule based on accurate estimates of such things as
importance of tasks, time to complete tasks, timeavailable for completion, and task deadlines, without
wasting time
Identify possible impact of schedules on other activities
Evaluate and adjust a schedule
Research Solutions
Solutions are thoroughly researched and possible escalation pathways are identified
Ability to prioritize possible solutions base on technical criteria
Risk analysis is conducted for potential solutions
Ability to identify and resolve technical conflicts
Customer Training
Identify key sources of information
Knowledge of information gathering methods and company procedures and processes
Knowledge of available resources
Knowledge of required technical information and ability to organize technical material for ease of
learning
Ability to create appropriate presentation visuals for technical material
Ability to accommodate different learning styles
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Training is effectively presented
Training assists customer in troubleshooting
Knowledge IT and security policies, methods, practices and strategies
Customer Feedback
Customers are surveyed on a regular basis on important technical issues
Input is analyzed for immediate and underlying concerns
Service delivery procedures are analyzed in light of customer input
Recommendations for continuous quality improvement are developed, presented to key personnel
Customer feedback is regularly audited for follow-up and closure
Maintain Equipment Inventory
Identify, tag and locate inventory/assets
Maintain documentation of inventory and configurations

Tier 6: Occupation Specific Technical Competencies

Install, configure & test hardware
Hardware and peripheral installation and configuration
Technical specifications
Use test equipment to analyze system operation
Hardware and software troubleshooting and adjustment techniques and practices
System and network test procedures
Install, configure & test Software
Knowledge of software installation and configuration practices
Ability to use test programs and other aids to analyze system operation
Knowledge of hardware and software troubleshooting and adjustment techniques and practices
Knowledge of applications programs
Knowledge of network optimization practices
Perform System Diagnostics
Knowledge of diagnostic procedures and processes
Ability to use hardware and software diagnostic tools
Knowledge of operating environments and networks
Knowledge of available resources and troubleshooting methodologies
Implement & Enforce Security Requirements
Knowledge of organizational, legal and regulatory issues surrounding security policy enforcement
Stakeholders agree to follow security implementation guidelines and procedures
Security policies, practices and procedures are routinely followed and upheld
Implement Preventive Maintenance
Knowledge of company practices for maintenance
Knowledge of practices of internal, external and global customers
Implement plan with appropriate level of detail
Document plan
Communicate plan effectively to internal and external customers and appropriate personnel in a timely
manner
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Optimize System Performance
Hardware and software interaction and compatibility
Ability to detect and resolve hardware and software conflicts
Identify operational and performance issues
Generate and apply system and network performance data
Configuration documentation and control

Tier 7: Occupation Specific Requirements
Some college, no degree

Tier 8: Management Competencies

Team Management: Includes competencies required to manage and lead team members effectively. Not only
should IT managers lead their team but they also need to motivate project team members.

8.1.1
Motivate team members
8.1.2
Employer future leaders (mentoring / coaching)
8.1.3
Celebrating accomplishments
8.1.4
Collaboration
8.1.5
Ability to bridge diverse teams
8.1.6
Virtual team skills
8.1.7
Leadership
8.1.8
Create an effective environment
8.1.9
Share information and credit
8.1.10
Protect the team
8.1.11
Provide feedback
8.1.12
Give autonomy to team members
8.2
Business Domain Knowledge: Competencies needed to work effectively with business partners.
8.2.1
Understand the business domain
8.2.2
Identify stakeholders
8.2.3
Involve end-users
8.2.4
Business knowledge
8.2.5
Document processes
8.2.6
Strategic thinking
8.2.7
Vision-oriented / articulate the business problem
8.2.8
Cultural fit
People Skills: Build and maintain good relationships with the individuals involved in the project. Building good
8.3
8.3.1
8.3.2
8.3.3
8.3.4
8.3.5
8.3.6
8.3.7

relationships is crucial to avoid political and relational obstacles

Conflict management
Negotiation
Relationahip building
Understanding the psychology of people
Charisma
Political awareness / agility / tact
Compromise
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8.4
Project Management: Necessary to ensure that the project is well managed
8.4.1
Scope management
8.4.2
Project planning
8.4.3
Time management
8.4.4
Resource utilization
8.4.5
Closing project
8.4.6
Project management tool skills
8.4.7
Project chartering
8.4.8
Cost management
8.4.9
Risk management
8.4.10
Alignment
Resolve: Able to identify, analyze and solve problems that occur during the project
8.5
8.5.1
Analytical skills
8.5.2
Research skills
8.5.3
Creativity / innovation / resourcefulness
8.5.4
Decision making ability
8.5.5
Credibility
8.6
Commitment to Quality: Values and characteristics that express his/her commitment and integrity
8.6.1
Commitment
8.6.2
Focus on quality
8.6.3
Ownership of tasks
8.6.4
Not compromising on the facts
8.6.5
Participate and contribute fully
8.6.6
Results-oriented
8.6.7
Lifelong learning
8.6.8
Experience

INFORMATION TECHNOLOGY

Web Developers
ACCCP

Web & Digital Communications
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1
Tier 1: Personal Effectiveness Competencies
1.1
Interpersonal Skills: Displaying the skills to work effectively with others from diverse backgrounds.
1.1.1
Demonstrating sensitivity/empathy
1.1.1.1
Show sincere interest in others and their concerns.
1.1.1.2
Demonstrate sensitivity to the needs and feelings of others.
1.1.1.3
Look for ways to help people and deliver assistance.
1.1.2
Demonstrating insight into behavior
Recognize and accurately interpret the communications of others as expressed through various
1.1.2.1
formats (e.g., writing, speech, American Sign Language, computers, etc.).
1.1.2.2
Recognize when relationships with others are strained.
1.1.2.3
Show understanding of others’ behaviors and motives by demonstrating appropriate responses.
1.1.2.4
Demonstrate flexibility for change based on the ideas and actions of others.
1.1.3
Maintaining open relationships
1.1.3.1
Maintain open lines of communication with others.
1.1.3.2
Encourage others to share problems and successes.
1.1.3.3
Establish a high degree of trust and credibility with others.
1.1.4
Respecting diversity
1.1.4.1
Demonstrate respect for coworkers, colleagues, and customers.
Interact respectfully and cooperatively with others who are of a different race, culture, or age, or
1.1.4.2
have different abilities, gender, or sexual orientation.
Demonstrate sensitivity, flexibility, and open-mindedness when dealing with different values,
1.1.4.3
beliefs, perspectives, customs, or opinions.
1.1.4.4
Value an environment that supports and accommodates a diversity of people and ideas.
1.2
Integrity: Displaying strong moral principles and work ethic.
1.2.1
Behaving ethically
1.2.1.1
Abide by a strict code of ethics and behavior, even in the face of opposition.
1.2.1.2
Encourage others to behave ethically
1.2.1.3
Understand that behaving ethically goes beyond what the law requires.
1.2.1.4
Use company time and property responsibly.
Perform work-related duties according to laws, regulations, contract provisions, and company
1.2.1.5
policies.
1.2.2
Acting fairly
1.2.2.1
Treat others with honesty, fairness, and respect.
1.2.2.2
Make decisions that are objective and reflect the just treatment of others.
1.2.3
Taking responsibility
1.2.3.1
Take responsibility for accomplishing work goals within accepted timeframes.
Accept responsibility for one’s decisions and actions and for those of one’s group, team, or
1.2.3.2
department.
1.3
Professionalism: Maintaining a professional presence.
1.3.1
Demonstrating self-control
1.3.1.1
Maintain composure and keep emotions in check.
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Deal calmly and effectively with stressful or difficult situations.
Accept criticism tactfully and attempt to learn from it.
Professional appearance
Maintain a professional demeanor.
Dress appropriately for occupational and worksite requirements.
Maintain appropriate personal hygiene.
Social responsibility
Refrain from lifestyle choices which negatively impact the workplace and individual performance.
Remain free from substance abuse.
Maintaining a positive attitude
Project a professional image of oneself and the organization.
Demonstrate a positive attitude towards work.
Take pride in one’s work and the work of the organization.
Initiative: Demonstrating a commitment to effective job performance by taking action on one’s own and
following through to get the job done.
Persisting
Pursue work with drive and a strong accomplishment orientation.
Persist to accomplish a task despite difficult conditions, tight deadlines, or obstacles and setbacks.
Taking initiative
Go beyond the routine demands of the job to increase its variety and scope.
Provide suggestions and/or take actions that result in improved work processes, communications, or
task performance.
Take initiative to seek out new work challenges, influence events, or originate action.
Setting challenging goals
Establish and maintain personally challenging but realistic work goals.
Exert effort toward task mastery.
Bring issues to closure by pushing forward until a resolution is achieved.
Working independently
Develop own ways of working effectively and efficiently.
Perform effectively even with minimal direction, support, or approval.
Set own schedule to maximize productivity.
Take responsibility for completing one’s own work assignments.
Achievement motivation
Strive to exceed standards and expectations.
Exhibit confidence in capabilities and an expectation to succeed in future activities.
Dependability and Reliability: Displaying responsible behaviors at work.
Fulfilling obligations
Behave consistently and predictably.
Is reliable, responsible, and dependable in fulfilling obligations.
Diligently follow through on commitments and consistently complete assignments by deadlines.
Attendance and punctuality
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Come to work on time and as scheduled.
Arrive on time for meetings or appointments.
Dial in to phone calls and web conferences on time.
Attending to details
Diligently check work to ensure that all essential details have been considered.
Notice errors or inconsistencies and take prompt, thorough action to correct them.
Following directions
Follow directions as communicated in a variety of ways such as writing, speech, American Sign
Language, computers, or other formats.
Comply with organizational rules, policies, and procedures.
Ask appropriate questions to clarify any instructional ambiguities.
Adaptability and Flexibility: Displaying the capability to adapt to new, different, or changing
requirements.
Entertaining new ideas
Is open to considering new ways of doing things.
Actively seek out and carefully consider the merits of new approaches to work.
Embrace new approaches when appropriate and discard approaches that are no longer working.
Dealing with change
Take proper and effective action when necessary without having all the necessary facts in hand.
Easily adapt plans, goals, actions, or priorities in response to unpredictable or unexpected events,
pressures, situations, and job demands.
Effortlessly shift gears and change direction when working on multiple projects or issues.
Lifelong Learning: Demonstrating a commitment to self-development and improvement of knowledge
Demonstrating an interest in learning
Take actions showing an interest in personal and professional lifelong learning and development.
Seek feedback from multiple sources about how to improve and develop.
Modify behavior based on feedback or self-analysis of past mistakes.
Learn and accept help from supervisors and co-workers.
Participating in learning activities
Identify when it is necessary to acquire new knowledge and skills.
Take steps to develop and maintain knowledge, skills, and expertise necessary to perform one’s role
successfully by participating in relevant training and professional development programs.
Actively pursue opportunities to broaden knowledge and skills through seminars, conferences,
professional groups, reading publications, job shadowing, and/or continuing education.
Using change as a learning opportunity
Anticipate changes in work demands and search for and participate in assignments or training that
address these changing demands.
Treat unexpected circumstances as opportunities to learn.
Identifying career interests
Take charge of personal career development by identifying occupational interests, strengths,
options, and opportunities.
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Make insightful career planning decisions that integrate others’ feedback.
Integrating and applying learning
Integrate newly learned knowledge and skills with existing knowledge and skills.
Use newly learned knowledge and skills to complete tasks, particularly in new or unfamiliar
situations.

Tier 2: Academic Competencies

Reading: Understanding written sentences, paragraphs, and figures in work-related documents (with
accommodation if necessary).
Comprehension
Locate and understand written information in prose and in documents such as manuals, reports,
memos, letters, forms, graphs, charts, tables, calendars, schedules, signs, notices, applications,
contracts, regulations, and directions.
Understand the purpose of written materials.
Comprehend the author’s meaning and identify the main ideas expressed in the written material.
Attention to detail
Note details and facts.
Detect inconsistencies.
Identify implied meaning and details.
Recognize missing information.
Information analysis
Critically evaluate and analyze information in written materials.
Review written information for completeness and relevance.
Distinguish fact from opinion.
Identify trends.
Synthesize information from multiple written materials.
Information integration
Integrate what is learned from written materials with prior knowledge.
Use what is learned from written material to follow instructions and complete tasks.
Apply what is learned from written material to new situations.
Writing: Using standard (business) English to compile information and prepare written documents.
Organization and development
Create documents such as letters, directions, manuals, reports, graphs, spreadsheets, and flow
charts.
Communicate thoughts, ideas, information, messages, and other written information, which may
contain technical material, in a logical, organized, and coherent manner.
Present well-developed ideas supported by information and examples.
Proofread finished documents for errors.
Tailor content to appropriate audience and purpose.
Distribute written materials appropriately for intended audiences and purposes.
Mechanics
Use standard syntax and sentence structure.
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Use correct spelling, punctuation, and capitalization.
Use correct English grammar (e.g., correct tense, subject-verb agreement, no missing words).
Write legibly when using handwriting to communicate.
Tone
Use language appropriate for the target audience.
Use a tone and word choice appropriate for the industry and organization (e.g., writing is
professional and courteous).
Show insight, perception, and depth in writing.
Mathematics: Uses principles of mathematics to express ideas and solve problems.
Computation
Add, subtract, multiply, and divide with whole numbers, fractions, decimals, and percents.
Calculate averages, ratios, proportions, and rates.
Convert decimals to fractions and fractions to decimals.
Convert fractions to percents and percents to fractions.
Convert decimals to percents and percents to decimals.
Understand relationships between numbers and identify and understand patterns.
Measurement and estimation
Take measurements of time, temperature, distances, length, width, height, perimeter, area, volume,
weight, velocity, and speed.
Use and report measurements correctly.
Correctly convert from one measurement to another (e.g., from English to metric or International
System of Units (SI), or Fahrenheit to Celsius).
Application
Use appropriate mathematical formulas and techniques to solve problems.
Translate practical problems into useful mathematical expressions.
Science and Technology: Using scientific rules and methods to express ideas and solve problems.
Comprehension
Understand basic scientific principles and uses appropriate technology.
Understand the scientific method (i.e., identify problems, collect information, form opinions and
draw conclusions).
Understand overall intent and proper procedures for set-up and operation of equipment.
Application
Apply basic scientific principles and technology to complete tasks.
Communication: Listening, speaking, and signaling so others can understand (with accommodation if
Communicating
Express relevant information appropriately to individuals or groups taking into account the audience
and the nature of the information (e.g., technical or controversial).
Convey information clearly, correctly, and succinctly.
Use common English conventions including proper grammar, tone, and pace.
Effectively establish interpersonal contact with one or more individuals using eye contact, body
language and non-verbal expression as appropriate to the person’s culture.
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Ask questions or report problems or concerns to people in authority when information or
procedures are unclear or need improvement, or when feeling unsafe or threatened in the
workplace.
Receiving information
Attend to, understand, interpret, and respond to messages received in a variety of ways, including
hearing, American Sign Language, instant messaging, text-to-speech devices, and other methods.
Comprehend complex instructions.
Identify feelings and concerns communicated in various formats, such as writing, speech, American
Sign Language, computers, etc. and responds appropriately.
Consider others’ viewpoints and alter opinion when it is appropriate to do so.
Apply active interpersonal communication skills using reflection, restatement, questioning, and
clarification.
Effectively answer questions of others or communicate an inability to do so and suggest other
sources of answers.
Observing carefully
Notice nonverbal cues and respond appropriately.
Attend to visual sources of information (e.g., video).
Ascertain relevant visual information and use appropriately.
Persuasion/Influence
Influence others.
Persuasively present thoughts and ideas.
Gain commitment and ensure support for proposed ideas.
Critical and Analytical Thinking: Using logical thought processes to analyze information and draw
conclusions.
Reasoning
Possess sufficient inductive and deductive reasoning ability to perform job successfully.
Critically review, analyze, synthesize, compare, and interpret information.
Draw conclusions from relevant and/or missing information.
Understand the principles underlying the relationship among facts and apply this understanding
when solving problems.
Use logic and reasoning to identify strengths and weaknesses of alternative solutions or approaches
to a problem.
Mental agility
Identify connections between issues.
Quickly understand, orient to, and integrate new information.
Basic Computer Skills: Using information technology and related applications to convey and retrieve
information (with accommodation when necessary).
Computer basics
Understand the basic functions and terminology related to computer hardware, software,
information systems, and communication devices.
Use basic computer software, hardware, and communication devices to perform tasks.
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Using software
Use word processing software to compose, organize, edit, and print documents and other business
communications.
Use spreadsheet software to enter, manipulate, edit, and format text and numerical data.
Use presentation software to create, manipulate, edit, and present digital representations of
information to an audience.
Use database software to manage data.
Create and maintain a well-organized electronic file storage system.
Using the Internet and email
Use the Internet to search for online information and interact with Web sites.
Use the Internet and web-based tools to manage basic workplace tasks (e.g., calendar management,
contacts management, and timekeeping).
Use electronic mail to communicate in the workplace.
Understand the different types of social media and their appropriate workplace and non-workplace
uses, and the impact that various social media activities can have on one’s personal and professional
Employ collaborative/groupware applications to facilitate group work.
Ensuring computer security
Understand and comply with the organization’s privacy policy and information security guidelines.
Defend against potential abuses of private information.
Recognize and respond appropriately to suspicious vulnerabilities and threats.
Use the most recent security software, web browser, and operating system to protect against online
threats.
Utilize strong passwords, passphrases, and basic encryption.
Recognize secure Web addresses.

2.7.4.5
2.7.4.6
3
Tier 3: Workplace Competencies
3.1
Teamwork: Working cooperatively with others to complete work assignments.
3.1.1
Identifying team membership and role
3.1.1.1
Serve as a leader or a follower, depending on what is needed to achieve the team’s goals and
3.1.1.2
Identify and draw upon team members’ strengths and weaknesses to achieve results.
3.1.1.3
Instruct others in learning new skills and learn from other team members.
3.1.1.4
Assist others who have less experience or have heavy workloads.
3.1.1.5
Encourage others to express their ideas and opinions.
3.1.2
Establishing productive relationships
3.1.2.1
Develop constructive and cooperative working relationships with others.
3.1.2.2
Exhibit tact and diplomacy and strive to build consensus.
Deliver constructive criticism and voice objections to others’ ideas and opinions in a supportive, non3.1.2.3
accusatory manner.
3.1.2.4
Respond appropriately to positive and negative feedback.
Effectively communicate with all members of the group or team to achieve team goals and
3.1.2.5
objectives.
3.1.3
Meeting team objectives
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Work as part of a team, contributing to the group’s effort to achieve goals.
Identify and commit to the goals, norms, values, and customs of the team.
Choose behaviors and actions that best support the team and accomplishment of work tasks.
Use a group approach to identify problems and develop solutions based on group consensus.
Resolving conflicts
Bring others together to reconcile differences.
Handle conflicts maturely by exercising “give and take” to achieve positive results for all parties.
Reach formal or informal agreements that promote mutual goals and interests, and obtain
commitment to those agreements from individuals or groups.
Customer Focus: Efficiently and effectively addressing the needs of clients/customers.
Understanding customer needs
Identify internal and external customers.
Attend to what customers are saying and ask questions to identify customer needs, interests, and
goals.
Anticipate the future needs of the customer.
Providing personalized service
Provide prompt, efficient, and personalized assistance to meet the requirements, requests, and
concerns of customers.
Provide thorough, accurate information to answer customers’ questions and inform them of
commitment times or performance guarantees.
Address customer comments, questions, concerns, and objections with direct, accurate, and timely
responses.
Identify and propose appropriate solutions and/or services.
Establish boundaries as appropriate for unreasonable customer demands.
Communicate in the medium desired by the customer.
Acting professionally
Is pleasant, courteous, and professional when dealing with internal or external customers.
Develop constructive and cooperative working relationships with customers.
Is calm and empathetic when dealing with hostile customers.
Keeping customers informed
Follow up with customers following provision of service.
Keep customers up to date about decisions that affect them.
Seek the comments, criticisms, and involvement of customers.
Adjust services based on customer feedback.
Planning and Organizing: Planning and prioritizing work to manage time effectively and accomplish
assigned tasks.
Planning
Approach work in a methodical manner.
Plan and schedule tasks so that work is completed on time.
Keep track of details to ensure work is performed accurately and completely.
Anticipate obstacles to project completion and develop contingency plans to address them.
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Find new ways of organizing work area or planning work to accomplish work more efficiently.
Prioritizing
Prioritize multiple competing tasks.
Perform tasks correctly, quickly, and efficiently according to their relative urgency and importance.
Managing projects
Estimate personnel and other resources needed for project completion (e.g., financial material or
equipment).
Manage activities to meet plans, allocating time and resources effectively.
Keep track of and document plans, assignments, changes, and deliverables.
Plan for dependencies of one task on another.
Coordinate efforts with all affected parties, keeping them informed of progress and all relevant
changes to project timelines.
Take necessary corrective action when projects go off track.
Assure job accommodations are made for personnel who need or request them.
Creative Thinking: Generating innovative and creative solutions.
Employing unique analyses
Use original analyses and generate new, innovative ideas in complex areas.
Develop innovative methods of obtaining or using resources when insufficient resources are
available.
Generating innovative solutions
Integrate seemingly unrelated information to develop creative processes or solutions.
Reframe problems in a different light to find fresh approaches.
Entertain wide-ranging possibilities and perspectives to develop new solutions.
Find new ways to add value to the efforts of a team and organization.
Seeing the big picture
Understand the pieces of a system as a whole and appreciate the consequences of actions on other
parts of the system.
Monitor patterns and trends to see a bigger picture.
Modify or design systems to improve performance.
Problem Solving and Decision-Making: Generating, evaluating, and implementing solutions to problems.
Identifying the problem
Anticipate or recognize the existence of a problem or objection.
Identify the true nature of the problem and define critical issues.
Evaluate the importance and criticality of the problem.
Use all available reference systems to locate and obtain information relevant to understanding the
problem.
Recall previously learned information that is relevant to the problem.
Locating, gathering, and organizing relevant information
Effectively use both internal resources (e.g., internal computer networks, company filing systems)
and external resources (e.g., internet search engines) to locate and gather information relevant to
solving the problem.
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Examine information obtained for relevance and completeness.
Recognize important gaps in existing information and take steps to eliminate those gaps.
Organize/reorganize information as appropriate to gain a better understanding of the problem.
Generating alternatives
Integrate previously learned and externally obtained information to generate a variety of highquality alternative approaches to the problem.
Skillfully use logic and analysis to identify the strengths and weaknesses, the costs and benefits, and
the short- and long-term consequences of different solutions or approaches.
Choosing a solution
Decisively choose the best solution after evaluating the relative merits of each possible option.
Make difficult decisions even in highly ambiguous or ill-defined situations.
Implementing the solution
Commit to a solution in a timely manner.
Develop a realistic approach for implementing the chosen solution.
Document the problem and corrective actions taken and their outcomes and communicate these to
the appropriate parties.
Observe and evaluate the outcomes of implementing the solution to assess the need for alternative
approaches and to identify lessons learned.
Working with Tools and Technology: Selecting, using, and maintaining tools and technology to facilitate
work activity (with accommodation, when necessary).
Using tools
Operate tools, technology, and equipment in accordance with established operating procedures and
safety standards.
Demonstrate appropriate use of tools and technology to complete work functions.
Selecting tools
Select and apply appropriate tools or technological solutions to the problem at hand.
Keeping current on tools and technology
Demonstrate an interest in learning about new and emerging tools and technologies.
Demonstrate information literacy.
Adapt quickly to changes in process or technology.
Seek out opportunities to improve knowledge of tools and technologies that may assist in
streamlining work and improving productivity.
Troubleshooting and maintenance
Learn how to maintain and troubleshoot tools and technologies.
Perform routine maintenance on tools, technology, and equipment.
Determine causes of errors and take the appropriate corrective action.
Develop alternatives to complete a task if desired tool or technology is not available.
Scheduling and Coordinating: Making arrangements that fulfill all requirements as efficiently and
economically as possible.
Arranging and informing
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Make arrangements (e.g. for meetings or travel) that fulfill all requirements as efficiently and
economically as possible.
Inform others of arrangements, giving them complete, accurate, and timely information.
Ensure that others receive needed materials in time.
Handle all aspects of arrangements thoroughly and completely.
Respond to the schedules of others affected by arrangements, resolve schedule conflicts or travel
issues, and take corrective action.
Coordinating in distributed environments
Coordinate schedules of colleagues, co-workers, and clients in regional locations. (i.e., across time
zones) to ensure that inconvenience is minimized and productivity is enhanced.
Leverage technology (e.g., internet, teleconference) to facilitate information sharing in distributed
work environments.
Take advantage of team member availability throughout business hours in multiple time zones to
enhance productivity.
Shiftwork
Effectively coordinate the transition of staff at the beginning and end of each work shift.
Disseminate crucial information in an organized manner to rapidly bring staff up to speed at the
start of their shifts.
Ensure that staff is updated on work completed on past shifts and work that still needs to be
completed.
Checking, Examining, and Recording: Entering, transcribing, recording, storing, or maintaining
information in written or electronic/digital format.
Detecting errors
Detect and correct errors or inconsistencies, even under time pressure.
Identify vague or ambiguous documentation.
Route errors to appropriate person to correct documentation.
Completing forms
Select and complete appropriate forms quickly and completely.
Forward or process forms in a timely and accurate manner.
Attend to and follow through on important items requiring action.
Expedite forms, orders, or advances that require immediate attention.
Obtaining information
Obtain appropriate information, signatures, and approvals promptly.
Verify that all information is present and accurate before forwarding materials.
Compile, categorize, and verify information or data.
Apply systematic techniques for observing and gathering data.
Maintaining logs, records, and files
Organize records and files to maintain data.
Keep logs, records, and files that are up-to-date and readily accessible (e.g., driver logs, flight
records, repair records).
Update logs, records, and files, noting important changes.
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3.8.4.4
File data and documentation in accordance with organization’s requirements.
3.9
Business Fundamentals: Using information on basic business principles, trends, and economics.
3.9.1
Situational awareness
3.9.1.1
Understand the mission, structure, and functions of the organization.
Recognize one’s role in the functioning of the organization and understand the potential impact
3.9.1.2
one’s own performance can have on the success of the organization.
3.9.1.3
Grasp the potential impact of the company’s well-being on employees.
3.9.2
Business ethics
3.9.2.1
Act in the best interest of the company, the community, and the environment.
Comply with applicable laws and rules governing work and report loss, waste, or theft of company
3.9.2.2
property to appropriate personnel.
3.9.3
Market knowledge
3.9.3.1
Understand market trends in the industry and the company’s position in the market.
Know who the company’s primary competitors are and stay current on organizational strategies to
3.9.3.2
maintain competitiveness.
3.9.3.3
Uphold the organization through building and maintaining customer relations.
Recognize major challenges faced by the organization and industry, and identify key strategies to
3.9.3.4
address challenges.
4
Tier 4: Ready to Work Cluster-Specific Competencies
4.1
Fundamental IT Concepts
4.1.1
Differentiate between information and data
4.1.2
Understand the role of number systems
4.1.3
Identify the elements of the system development life cycle
4.1.4
Role of technology in converting data and information into organizational knowledge
4.1.5
Concepts of server, desktop, application, and virtualization
4.1.6
Fundamental skills with operating systems, and software applications
4.1.7
Differentiate between systems software and application software
4.1.8
Identify and explain characteristics of the common types of application software
4.1.9
Understand the potential for integration of system and software components
Databases and Applications: The use of technology to control and safeguard the collection, organization,
4.2
structure, processing and delivery of data.
4.2.1
Concepts of database design and strategies to fit business or industry requirements
4.2.2
Differentiate between databases and flat files
4.2.3
Differentiate between hierarchal and relational databases
4.2.4
Understand metrics used to characterize data and different kinds of data
Understand large, unstructured data sets that have to be managed in new ways to find value (“Big
4.2.5
Data”)
4.2.6
Understand purpose and process of coding and tagging information
4.2.7
Role and relationships of data, information, and databases in business intelligence
4.2.8
Understand how other applications interact with databases to create and retrieve data
4.3
Fundamentals of Networking and Telecommunication
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Differences in Local Area Networks (LAN), Wide Area Networks (WAN), Virtual Private Networks (VPN),
Internet, etc
Describe common network topologies
Differentiate between common networking protocols
Explain the purpose and properties of IP addressing
Explain the purpose and properties of routing and switching
Key tasks performed during the maintenance, administration, and securing of Local Area Networks
Identify common network infrastructure troubleshooting techniques
Network Security
Recognize threats to networked computer systems, including malware
Purpose and features of a firewall, Intrusion Detection System (IDS), and Intrusion Protection System
(IPS)
Recognize methods of network access security
Explain the importance of user authentication and recognize examples
Describe malware protection procedures
Software Acquisition, Management and Maintenance
Familiarity with common operating systems, e.g., Windows, Mac, Linux, Unix, iOS, Android
Familiarity with accessibility features of all common operating systems
Familiarity with common enterprise software applications
Understand and be able to evaluate systems requirements for software
Differences between enterprise hosted and outsourced software solutions, e.g., cloud
Understand common software purchasing, licensing, and maintenance agreements
Security risks and accessibility implications inherent in updating or modifying software
User and Customer Support: The range of services providing assistance and technical support to help
users implement and solve problems related to information technology.
Understanding different user groups and their perspectives, concerns, and technology uses
Communicate with customers to assess their needs and help them solve problems
Demonstrate ability to troubleshoot problems in person or remotely
Analyze symptoms to identify broad area of user error or technical failure
Identify measurement techniques for increased productivity
Identifying and classifying incident types and service interruptions
Good documentation and recordkeeping in customer service operations
Security and Information Assurance Fundamentals
Explain the concepts of Governance, Risk and Compliance (GRC)
Need for organization security program and importance of organizational security policies
Ensuring accurate data and keeping information systems available to authorized uses
Explain concepts of Confidentiality, Integrity, and Availability (CIA)
Legal and regulatory requirements and justifications for maintaining information security
Protecting information systems from accidental disclosure, destruction, unauthorized access, and
inappropriate use
Describe methods for secure use of social media
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Explain the use and importance of security awareness programs
Explain importance of configuration management to security operations
Understand the need for separation of duties and other business controls
Understand the need for controls and privileges based on an individual’s job duties

Tier 5: Career Pathway Technical Competencies

Perform Analysis
Gather data to identify internal and external customer requirements
Define scope of work
Create develop and test new concepts
Use rapid prototyping tools to develop concept alternatives
Create preliminary design using multimedia design tools and procedures
Research Content
Assess budget and equipment restraints
Address feasibility and usability issues
Develop project plan
Produce or Acquire Content
Analyze effectiveness of graphics, animation, audio and video content
Analyze content and form and reconcile to overall project image
Obtain clearances, usage rights and licenses as required
Obtain model releases as required
Intellectual property is protected and secured appropriately
Ethical issues relating to acquisition and use of intellectual property
Understand how 3rd party software is augmented with other solutions
Be able to interact with software vendors and manage vendor relationships
Understand common software purchasing, licensing, and maintenance agreements
Enterprise-Wide Web Activities
Define and manage development standards
Provide quality customer service
Perform return on investment (ROI) analysis to ensure business goals are met
Adhere to enterprise-wide legal and international privacy guidelines and ethical best practices
Understand common business processes for installing, managing and maintaining enterprise software
Emerging Technology
Evaluate web technologies and standards
Relevant resources regarding emerging IT tools and technologies
Stay current on cutting edge tools and technologies
Monitor and interpret trends in technology and industry
Adapt principles to new applications
New technologies and standards are communicated to appropriate personnel effectively in a timely
manner
Testing & Quality Assurance
Develop and execute test acceptance plan
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Automate testing scenario where feasible
5.5.2
Develop appropriate tests for individual components and end-to-end operations
5.5.3
Construct automated test sequences and recognize errors in test procedure and system
5.5.4
Develop and perform usability and integration testing
5.5.5
Develop and perform test procedures
5.5.6
Interpret test results and resolve discrepancies appropriately
5.5.7
Document test results and take corrective actions
5.5.8
Troubleshoot and correct technical problems
5.5.9
Discern trends, patterns, and anomalies
5.5.10
Recommend and implement performance improvements
5.5.11
Security
5.6
Identify and resolve potential security issues
5.6.1
Adhere to security standards and practices
5.6.2
Implement security measures that minimize unauthorized access and address security tradeoffs and
5.6.3
risks
Notify users about changes in security access in accordance with company procedures
5.6.4
Adhere to security-related ethical and societal norms and expectations
5.6.5
6
Tier 6: Occupation Specific Technical Competencies
Web Programming
6.1
6.1.1
Develop site map application models and user interface specifications
6.1.2
Choose a site plan
6.1.3
Select programming languages, design tools and applications
6.1.4
Write supporting code
6.1.5
Identify major subsystems and interfaces
6.1.6
Develop models
6.1.7
Develop design and interface specifications
6.1.8
Identify system platform, components and dependencies
6.1.9
Develop appropriate data model
Develop, Deliver, Manage Content
6.2
6.2.1
Research content and information architecture
6.2.2
Coordinate content development from multiple contributors
6.2.3
Develop and present concept alternatives
6.2.4
Create or adapt content
6.2.5
Produce graphics, layout elements and applicable code
6.2.6
Update content
6.2.7
Plan rollout
6.2.8
Facilitate move to production system
6.2.9
Hand off to customer or user
Implement & Maintain Site
6.3
6.3.1
Analyze technology output and examine task/technology relationship
6.3.2
Suggest and examine system modifications/improvements
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Facilitate move to production system
Hand off to customer or user
Feedback is analyzed, prioritized and acted upon
Perform Application Maintenance
Web Management
Evaluate and recommend web hardware, software and third-party solutions
Use programming tools, web server software and content management software
Use search engines, web server statistics packages and authoring tools
Use digital commerce applications and data conversion tools
Set up server software and hardware
Effectively manage interoperability and connectivity issues
Optimize maximum performance and security best practices
Backups and restores are properly performed and escalation procedures are followed
Develop & Implement Web Database
Develop physical database characteristics and create database objects
Select unique identifiers and normalize the data model
Support population of database
Establish and maintain database integrity and security
Plan implementation and deploy database
Define and implement user interface
Produce Visual & Functional Design
Determine media types and delivery platform
Evaluate graphic designs and maximize visual impact and effectiveness
Use wide range of computer graphic tools
Use principles of color and the cultural and contextual uses of color
Use multimedia authoring tools, media editing tools and software design tools

Tier 7: Occupation Specific Requirements
Associate's degree

Tier 8: Management Competencies

Team Management: Includes competencies required to manage and lead team members effectively. Not only
should IT managers lead their team but they also need to motivate project team members.

Motivate team members
Employer future leaders (mentoring / coaching)
Celebrating accomplishments
Collaboration
Ability to bridge diverse teams
Virtual team skills
Leadership
Create an effective environment
Share information and credit
Protect the team
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8.1.11
Provide feedback
8.1.12
Give autonomy to team members
8.2
Business Domain Knowledge: Competencies needed to work effectively with business partners.
8.2.1
Understand the business domain
8.2.2
Identify stakeholders
8.2.3
Involve end-users
8.2.4
Business knowledge
8.2.5
Document processes
8.2.6
Strategic thinking
8.2.7
Vision-oriented / articulate the business problem
8.2.8
Cultural fit
People Skills: Build and maintain good relationships with the individuals involved in the project. Building good
8.3
relationships is crucial to avoid political and relational obstacles

8.3.1
Conflict management
8.3.2
Negotiation
8.3.3
Relationahip building
8.3.4
Understanding the psychology of people
8.3.5
Charisma
8.3.6
Political awareness / agility / tact
8.3.7
Compromise
8.4
Project Management: Necessary to ensure that the project is well managed
8.4.1
Scope management
8.4.2
Project planning
8.4.3
Time management
8.4.4
Resource utilization
8.4.5
Closing project
8.4.6
Project management tool skills
8.4.7
Project chartering
8.4.8
Cost management
8.4.9
Risk management
8.4.10
Alignment
Resolve:
Able to identify, analyze and solve problems that occur during the project
8.5
8.5.1
Analytical skills
8.5.2
Research skills
8.5.3
Creativity / innovation / resourcefulness
8.5.4
Decision making ability
8.5.5
Credibility
8.6
Commitment to Quality: Values and characteristics that express his/her commitment and integrity
8.6.1
Commitment
8.6.2
Focus on quality
8.6.3
Ownership of tasks
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Not compromising on the facts
Participate and contribute fully
Results-oriented
Lifelong learning
Experience

INFORMATION TECHNOLOGY

Computer Systems Analysts
ACCCP

Programming & Software Development
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1
Tier 1: Personal Effectiveness Competencies
1.1
Interpersonal Skills: Displaying the skills to work effectively with others from diverse backgrounds.
1.1.1
Demonstrating sensitivity/empathy
1.1.1.1
Show sincere interest in others and their concerns.
1.1.1.2
Demonstrate sensitivity to the needs and feelings of others.
1.1.1.3
Look for ways to help people and deliver assistance.
1.1.2
Demonstrating insight into behavior
Recognize and accurately interpret the communications of others as expressed through various
1.1.2.1
formats (e.g., writing, speech, American Sign Language, computers, etc.).
1.1.2.2
Recognize when relationships with others are strained.
1.1.2.3
Show understanding of others’ behaviors and motives by demonstrating appropriate responses.
1.1.2.4
Demonstrate flexibility for change based on the ideas and actions of others.
1.1.3
Maintaining open relationships
1.1.3.1
Maintain open lines of communication with others.
1.1.3.2
Encourage others to share problems and successes.
1.1.3.3
Establish a high degree of trust and credibility with others.
1.1.4
Respecting diversity
1.1.4.1
Demonstrate respect for coworkers, colleagues, and customers.
Interact respectfully and cooperatively with others who are of a different race, culture, or age, or
1.1.4.2
have different abilities, gender, or sexual orientation.
Demonstrate sensitivity, flexibility, and open-mindedness when dealing with different values,
1.1.4.3
beliefs, perspectives, customs, or opinions.
1.1.4.4
Value an environment that supports and accommodates a diversity of people and ideas.
1.2
Integrity: Displaying strong moral principles and work ethic.
1.2.1
Behaving ethically
1.2.1.1
Abide by a strict code of ethics and behavior, even in the face of opposition.
1.2.1.2
Encourage others to behave ethically
1.2.1.3
Understand that behaving ethically goes beyond what the law requires.
1.2.1.4
Use company time and property responsibly.
Perform work-related duties according to laws, regulations, contract provisions, and company
1.2.1.5
policies.
1.2.2
Acting fairly
1.2.2.1
Treat others with honesty, fairness, and respect.
1.2.2.2
Make decisions that are objective and reflect the just treatment of others.
1.2.3
Taking responsibility
1.2.3.1
Take responsibility for accomplishing work goals within accepted timeframes.
Accept responsibility for one’s decisions and actions and for those of one’s group, team, or
1.2.3.2
department.
1.3
Professionalism: Maintaining a professional presence.
1.3.1
Demonstrating self-control
1.3.1.1
Maintain composure and keep emotions in check.

Code

1.3.1.2
1.3.1.3
1.3.2
1.3.2.1
1.3.2.2
1.3.2.3
1.3.3
1.3.3.1
1.3.3.2
1.3.4
1.3.4.1
1.3.4.2
1.3.4.3
1.4
1.4.1
1.4.1.1
1.4.1.2
1.4.2
1.4.2.1
1.4.2.2
1.4.2.3
1.4.3
1.4.3.1
1.4.3.2
1.4.3.3
1.4.4
1.4.4.1
1.4.4.2
1.4.4.3
1.4.4.4
1.4.5
1.4.5.1
1.4.5.2
1.5
1.5.1
1.5.1.1
1.5.1.2
1.5.1.3
1.5.2

Alabama Competency Model Computer Systems Analysts
Deal calmly and effectively with stressful or difficult situations.
Accept criticism tactfully and attempt to learn from it.
Professional appearance
Maintain a professional demeanor.
Dress appropriately for occupational and worksite requirements.
Maintain appropriate personal hygiene.
Social responsibility
Refrain from lifestyle choices which negatively impact the workplace and individual performance.
Remain free from substance abuse.
Maintaining a positive attitude
Project a professional image of oneself and the organization.
Demonstrate a positive attitude towards work.
Take pride in one’s work and the work of the organization.
Initiative: Demonstrating a commitment to effective job performance by taking action on one’s own and
following through to get the job done.
Persisting
Pursue work with drive and a strong accomplishment orientation.
Persist to accomplish a task despite difficult conditions, tight deadlines, or obstacles and setbacks.
Taking initiative
Go beyond the routine demands of the job to increase its variety and scope.
Provide suggestions and/or take actions that result in improved work processes, communications, or
task performance.
Take initiative to seek out new work challenges, influence events, or originate action.
Setting challenging goals
Establish and maintain personally challenging but realistic work goals.
Exert effort toward task mastery.
Bring issues to closure by pushing forward until a resolution is achieved.
Working independently
Develop own ways of working effectively and efficiently.
Perform effectively even with minimal direction, support, or approval.
Set own schedule to maximize productivity.
Take responsibility for completing one’s own work assignments.
Achievement motivation
Strive to exceed standards and expectations.
Exhibit confidence in capabilities and an expectation to succeed in future activities.
Dependability and Reliability: Displaying responsible behaviors at work.
Fulfilling obligations
Behave consistently and predictably.
Is reliable, responsible, and dependable in fulfilling obligations.
Diligently follow through on commitments and consistently complete assignments by deadlines.
Attendance and punctuality

Code

1.5.2.1
1.5.2.2
1.5.2.3
1.5.3
1.5.3.1
1.5.3.2
1.5.4
1.5.4.1
1.5.4.2
1.5.4.3
1.6
1.6.1
1.6.1.1
1.6.1.2
1.6.1.3
1.6.2
1.6.2.1
1.6.2.2
1.6.2.3
1.7
1.7.1
1.7.1.1
1.7.1.2
1.7.1.3
1.7.1.4
1.7.2
1.7.2.1
1.7.2.2
1.7.2.3
1.7.3
1.7.3.1
1.7.3.2
1.7.4
1.7.4.1

Alabama Competency Model Computer Systems Analysts
Come to work on time and as scheduled.
Arrive on time for meetings or appointments.
Dial in to phone calls and web conferences on time.
Attending to details
Diligently check work to ensure that all essential details have been considered.
Notice errors or inconsistencies and take prompt, thorough action to correct them.
Following directions
Follow directions as communicated in a variety of ways such as writing, speech, American Sign
Language, computers, or other formats.
Comply with organizational rules, policies, and procedures.
Ask appropriate questions to clarify any instructional ambiguities.
Adaptability and Flexibility: Displaying the capability to adapt to new, different, or changing
requirements.
Entertaining new ideas
Is open to considering new ways of doing things.
Actively seek out and carefully consider the merits of new approaches to work.
Embrace new approaches when appropriate and discard approaches that are no longer working.
Dealing with change
Take proper and effective action when necessary without having all the necessary facts in hand.
Easily adapt plans, goals, actions, or priorities in response to unpredictable or unexpected events,
pressures, situations, and job demands.
Effortlessly shift gears and change direction when working on multiple projects or issues.
Lifelong Learning: Demonstrating a commitment to self-development and improvement of knowledge
Demonstrating an interest in learning
Take actions showing an interest in personal and professional lifelong learning and development.
Seek feedback from multiple sources about how to improve and develop.
Modify behavior based on feedback or self-analysis of past mistakes.
Learn and accept help from supervisors and co-workers.
Participating in learning activities
Identify when it is necessary to acquire new knowledge and skills.
Take steps to develop and maintain knowledge, skills, and expertise necessary to perform one’s role
successfully by participating in relevant training and professional development programs.
Actively pursue opportunities to broaden knowledge and skills through seminars, conferences,
professional groups, reading publications, job shadowing, and/or continuing education.
Using change as a learning opportunity
Anticipate changes in work demands and search for and participate in assignments or training that
address these changing demands.
Treat unexpected circumstances as opportunities to learn.
Identifying career interests
Take charge of personal career development by identifying occupational interests, strengths,
options, and opportunities.

Code

1.7.4.2
1.7.5
1.7.5.1
1.7.5.2
2
2.1
2.1.1
2.1.1.1
2.1.1.2
2.1.1.3
2.1.2
2.1.2.1
2.1.2.2
2.1.2.3
2.1.2.4
2.1.3
2.1.3.1
2.1.3.2
2.1.3.3
2.1.3.4
2.1.3.5
2.1.4
2.1.4.1
2.1.4.2
2.1.4.3
2.2
2.2.1
2.2.1.1
2.2.1.2
2.2.1.3
2.2.1.4
2.2.1.5
2.2.1.6
2.2.2
2.2.2.1

Alabama Competency Model Computer Systems Analysts
Make insightful career planning decisions that integrate others’ feedback.
Integrating and applying learning
Integrate newly learned knowledge and skills with existing knowledge and skills.
Use newly learned knowledge and skills to complete tasks, particularly in new or unfamiliar
situations.

Tier 2: Academic Competencies

Reading: Understanding written sentences, paragraphs, and figures in work-related documents (with
accommodation if necessary).
Comprehension
Locate and understand written information in prose and in documents such as manuals, reports,
memos, letters, forms, graphs, charts, tables, calendars, schedules, signs, notices, applications,
contracts, regulations, and directions.
Understand the purpose of written materials.
Comprehend the author’s meaning and identify the main ideas expressed in the written material.
Attention to detail
Note details and facts.
Detect inconsistencies.
Identify implied meaning and details.
Recognize missing information.
Information analysis
Critically evaluate and analyze information in written materials.
Review written information for completeness and relevance.
Distinguish fact from opinion.
Identify trends.
Synthesize information from multiple written materials.
Information integration
Integrate what is learned from written materials with prior knowledge.
Use what is learned from written material to follow instructions and complete tasks.
Apply what is learned from written material to new situations.
Writing: Using standard (business) English to compile information and prepare written documents.
Organization and development
Create documents such as letters, directions, manuals, reports, graphs, spreadsheets, and flow
charts.
Communicate thoughts, ideas, information, messages, and other written information, which may
contain technical material, in a logical, organized, and coherent manner.
Present well-developed ideas supported by information and examples.
Proofread finished documents for errors.
Tailor content to appropriate audience and purpose.
Distribute written materials appropriately for intended audiences and purposes.
Mechanics
Use standard syntax and sentence structure.

Code

2.2.2.2
2.2.2.3
2.2.2.4
2.2.3
2.2.3.1
2.2.3.2
2.2.3.3
2.3
2.3.1
2.3.1.1
2.3.1.2
2.3.1.3
2.3.1.4
2.3.1.5
2.3.1.6
2.3.2
2.3.2.1
2.3.2.2
2.3.2.3
2.3.3
2.3.3.1
2.3.3.2
2.4
2.4.1
2.4.1.1
2.4.1.2
2.4.1.3
2.4.2
2.4.2.1
2.5
2.5.1
2.5.1.1
2.5.1.2
2.5.1.3
2.5.1.4

Alabama Competency Model Computer Systems Analysts
Use correct spelling, punctuation, and capitalization.
Use correct English grammar (e.g., correct tense, subject-verb agreement, no missing words).
Write legibly when using handwriting to communicate.
Tone
Use language appropriate for the target audience.
Use a tone and word choice appropriate for the industry and organization (e.g., writing is
professional and courteous).
Show insight, perception, and depth in writing.
Mathematics: Uses principles of mathematics to express ideas and solve problems.
Computation
Add, subtract, multiply, and divide with whole numbers, fractions, decimals, and percents.
Calculate averages, ratios, proportions, and rates.
Convert decimals to fractions and fractions to decimals.
Convert fractions to percents and percents to fractions.
Convert decimals to percents and percents to decimals.
Understand relationships between numbers and identify and understand patterns.
Measurement and estimation
Take measurements of time, temperature, distances, length, width, height, perimeter, area, volume,
weight, velocity, and speed.
Use and report measurements correctly.
Correctly convert from one measurement to another (e.g., from English to metric or International
System of Units (SI), or Fahrenheit to Celsius).
Application
Use appropriate mathematical formulas and techniques to solve problems.
Translate practical problems into useful mathematical expressions.
Science and Technology: Using scientific rules and methods to express ideas and solve problems.
Comprehension
Understand basic scientific principles and uses appropriate technology.
Understand the scientific method (i.e., identify problems, collect information, form opinions and
draw conclusions).
Understand overall intent and proper procedures for set-up and operation of equipment.
Application
Apply basic scientific principles and technology to complete tasks.
Communication: Listening, speaking, and signaling so others can understand (with accommodation if
Communicating
Express relevant information appropriately to individuals or groups taking into account the audience
and the nature of the information (e.g., technical or controversial).
Convey information clearly, correctly, and succinctly.
Use common English conventions including proper grammar, tone, and pace.
Effectively establish interpersonal contact with one or more individuals using eye contact, body
language and non-verbal expression as appropriate to the person’s culture.

Code

2.5.1.5
2.5.2
2.5.2.1
2.5.2.2
2.5.2.3
2.5.2.4
2.5.2.5
2.5.2.6
2.5.3
2.5.3.1
2.5.3.2
2.5.3.3
2.5.4
2.5.4.1
2.5.4.2
2.5.4.3
2.6
2.6.1
2.6.1.1
2.6.1.2
2.6.1.3
2.6.1.4
2.6.1.5
2.6.2
2.6.2.1
2.6.2.2
2.7
2.7.1
2.7.1.1
2.7.1.2

Alabama Competency Model Computer Systems Analysts
Ask questions or report problems or concerns to people in authority when information or
procedures are unclear or need improvement, or when feeling unsafe or threatened in the
workplace.
Receiving information
Attend to, understand, interpret, and respond to messages received in a variety of ways, including
hearing, American Sign Language, instant messaging, text-to-speech devices, and other methods.
Comprehend complex instructions.
Identify feelings and concerns communicated in various formats, such as writing, speech, American
Sign Language, computers, etc. and responds appropriately.
Consider others’ viewpoints and alter opinion when it is appropriate to do so.
Apply active interpersonal communication skills using reflection, restatement, questioning, and
clarification.
Effectively answer questions of others or communicate an inability to do so and suggest other
sources of answers.
Observing carefully
Notice nonverbal cues and respond appropriately.
Attend to visual sources of information (e.g., video).
Ascertain relevant visual information and use appropriately.
Persuasion/Influence
Influence others.
Persuasively present thoughts and ideas.
Gain commitment and ensure support for proposed ideas.
Critical and Analytical Thinking: Using logical thought processes to analyze information and draw
conclusions.
Reasoning
Possess sufficient inductive and deductive reasoning ability to perform job successfully.
Critically review, analyze, synthesize, compare, and interpret information.
Draw conclusions from relevant and/or missing information.
Understand the principles underlying the relationship among facts and apply this understanding
when solving problems.
Use logic and reasoning to identify strengths and weaknesses of alternative solutions or approaches
to a problem.
Mental agility
Identify connections between issues.
Quickly understand, orient to, and integrate new information.
Basic Computer Skills: Using information technology and related applications to convey and retrieve
information (with accommodation when necessary).
Computer basics
Understand the basic functions and terminology related to computer hardware, software,
information systems, and communication devices.
Use basic computer software, hardware, and communication devices to perform tasks.

Code

2.7.2
2.7.2.1
2.7.2.2
2.7.2.3
2.7.2.4
2.7.2.5
2.7.3
2.7.3.1
2.7.3.2
2.7.3.3
2.7.3.4
2.7.3.5
2.7.4
2.7.4.1
2.7.4.2
2.7.4.3
2.7.4.4

Alabama Competency Model Computer Systems Analysts
Using software
Use word processing software to compose, organize, edit, and print documents and other business
communications.
Use spreadsheet software to enter, manipulate, edit, and format text and numerical data.
Use presentation software to create, manipulate, edit, and present digital representations of
information to an audience.
Use database software to manage data.
Create and maintain a well-organized electronic file storage system.
Using the Internet and email
Use the Internet to search for online information and interact with Web sites.
Use the Internet and web-based tools to manage basic workplace tasks (e.g., calendar management,
contacts management, and timekeeping).
Use electronic mail to communicate in the workplace.
Understand the different types of social media and their appropriate workplace and non-workplace
uses, and the impact that various social media activities can have on one’s personal and professional
Employ collaborative/groupware applications to facilitate group work.
Ensuring computer security
Understand and comply with the organization’s privacy policy and information security guidelines.
Defend against potential abuses of private information.
Recognize and respond appropriately to suspicious vulnerabilities and threats.
Use the most recent security software, web browser, and operating system to protect against online
threats.
Utilize strong passwords, passphrases, and basic encryption.
Recognize secure Web addresses.

2.7.4.5
2.7.4.6
3
Tier 3: Workplace Competencies
3.1
Teamwork: Working cooperatively with others to complete work assignments.
3.1.1
Identifying team membership and role
3.1.1.1
Serve as a leader or a follower, depending on what is needed to achieve the team’s goals and
3.1.1.2
Identify and draw upon team members’ strengths and weaknesses to achieve results.
3.1.1.3
Instruct others in learning new skills and learn from other team members.
3.1.1.4
Assist others who have less experience or have heavy workloads.
3.1.1.5
Encourage others to express their ideas and opinions.
3.1.2
Establishing productive relationships
3.1.2.1
Develop constructive and cooperative working relationships with others.
3.1.2.2
Exhibit tact and diplomacy and strive to build consensus.
Deliver constructive criticism and voice objections to others’ ideas and opinions in a supportive, non3.1.2.3
accusatory manner.
3.1.2.4
Respond appropriately to positive and negative feedback.
Effectively communicate with all members of the group or team to achieve team goals and
3.1.2.5
objectives.
3.1.3
Meeting team objectives

Code

3.1.3.1
3.1.3.2
3.1.3.3
3.1.3.4
3.1.4
3.1.4.1
3.1.4.2
3.1.4.3
3.2
3.2.1
3.2.1.1
3.2.1.2
3.2.1.3
3.2.2
3.2.2.1
3.2.2.2
3.2.2.3
3.2.2.4
3.2.2.5
3.2.2.6
3.2.3
3.2.3.1
3.2.3.2
3.2.3.3
3.2.4
3.2.4.1
3.2.4.2
3.2.4.3
3.2.4.4
3.3
3.3.1
3.3.1.1
3.3.1.2
3.3.1.3
3.3.1.4

Alabama Competency Model Computer Systems Analysts
Work as part of a team, contributing to the group’s effort to achieve goals.
Identify and commit to the goals, norms, values, and customs of the team.
Choose behaviors and actions that best support the team and accomplishment of work tasks.
Use a group approach to identify problems and develop solutions based on group consensus.
Resolving conflicts
Bring others together to reconcile differences.
Handle conflicts maturely by exercising “give and take” to achieve positive results for all parties.
Reach formal or informal agreements that promote mutual goals and interests, and obtain
commitment to those agreements from individuals or groups.
Customer Focus: Efficiently and effectively addressing the needs of clients/customers.
Understanding customer needs
Identify internal and external customers.
Attend to what customers are saying and ask questions to identify customer needs, interests, and
goals.
Anticipate the future needs of the customer.
Providing personalized service
Provide prompt, efficient, and personalized assistance to meet the requirements, requests, and
concerns of customers.
Provide thorough, accurate information to answer customers’ questions and inform them of
commitment times or performance guarantees.
Address customer comments, questions, concerns, and objections with direct, accurate, and timely
responses.
Identify and propose appropriate solutions and/or services.
Establish boundaries as appropriate for unreasonable customer demands.
Communicate in the medium desired by the customer.
Acting professionally
Is pleasant, courteous, and professional when dealing with internal or external customers.
Develop constructive and cooperative working relationships with customers.
Is calm and empathetic when dealing with hostile customers.
Keeping customers informed
Follow up with customers following provision of service.
Keep customers up to date about decisions that affect them.
Seek the comments, criticisms, and involvement of customers.
Adjust services based on customer feedback.
Planning and Organizing: Planning and prioritizing work to manage time effectively and accomplish
assigned tasks.
Planning
Approach work in a methodical manner.
Plan and schedule tasks so that work is completed on time.
Keep track of details to ensure work is performed accurately and completely.
Anticipate obstacles to project completion and develop contingency plans to address them.

Code

3.3.1.5
3.3.2
3.3.2.1
3.3.2.2
3.3.3
3.3.3.1
3.3.3.2
3.3.3.3
3.3.3.4
3.3.3.5
3.3.3.6
3.3.3.7
3.4
3.4.1
3.4.1.1
3.4.1.2
3.4.2
3.4.2.1
3.4.2.2
3.4.2.3
3.4.2.4
3.4.3
3.4.3.1
3.4.3.2
3.4.3.3
3.5
3.5.1
3.5.1.1
3.5.1.2
3.5.1.3
3.5.1.4
3.5.1.5
3.5.2
3.5.2.1

Alabama Competency Model Computer Systems Analysts
Find new ways of organizing work area or planning work to accomplish work more efficiently.
Prioritizing
Prioritize multiple competing tasks.
Perform tasks correctly, quickly, and efficiently according to their relative urgency and importance.
Managing projects
Estimate personnel and other resources needed for project completion (e.g., financial material or
equipment).
Manage activities to meet plans, allocating time and resources effectively.
Keep track of and document plans, assignments, changes, and deliverables.
Plan for dependencies of one task on another.
Coordinate efforts with all affected parties, keeping them informed of progress and all relevant
changes to project timelines.
Take necessary corrective action when projects go off track.
Assure job accommodations are made for personnel who need or request them.
Creative Thinking: Generating innovative and creative solutions.
Employing unique analyses
Use original analyses and generate new, innovative ideas in complex areas.
Develop innovative methods of obtaining or using resources when insufficient resources are
available.
Generating innovative solutions
Integrate seemingly unrelated information to develop creative processes or solutions.
Reframe problems in a different light to find fresh approaches.
Entertain wide-ranging possibilities and perspectives to develop new solutions.
Find new ways to add value to the efforts of a team and organization.
Seeing the big picture
Understand the pieces of a system as a whole and appreciate the consequences of actions on other
parts of the system.
Monitor patterns and trends to see a bigger picture.
Modify or design systems to improve performance.
Problem Solving and Decision-Making: Generating, evaluating, and implementing solutions to problems.
Identifying the problem
Anticipate or recognize the existence of a problem or objection.
Identify the true nature of the problem and define critical issues.
Evaluate the importance and criticality of the problem.
Use all available reference systems to locate and obtain information relevant to understanding the
problem.
Recall previously learned information that is relevant to the problem.
Locating, gathering, and organizing relevant information
Effectively use both internal resources (e.g., internal computer networks, company filing systems)
and external resources (e.g., internet search engines) to locate and gather information relevant to
solving the problem.

Code

3.5.2.2
3.5.2.3
3.5.2.4
3.5.3
3.5.3.1
3.5.3.2
3.5.4
3.5.4.1
3.5.4.2
3.5.5
3.5.5.1
3.5.5.2
3.5.5.3
3.5.5.4
3.6
3.6.1
3.6.1.1
3.6.1.2
3.6.2
3.6.2.1
3.6.3
3.6.3.1
3.6.3.2
3.6.3.3
3.6.3.4
3.6.4
3.6.4.1
3.6.4.2
3.6.4.3
3.6.4.4
3.7
3.7.1

Alabama Competency Model Computer Systems Analysts
Examine information obtained for relevance and completeness.
Recognize important gaps in existing information and take steps to eliminate those gaps.
Organize/reorganize information as appropriate to gain a better understanding of the problem.
Generating alternatives
Integrate previously learned and externally obtained information to generate a variety of highquality alternative approaches to the problem.
Skillfully use logic and analysis to identify the strengths and weaknesses, the costs and benefits, and
the short- and long-term consequences of different solutions or approaches.
Choosing a solution
Decisively choose the best solution after evaluating the relative merits of each possible option.
Make difficult decisions even in highly ambiguous or ill-defined situations.
Implementing the solution
Commit to a solution in a timely manner.
Develop a realistic approach for implementing the chosen solution.
Document the problem and corrective actions taken and their outcomes and communicate these to
the appropriate parties.
Observe and evaluate the outcomes of implementing the solution to assess the need for alternative
approaches and to identify lessons learned.
Working with Tools and Technology: Selecting, using, and maintaining tools and technology to facilitate
work activity (with accommodation, when necessary).
Using tools
Operate tools, technology, and equipment in accordance with established operating procedures and
safety standards.
Demonstrate appropriate use of tools and technology to complete work functions.
Selecting tools
Select and apply appropriate tools or technological solutions to the problem at hand.
Keeping current on tools and technology
Demonstrate an interest in learning about new and emerging tools and technologies.
Demonstrate information literacy.
Adapt quickly to changes in process or technology.
Seek out opportunities to improve knowledge of tools and technologies that may assist in
streamlining work and improving productivity.
Troubleshooting and maintenance
Learn how to maintain and troubleshoot tools and technologies.
Perform routine maintenance on tools, technology, and equipment.
Determine causes of errors and take the appropriate corrective action.
Develop alternatives to complete a task if desired tool or technology is not available.
Scheduling and Coordinating: Making arrangements that fulfill all requirements as efficiently and
economically as possible.
Arranging and informing

Code

3.7.1.1
3.7.1.2
3.7.1.3
3.7.1.4
3.7.1.5
3.7.2
3.7.2.1
3.7.2.2
3.7.2.3
3.7.3
3.7.3.1
3.7.3.2
3.7.3.3
3.8
3.8.1
3.8.1.1
3.8.1.2
3.8.1.3
3.8.2
3.8.2.1
3.8.2.2
3.8.2.3
3.8.2.4
3.8.3
3.8.3.1
3.8.3.2
3.8.3.3
3.8.3.4
3.8.4
3.8.4.1
3.8.4.2
3.8.4.3

Alabama Competency Model Computer Systems Analysts
Make arrangements (e.g. for meetings or travel) that fulfill all requirements as efficiently and
economically as possible.
Inform others of arrangements, giving them complete, accurate, and timely information.
Ensure that others receive needed materials in time.
Handle all aspects of arrangements thoroughly and completely.
Respond to the schedules of others affected by arrangements, resolve schedule conflicts or travel
issues, and take corrective action.
Coordinating in distributed environments
Coordinate schedules of colleagues, co-workers, and clients in regional locations. (i.e., across time
zones) to ensure that inconvenience is minimized and productivity is enhanced.
Leverage technology (e.g., internet, teleconference) to facilitate information sharing in distributed
work environments.
Take advantage of team member availability throughout business hours in multiple time zones to
enhance productivity.
Shiftwork
Effectively coordinate the transition of staff at the beginning and end of each work shift.
Disseminate crucial information in an organized manner to rapidly bring staff up to speed at the
start of their shifts.
Ensure that staff is updated on work completed on past shifts and work that still needs to be
completed.
Checking, Examining, and Recording: Entering, transcribing, recording, storing, or maintaining
information in written or electronic/digital format.
Detecting errors
Detect and correct errors or inconsistencies, even under time pressure.
Identify vague or ambiguous documentation.
Route errors to appropriate person to correct documentation.
Completing forms
Select and complete appropriate forms quickly and completely.
Forward or process forms in a timely and accurate manner.
Attend to and follow through on important items requiring action.
Expedite forms, orders, or advances that require immediate attention.
Obtaining information
Obtain appropriate information, signatures, and approvals promptly.
Verify that all information is present and accurate before forwarding materials.
Compile, categorize, and verify information or data.
Apply systematic techniques for observing and gathering data.
Maintaining logs, records, and files
Organize records and files to maintain data.
Keep logs, records, and files that are up-to-date and readily accessible (e.g., driver logs, flight
records, repair records).
Update logs, records, and files, noting important changes.

Code

Alabama Competency Model Computer Systems Analysts

3.8.4.4
File data and documentation in accordance with organization’s requirements.
3.9
Business Fundamentals: Using information on basic business principles, trends, and economics.
3.9.1
Situational awareness
3.9.1.1
Understand the mission, structure, and functions of the organization.
Recognize one’s role in the functioning of the organization and understand the potential impact
3.9.1.2
one’s own performance can have on the success of the organization.
3.9.1.3
Grasp the potential impact of the company’s well-being on employees.
3.9.2
Business ethics
3.9.2.1
Act in the best interest of the company, the community, and the environment.
Comply with applicable laws and rules governing work and report loss, waste, or theft of company
3.9.2.2
property to appropriate personnel.
3.9.3
Market knowledge
3.9.3.1
Understand market trends in the industry and the company’s position in the market.
Know who the company’s primary competitors are and stay current on organizational strategies to
3.9.3.2
maintain competitiveness.
3.9.3.3
Uphold the organization through building and maintaining customer relations.
Recognize major challenges faced by the organization and industry, and identify key strategies to
3.9.3.4
address challenges.
4
Tier 4: Ready to Work Cluster-Specific Competencies
4.1
Fundamental IT Concepts
4.1.1
Differentiate between information and data
4.1.2
Understand the role of number systems
4.1.3
Identify the elements of the system development life cycle
4.1.4
Role of technology in converting data and information into organizational knowledge
4.1.5
Concepts of server, desktop, application, and virtualization
4.1.6
Fundamental skills with operating systems, and software applications
4.1.7
Differentiate between systems software and application software
4.1.8
Identify and explain characteristics of the common types of application software
4.1.9
Understand the potential for integration of system and software components
Databases and Applications: The use of technology to control and safeguard the collection, organization,
4.2
structure, processing and delivery of data.
4.2.1
Concepts of database design and strategies to fit business or industry requirements
4.2.2
Differentiate between databases and flat files
4.2.3
Differentiate between hierarchal and relational databases
4.2.4
Understand metrics used to characterize data and different kinds of data
Understand large, unstructured data sets that have to be managed in new ways to find value (“Big
4.2.5
Data”)
4.2.6
Understand purpose and process of coding and tagging information
4.2.7
Role and relationships of data, information, and databases in business intelligence
4.2.8
Understand how other applications interact with databases to create and retrieve data
4.3
Fundamentals of Networking and Telecommunication
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Differences in Local Area Networks (LAN), Wide Area Networks (WAN), Virtual Private Networks (VPN),
Internet, etc
Describe common network topologies
Differentiate between common networking protocols
Explain the purpose and properties of IP addressing
Explain the purpose and properties of routing and switching
Key tasks performed during the maintenance, administration, and securing of Local Area Networks
Identify common network infrastructure troubleshooting techniques
Network Security
Recognize threats to networked computer systems, including malware
Purpose and features of a firewall, Intrusion Detection System (IDS), and Intrusion Protection System
(IPS)
Recognize methods of network access security
Explain the importance of user authentication and recognize examples
Describe malware protection procedures
Software Acquisition, Management and Maintenance
Familiarity with common operating systems, e.g., Windows, Mac, Linux, Unix, iOS, Android
Familiarity with accessibility features of all common operating systems
Familiarity with common enterprise software applications
Understand and be able to evaluate systems requirements for software
Differences between enterprise hosted and outsourced software solutions, e.g., cloud
Understand common software purchasing, licensing, and maintenance agreements
Security risks and accessibility implications inherent in updating or modifying software
User and Customer Support: The range of services providing assistance and technical support to help
users implement and solve problems related to information technology.
Understanding different user groups and their perspectives, concerns, and technology uses
Communicate with customers to assess their needs and help them solve problems
Demonstrate ability to troubleshoot problems in person or remotely
Analyze symptoms to identify broad area of user error or technical failure
Identify measurement techniques for increased productivity
Identifying and classifying incident types and service interruptions
Good documentation and recordkeeping in customer service operations
Security and Information Assurance Fundamentals
Explain the concepts of Governance, Risk and Compliance (GRC)
Need for organization security program and importance of organizational security policies
Ensuring accurate data and keeping information systems available to authorized uses
Explain concepts of Confidentiality, Integrity, and Availability (CIA)
Legal and regulatory requirements and justifications for maintaining information security
Protecting information systems from accidental disclosure, destruction, unauthorized access, and
inappropriate use
Describe methods for secure use of social media
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4.7.8
Explain the use and importance of security awareness programs
4.7.9
Explain importance of configuration management to security operations
4.7.10
Understand the need for separation of duties and other business controls
4.7.11
Understand the need for controls and privileges based on an individual’s job duties
5
Tier 5: Career Pathway Technical Competencies
Define Scope Of Work
5.1
Identify Project Objectives
5.1.1
Identify Major Project Tasks And Interdependencies
5.1.2
Present Estimate Of Time, Materials And Capabilities Needed Clearly And Concisely
5.1.3
Estimate Life Cycle Of Product Or Application Consistent With Comparable Products And Customer
5.1.4
Expectations
Define Time, Technology And Resource Constraints
5.1.5
Present Alternatives
5.1.6
Interpret And Evaluate Requirements Properly
5.1.7
Identify And Resolve Conflicting Requirements
5.1.8
Troubleshooting
5.2
Gather And Evaluate Customer Input
5.2.1
Analyze Problem
5.2.2
Research Solutions
5.2.3
Test And Implement Solutions
5.2.4
Manage System Resolution With Available Resources In A Timely Manner
5.2.5
Communicate Technical Solutions And Implementation Processes
5.2.6
Document Hardware And Software Problems And Resolutions
5.2.7
Document Problems & Resolutions
5.3
Knowledge Of Documentation Tools
5.3.1
Knowledge Of Documentation Processes And Procedures
5.3.2
Documentation Is Clear And Accurate
5.3.3
Hardware And Software Problems Are Clearly Identified
5.3.4
Resolutions Are Documented To The Appropriate Level Of Detail
5.3.5
Emerging Technology
5.4
Relevant Resources Regarding Emerging IT Tools And Technologies
5.4.1
Stay Current On Cutting Edge Tools And Technologies
5.4.2
Monitor And Interpret Trends In Technology And Industry
5.4.3
Adapt principles to new applications
5.4.4
New technologies and standards are communicated to appropriate personnel effectively in a timely
5.4.5
manner
Security
5.5
Identify and resolve potential security issues
5.5.1
Implement security standards and practices
5.5.2
6
Tier 6: Occupation Specific Technical Competencies
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Monitoring Maintenance
Identify problem areas before they become critical
Document error, performance and availability metrics accurately so that a trend of ongoing
6.1.2
improvement is demonstrated
Identify additional hardware or software requirements for monitoring
6.1.3
Evaluate alternative solutions
6.1.4
Judge system effectiveness and efficiency
6.1.5
Mitigate operational and performance issues
6.1.6
Identify integrity correction procedures
6.1.7
Maintain physical organization of database objects
6.1.8
Apply software upgrades and fixes
6.1.9
Plan and manage resource requirements
6.1.10
Administration & Maintenance
6.2
Develop maintenance and upgrade plans
6.2.1
Apply maintenance, upgrades and process changes
6.2.2
Perform system backups
6.2.3
Assess and report problems
6.2.4
Analysis
6.3
Gather data to identify customer requirements
6.3.1
Define system and software requirements
6.3.2
Establish measurable performance requirements
6.3.3
Develop test requirements
6.3.4
Compile data on development standards
6.3.5
Analyze Requirements
6.4
Identify the business objectives and goals for the project with stakeholders
6.4.1
Complete the gathering of information necessary for the project accurately and free of conflicting
6.4.2
requirements
Present complete final set of requirements to stakeholders to attain approval
6.4.3
Analyze available options
6.4.4
Base decisions on technical and business information, resources and strategies
6.4.5
Review platforms and environments for options and recommendations
6.4.6
7
Tier 7: Occupation Specific Requirements
Bachelor's degree
7.1
8
Tier 8: Management Competencies
6.1
6.1.1

8.1
8.1.1
8.1.2
8.1.3
8.1.4
8.1.5

Team Management: Includes competencies required to manage and lead team members effectively. Not only
should IT managers lead their team but they also need to motivate project team members.

Motivate team members
Employer future leaders (mentoring / coaching)
Celebrating accomplishments
Collaboration
Ability to bridge diverse teams
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8.1.6
Virtual team skills
8.1.7
Leadership
8.1.8
Create an effective environment
8.1.9
Share information and credit
8.1.10
Protect the team
8.1.11
Provide feedback
8.1.12
Give autonomy to team members
8.2
Business Domain Knowledge: Competencies needed to work effectively with business partners.
8.2.1
Understand the business domain
8.2.2
Identify stakeholders
8.2.3
Involve end-users
8.2.4
Business knowledge
8.2.5
Document processes
8.2.6
Strategic thinking
8.2.7
Vision-oriented / articulate the business problem
8.2.8
Cultural fit
People Skills: Build and maintain good relationships with the individuals involved in the project. Building good
8.3
relationships is crucial to avoid political and relational obstacles

8.3.1
Conflict management
8.3.2
Negotiation
8.3.3
Relationahip building
8.3.4
Understanding the psychology of people
8.3.5
Charisma
8.3.6
Political awareness / agility / tact
8.3.7
Compromise
8.4
Project Management: Necessary to ensure that the project is well managed
8.4.1
Scope management
8.4.2
Project planning
8.4.3
Time management
8.4.4
Resource utilization
8.4.5
Closing project
8.4.6
Project management tool skills
8.4.7
Project chartering
8.4.8
Cost management
8.4.9
Risk management
8.4.10
Alignment
Resolve: Able to identify, analyze and solve problems that occur during the project
8.5
8.5.1
Analytical skills
8.5.2
Research skills
8.5.3
Creativity / innovation / resourcefulness
8.5.4
Decision making ability
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Credibility
Commitment to Quality: Values and characteristics that express his/her commitment and integrity
Commitment
Focus on quality
Ownership of tasks
Not compromising on the facts
Participate and contribute fully
Results-oriented
Lifelong learning
Experience

INFORMATION TECHNOLOGY

Software Developer Applications
ACCCP

Programming & Software Development
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1
Tier 1: Personal Effectiveness Competencies
1.1
Interpersonal Skills: Displaying the skills to work effectively with others from diverse backgrounds.
1.1.1
Demonstrating sensitivity/empathy
1.1.1.1
Show sincere interest in others and their concerns.
1.1.1.2
Demonstrate sensitivity to the needs and feelings of others.
1.1.1.3
Look for ways to help people and deliver assistance.
1.1.2
Demonstrating insight into behavior
Recognize and accurately interpret the communications of others as expressed through various
1.1.2.1
formats (e.g., writing, speech, American Sign Language, computers, etc.).
1.1.2.2
Recognize when relationships with others are strained.
1.1.2.3
Show understanding of others’ behaviors and motives by demonstrating appropriate responses.
1.1.2.4
Demonstrate flexibility for change based on the ideas and actions of others.
1.1.3
Maintaining open relationships
1.1.3.1
Maintain open lines of communication with others.
1.1.3.2
Encourage others to share problems and successes.
1.1.3.3
Establish a high degree of trust and credibility with others.
1.1.4
Respecting diversity
1.1.4.1
Demonstrate respect for coworkers, colleagues, and customers.
Interact respectfully and cooperatively with others who are of a different race, culture, or age, or
1.1.4.2
have different abilities, gender, or sexual orientation.
Demonstrate sensitivity, flexibility, and open-mindedness when dealing with different values,
1.1.4.3
beliefs, perspectives, customs, or opinions.
1.1.4.4
Value an environment that supports and accommodates a diversity of people and ideas.
1.2
Integrity: Displaying strong moral principles and work ethic.
1.2.1
Behaving ethically
1.2.1.1
Abide by a strict code of ethics and behavior, even in the face of opposition.
1.2.1.2
Encourage others to behave ethically
1.2.1.3
Understand that behaving ethically goes beyond what the law requires.
1.2.1.4
Use company time and property responsibly.
Perform work-related duties according to laws, regulations, contract provisions, and company
1.2.1.5
policies.
1.2.2
Acting fairly
1.2.2.1
Treat others with honesty, fairness, and respect.
1.2.2.2
Make decisions that are objective and reflect the just treatment of others.
1.2.3
Taking responsibility
1.2.3.1
Take responsibility for accomplishing work goals within accepted timeframes.
Accept responsibility for one’s decisions and actions and for those of one’s group, team, or
1.2.3.2
department.
1.3
Professionalism: Maintaining a professional presence.
1.3.1
Demonstrating self-control
1.3.1.1
Maintain composure and keep emotions in check.
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Deal calmly and effectively with stressful or difficult situations.
Accept criticism tactfully and attempt to learn from it.
Professional appearance
Maintain a professional demeanor.
Dress appropriately for occupational and worksite requirements.
Maintain appropriate personal hygiene.
Social responsibility
Refrain from lifestyle choices which negatively impact the workplace and individual performance.
Remain free from substance abuse.
Maintaining a positive attitude
Project a professional image of oneself and the organization.
Demonstrate a positive attitude towards work.
Take pride in one’s work and the work of the organization.
Initiative: Demonstrating a commitment to effective job performance by taking action on one’s own and
following through to get the job done.
Persisting
Pursue work with drive and a strong accomplishment orientation.
Persist to accomplish a task despite difficult conditions, tight deadlines, or obstacles and setbacks.
Taking initiative
Go beyond the routine demands of the job to increase its variety and scope.
Provide suggestions and/or take actions that result in improved work processes, communications, or
task performance.
Take initiative to seek out new work challenges, influence events, or originate action.
Setting challenging goals
Establish and maintain personally challenging but realistic work goals.
Exert effort toward task mastery.
Bring issues to closure by pushing forward until a resolution is achieved.
Working independently
Develop own ways of working effectively and efficiently.
Perform effectively even with minimal direction, support, or approval.
Set own schedule to maximize productivity.
Take responsibility for completing one’s own work assignments.
Achievement motivation
Strive to exceed standards and expectations.
Exhibit confidence in capabilities and an expectation to succeed in future activities.
Dependability and Reliability: Displaying responsible behaviors at work.
Fulfilling obligations
Behave consistently and predictably.
Is reliable, responsible, and dependable in fulfilling obligations.
Diligently follow through on commitments and consistently complete assignments by deadlines.
Attendance and punctuality
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Come to work on time and as scheduled.
Arrive on time for meetings or appointments.
Dial in to phone calls and web conferences on time.
Attending to details
Diligently check work to ensure that all essential details have been considered.
Notice errors or inconsistencies and take prompt, thorough action to correct them.
Following directions
Follow directions as communicated in a variety of ways such as writing, speech, American Sign
Language, computers, or other formats.
Comply with organizational rules, policies, and procedures.
Ask appropriate questions to clarify any instructional ambiguities.
Adaptability and Flexibility: Displaying the capability to adapt to new, different, or changing
requirements.
Entertaining new ideas
Is open to considering new ways of doing things.
Actively seek out and carefully consider the merits of new approaches to work.
Embrace new approaches when appropriate and discard approaches that are no longer working.
Dealing with change
Take proper and effective action when necessary without having all the necessary facts in hand.
Easily adapt plans, goals, actions, or priorities in response to unpredictable or unexpected events,
pressures, situations, and job demands.
Effortlessly shift gears and change direction when working on multiple projects or issues.
Lifelong Learning: Demonstrating a commitment to self-development and improvement of knowledge
Demonstrating an interest in learning
Take actions showing an interest in personal and professional lifelong learning and development.
Seek feedback from multiple sources about how to improve and develop.
Modify behavior based on feedback or self-analysis of past mistakes.
Learn and accept help from supervisors and co-workers.
Participating in learning activities
Identify when it is necessary to acquire new knowledge and skills.
Take steps to develop and maintain knowledge, skills, and expertise necessary to perform one’s role
successfully by participating in relevant training and professional development programs.
Actively pursue opportunities to broaden knowledge and skills through seminars, conferences,
professional groups, reading publications, job shadowing, and/or continuing education.
Using change as a learning opportunity
Anticipate changes in work demands and search for and participate in assignments or training that
address these changing demands.
Treat unexpected circumstances as opportunities to learn.
Identifying career interests
Take charge of personal career development by identifying occupational interests, strengths,
options, and opportunities.
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Make insightful career planning decisions that integrate others’ feedback.
Integrating and applying learning
Integrate newly learned knowledge and skills with existing knowledge and skills.
Use newly learned knowledge and skills to complete tasks, particularly in new or unfamiliar
situations.

Tier 2: Academic Competencies

Reading: Understanding written sentences, paragraphs, and figures in work-related documents (with
accommodation if necessary).
Comprehension
Locate and understand written information in prose and in documents such as manuals, reports,
memos, letters, forms, graphs, charts, tables, calendars, schedules, signs, notices, applications,
contracts, regulations, and directions.
Understand the purpose of written materials.
Comprehend the author’s meaning and identify the main ideas expressed in the written material.
Attention to detail
Note details and facts.
Detect inconsistencies.
Identify implied meaning and details.
Recognize missing information.
Information analysis
Critically evaluate and analyze information in written materials.
Review written information for completeness and relevance.
Distinguish fact from opinion.
Identify trends.
Synthesize information from multiple written materials.
Information integration
Integrate what is learned from written materials with prior knowledge.
Use what is learned from written material to follow instructions and complete tasks.
Apply what is learned from written material to new situations.
Writing: Using standard (business) English to compile information and prepare written documents.
Organization and development
Create documents such as letters, directions, manuals, reports, graphs, spreadsheets, and flow
charts.
Communicate thoughts, ideas, information, messages, and other written information, which may
contain technical material, in a logical, organized, and coherent manner.
Present well-developed ideas supported by information and examples.
Proofread finished documents for errors.
Tailor content to appropriate audience and purpose.
Distribute written materials appropriately for intended audiences and purposes.
Mechanics
Use standard syntax and sentence structure.
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Use correct spelling, punctuation, and capitalization.
Use correct English grammar (e.g., correct tense, subject-verb agreement, no missing words).
Write legibly when using handwriting to communicate.
Tone
Use language appropriate for the target audience.
Use a tone and word choice appropriate for the industry and organization (e.g., writing is
professional and courteous).
Show insight, perception, and depth in writing.
Mathematics: Uses principles of mathematics to express ideas and solve problems.
Computation
Add, subtract, multiply, and divide with whole numbers, fractions, decimals, and percents.
Calculate averages, ratios, proportions, and rates.
Convert decimals to fractions and fractions to decimals.
Convert fractions to percents and percents to fractions.
Convert decimals to percents and percents to decimals.
Understand relationships between numbers and identify and understand patterns.
Measurement and estimation
Take measurements of time, temperature, distances, length, width, height, perimeter, area, volume,
weight, velocity, and speed.
Use and report measurements correctly.
Correctly convert from one measurement to another (e.g., from English to metric or International
System of Units (SI), or Fahrenheit to Celsius).
Application
Use appropriate mathematical formulas and techniques to solve problems.
Translate practical problems into useful mathematical expressions.
Science and Technology: Using scientific rules and methods to express ideas and solve problems.
Comprehension
Understand basic scientific principles and uses appropriate technology.
Understand the scientific method (i.e., identify problems, collect information, form opinions and
draw conclusions).
Understand overall intent and proper procedures for set-up and operation of equipment.
Application
Apply basic scientific principles and technology to complete tasks.
Communication: Listening, speaking, and signaling so others can understand (with accommodation if
Communicating
Express relevant information appropriately to individuals or groups taking into account the audience
and the nature of the information (e.g., technical or controversial).
Convey information clearly, correctly, and succinctly.
Use common English conventions including proper grammar, tone, and pace.
Effectively establish interpersonal contact with one or more individuals using eye contact, body
language and non-verbal expression as appropriate to the person’s culture.
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Ask questions or report problems or concerns to people in authority when information or
procedures are unclear or need improvement, or when feeling unsafe or threatened in the
workplace.
Receiving information
Attend to, understand, interpret, and respond to messages received in a variety of ways, including
hearing, American Sign Language, instant messaging, text-to-speech devices, and other methods.
Comprehend complex instructions.
Identify feelings and concerns communicated in various formats, such as writing, speech, American
Sign Language, computers, etc. and responds appropriately.
Consider others’ viewpoints and alter opinion when it is appropriate to do so.
Apply active interpersonal communication skills using reflection, restatement, questioning, and
clarification.
Effectively answer questions of others or communicate an inability to do so and suggest other
sources of answers.
Observing carefully
Notice nonverbal cues and respond appropriately.
Attend to visual sources of information (e.g., video).
Ascertain relevant visual information and use appropriately.
Persuasion/Influence
Influence others.
Persuasively present thoughts and ideas.
Gain commitment and ensure support for proposed ideas.
Critical and Analytical Thinking: Using logical thought processes to analyze information and draw
conclusions.
Reasoning
Possess sufficient inductive and deductive reasoning ability to perform job successfully.
Critically review, analyze, synthesize, compare, and interpret information.
Draw conclusions from relevant and/or missing information.
Understand the principles underlying the relationship among facts and apply this understanding
when solving problems.
Use logic and reasoning to identify strengths and weaknesses of alternative solutions or approaches
to a problem.
Mental agility
Identify connections between issues.
Quickly understand, orient to, and integrate new information.
Basic Computer Skills: Using information technology and related applications to convey and retrieve
information (with accommodation when necessary).
Computer basics
Understand the basic functions and terminology related to computer hardware, software,
information systems, and communication devices.
Use basic computer software, hardware, and communication devices to perform tasks.
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Using software
Use word processing software to compose, organize, edit, and print documents and other business
communications.
Use spreadsheet software to enter, manipulate, edit, and format text and numerical data.
Use presentation software to create, manipulate, edit, and present digital representations of
information to an audience.
Use database software to manage data.
Create and maintain a well-organized electronic file storage system.
Using the Internet and email
Use the Internet to search for online information and interact with Web sites.
Use the Internet and web-based tools to manage basic workplace tasks (e.g., calendar management,
contacts management, and timekeeping).
Use electronic mail to communicate in the workplace.
Understand the different types of social media and their appropriate workplace and non-workplace
uses, and the impact that various social media activities can have on one’s personal and professional
Employ collaborative/groupware applications to facilitate group work.
Ensuring computer security
Understand and comply with the organization’s privacy policy and information security guidelines.
Defend against potential abuses of private information.
Recognize and respond appropriately to suspicious vulnerabilities and threats.
Use the most recent security software, web browser, and operating system to protect against online
threats.
Utilize strong passwords, passphrases, and basic encryption.
Recognize secure Web addresses.
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Tier 3: Workplace Competencies
3.1
Teamwork: Working cooperatively with others to complete work assignments.
3.1.1
Identifying team membership and role
3.1.1.1
Serve as a leader or a follower, depending on what is needed to achieve the team’s goals and
3.1.1.2
Identify and draw upon team members’ strengths and weaknesses to achieve results.
3.1.1.3
Instruct others in learning new skills and learn from other team members.
3.1.1.4
Assist others who have less experience or have heavy workloads.
3.1.1.5
Encourage others to express their ideas and opinions.
3.1.2
Establishing productive relationships
3.1.2.1
Develop constructive and cooperative working relationships with others.
3.1.2.2
Exhibit tact and diplomacy and strive to build consensus.
Deliver constructive criticism and voice objections to others’ ideas and opinions in a supportive, non3.1.2.3
accusatory manner.
3.1.2.4
Respond appropriately to positive and negative feedback.
Effectively communicate with all members of the group or team to achieve team goals and
3.1.2.5
objectives.
3.1.3
Meeting team objectives
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Work as part of a team, contributing to the group’s effort to achieve goals.
Identify and commit to the goals, norms, values, and customs of the team.
Choose behaviors and actions that best support the team and accomplishment of work tasks.
Use a group approach to identify problems and develop solutions based on group consensus.
Resolving conflicts
Bring others together to reconcile differences.
Handle conflicts maturely by exercising “give and take” to achieve positive results for all parties.
Reach formal or informal agreements that promote mutual goals and interests, and obtain
commitment to those agreements from individuals or groups.
Customer Focus: Efficiently and effectively addressing the needs of clients/customers.
Understanding customer needs
Identify internal and external customers.
Attend to what customers are saying and ask questions to identify customer needs, interests, and
goals.
Anticipate the future needs of the customer.
Providing personalized service
Provide prompt, efficient, and personalized assistance to meet the requirements, requests, and
concerns of customers.
Provide thorough, accurate information to answer customers’ questions and inform them of
commitment times or performance guarantees.
Address customer comments, questions, concerns, and objections with direct, accurate, and timely
responses.
Identify and propose appropriate solutions and/or services.
Establish boundaries as appropriate for unreasonable customer demands.
Communicate in the medium desired by the customer.
Acting professionally
Is pleasant, courteous, and professional when dealing with internal or external customers.
Develop constructive and cooperative working relationships with customers.
Is calm and empathetic when dealing with hostile customers.
Keeping customers informed
Follow up with customers following provision of service.
Keep customers up to date about decisions that affect them.
Seek the comments, criticisms, and involvement of customers.
Adjust services based on customer feedback.
Planning and Organizing: Planning and prioritizing work to manage time effectively and accomplish
assigned tasks.
Planning
Approach work in a methodical manner.
Plan and schedule tasks so that work is completed on time.
Keep track of details to ensure work is performed accurately and completely.
Anticipate obstacles to project completion and develop contingency plans to address them.
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Find new ways of organizing work area or planning work to accomplish work more efficiently.
Prioritizing
Prioritize multiple competing tasks.
Perform tasks correctly, quickly, and efficiently according to their relative urgency and importance.
Managing projects
Estimate personnel and other resources needed for project completion (e.g., financial material or
equipment).
Manage activities to meet plans, allocating time and resources effectively.
Keep track of and document plans, assignments, changes, and deliverables.
Plan for dependencies of one task on another.
Coordinate efforts with all affected parties, keeping them informed of progress and all relevant
changes to project timelines.
Take necessary corrective action when projects go off track.
Assure job accommodations are made for personnel who need or request them.
Creative Thinking: Generating innovative and creative solutions.
Employing unique analyses
Use original analyses and generate new, innovative ideas in complex areas.
Develop innovative methods of obtaining or using resources when insufficient resources are
available.
Generating innovative solutions
Integrate seemingly unrelated information to develop creative processes or solutions.
Reframe problems in a different light to find fresh approaches.
Entertain wide-ranging possibilities and perspectives to develop new solutions.
Find new ways to add value to the efforts of a team and organization.
Seeing the big picture
Understand the pieces of a system as a whole and appreciate the consequences of actions on other
parts of the system.
Monitor patterns and trends to see a bigger picture.
Modify or design systems to improve performance.
Problem Solving and Decision-Making: Generating, evaluating, and implementing solutions to problems.
Identifying the problem
Anticipate or recognize the existence of a problem or objection.
Identify the true nature of the problem and define critical issues.
Evaluate the importance and criticality of the problem.
Use all available reference systems to locate and obtain information relevant to understanding the
problem.
Recall previously learned information that is relevant to the problem.
Locating, gathering, and organizing relevant information
Effectively use both internal resources (e.g., internal computer networks, company filing systems)
and external resources (e.g., internet search engines) to locate and gather information relevant to
solving the problem.
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Examine information obtained for relevance and completeness.
Recognize important gaps in existing information and take steps to eliminate those gaps.
Organize/reorganize information as appropriate to gain a better understanding of the problem.
Generating alternatives
Integrate previously learned and externally obtained information to generate a variety of highquality alternative approaches to the problem.
Skillfully use logic and analysis to identify the strengths and weaknesses, the costs and benefits, and
the short- and long-term consequences of different solutions or approaches.
Choosing a solution
Decisively choose the best solution after evaluating the relative merits of each possible option.
Make difficult decisions even in highly ambiguous or ill-defined situations.
Implementing the solution
Commit to a solution in a timely manner.
Develop a realistic approach for implementing the chosen solution.
Document the problem and corrective actions taken and their outcomes and communicate these to
the appropriate parties.
Observe and evaluate the outcomes of implementing the solution to assess the need for alternative
approaches and to identify lessons learned.
Working with Tools and Technology: Selecting, using, and maintaining tools and technology to facilitate
work activity (with accommodation, when necessary).
Using tools
Operate tools, technology, and equipment in accordance with established operating procedures and
safety standards.
Demonstrate appropriate use of tools and technology to complete work functions.
Selecting tools
Select and apply appropriate tools or technological solutions to the problem at hand.
Keeping current on tools and technology
Demonstrate an interest in learning about new and emerging tools and technologies.
Demonstrate information literacy.
Adapt quickly to changes in process or technology.
Seek out opportunities to improve knowledge of tools and technologies that may assist in
streamlining work and improving productivity.
Troubleshooting and maintenance
Learn how to maintain and troubleshoot tools and technologies.
Perform routine maintenance on tools, technology, and equipment.
Determine causes of errors and take the appropriate corrective action.
Develop alternatives to complete a task if desired tool or technology is not available.
Scheduling and Coordinating: Making arrangements that fulfill all requirements as efficiently and
economically as possible.
Arranging and informing

Code

3.7.1.1
3.7.1.2
3.7.1.3
3.7.1.4
3.7.1.5
3.7.2
3.7.2.1
3.7.2.2
3.7.2.3
3.7.3
3.7.3.1
3.7.3.2
3.7.3.3
3.8
3.8.1
3.8.1.1
3.8.1.2
3.8.1.3
3.8.2
3.8.2.1
3.8.2.2
3.8.2.3
3.8.2.4
3.8.3
3.8.3.1
3.8.3.2
3.8.3.3
3.8.3.4
3.8.4
3.8.4.1
3.8.4.2
3.8.4.3

Alabama Competency Model Software Developers, Applications
Make arrangements (e.g. for meetings or travel) that fulfill all requirements as efficiently and
economically as possible.
Inform others of arrangements, giving them complete, accurate, and timely information.
Ensure that others receive needed materials in time.
Handle all aspects of arrangements thoroughly and completely.
Respond to the schedules of others affected by arrangements, resolve schedule conflicts or travel
issues, and take corrective action.
Coordinating in distributed environments
Coordinate schedules of colleagues, co-workers, and clients in regional locations. (i.e., across time
zones) to ensure that inconvenience is minimized and productivity is enhanced.
Leverage technology (e.g., internet, teleconference) to facilitate information sharing in distributed
work environments.
Take advantage of team member availability throughout business hours in multiple time zones to
enhance productivity.
Shiftwork
Effectively coordinate the transition of staff at the beginning and end of each work shift.
Disseminate crucial information in an organized manner to rapidly bring staff up to speed at the
start of their shifts.
Ensure that staff is updated on work completed on past shifts and work that still needs to be
completed.
Checking, Examining, and Recording: Entering, transcribing, recording, storing, or maintaining
information in written or electronic/digital format.
Detecting errors
Detect and correct errors or inconsistencies, even under time pressure.
Identify vague or ambiguous documentation.
Route errors to appropriate person to correct documentation.
Completing forms
Select and complete appropriate forms quickly and completely.
Forward or process forms in a timely and accurate manner.
Attend to and follow through on important items requiring action.
Expedite forms, orders, or advances that require immediate attention.
Obtaining information
Obtain appropriate information, signatures, and approvals promptly.
Verify that all information is present and accurate before forwarding materials.
Compile, categorize, and verify information or data.
Apply systematic techniques for observing and gathering data.
Maintaining logs, records, and files
Organize records and files to maintain data.
Keep logs, records, and files that are up-to-date and readily accessible (e.g., driver logs, flight
records, repair records).
Update logs, records, and files, noting important changes.
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3.8.4.4
File data and documentation in accordance with organization’s requirements.
3.9
Business Fundamentals: Using information on basic business principles, trends, and economics.
3.9.1
Situational awareness
3.9.1.1
Understand the mission, structure, and functions of the organization.
Recognize one’s role in the functioning of the organization and understand the potential impact
3.9.1.2
one’s own performance can have on the success of the organization.
3.9.1.3
Grasp the potential impact of the company’s well-being on employees.
3.9.2
Business ethics
3.9.2.1
Act in the best interest of the company, the community, and the environment.
Comply with applicable laws and rules governing work and report loss, waste, or theft of company
3.9.2.2
property to appropriate personnel.
3.9.3
Market knowledge
3.9.3.1
Understand market trends in the industry and the company’s position in the market.
Know who the company’s primary competitors are and stay current on organizational strategies to
3.9.3.2
maintain competitiveness.
3.9.3.3
Uphold the organization through building and maintaining customer relations.
Recognize major challenges faced by the organization and industry, and identify key strategies to
3.9.3.4
address challenges.
4
Tier 4: Ready to Work Cluster-Specific Competencies
4.1
Fundamental IT Concepts
4.1.1
Differentiate between information and data
4.1.2
Understand the role of number systems
4.1.3
Identify the elements of the system development life cycle
4.1.4
Role of technology in converting data and information into organizational knowledge
4.1.5
Concepts of server, desktop, application, and virtualization
4.1.6
Fundamental skills with operating systems, and software applications
4.1.7
Differentiate between systems software and application software
4.1.8
Identify and explain characteristics of the common types of application software
4.1.9
Understand the potential for integration of system and software components
Databases and Applications: The use of technology to control and safeguard the collection, organization,
4.2
structure, processing and delivery of data.
4.2.1
Concepts of database design and strategies to fit business or industry requirements
4.2.2
Differentiate between databases and flat files
4.2.3
Differentiate between hierarchal and relational databases
4.2.4
Understand metrics used to characterize data and different kinds of data
Understand large, unstructured data sets that have to be managed in new ways to find value (“Big
4.2.5
Data”)
4.2.6
Understand purpose and process of coding and tagging information
4.2.7
Role and relationships of data, information, and databases in business intelligence
4.2.8
Understand how other applications interact with databases to create and retrieve data
4.3
Fundamentals of Networking and Telecommunication
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Differences in Local Area Networks (LAN), Wide Area Networks (WAN), Virtual Private Networks (VPN),
Internet, etc
Describe common network topologies
Differentiate between common networking protocols
Explain the purpose and properties of IP addressing
Explain the purpose and properties of routing and switching
Key tasks performed during the maintenance, administration, and securing of Local Area Networks
Identify common network infrastructure troubleshooting techniques
Network Security
Recognize threats to networked computer systems, including malware
Purpose and features of a firewall, Intrusion Detection System (IDS), and Intrusion Protection System
(IPS)
Recognize methods of network access security
Explain the importance of user authentication and recognize examples
Describe malware protection procedures
Software Acquisition, Management and Maintenance
Familiarity with common operating systems, e.g., Windows, Mac, Linux, Unix, iOS, Android
Familiarity with accessibility features of all common operating systems
Familiarity with common enterprise software applications
Understand and be able to evaluate systems requirements for software
Differences between enterprise hosted and outsourced software solutions, e.g., cloud
Understand common software purchasing, licensing, and maintenance agreements
Security risks and accessibility implications inherent in updating or modifying software
User and Customer Support: The range of services providing assistance and technical support to help
users implement and solve problems related to information technology.
Understanding different user groups and their perspectives, concerns, and technology uses
Communicate with customers to assess their needs and help them solve problems
Demonstrate ability to troubleshoot problems in person or remotely
Analyze symptoms to identify broad area of user error or technical failure
Identify measurement techniques for increased productivity
Identifying and classifying incident types and service interruptions
Good documentation and recordkeeping in customer service operations
Security and Information Assurance Fundamentals
Explain the concepts of Governance, Risk and Compliance (GRC)
Need for organization security program and importance of organizational security policies
Ensuring accurate data and keeping information systems available to authorized uses
Explain concepts of Confidentiality, Integrity, and Availability (CIA)
Legal and regulatory requirements and justifications for maintaining information security
Protecting information systems from accidental disclosure, destruction, unauthorized access, and
inappropriate use
Describe methods for secure use of social media
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4.7.8
Explain the use and importance of security awareness programs
4.7.9
Explain importance of configuration management to security operations
4.7.10
Understand the need for separation of duties and other business controls
4.7.11
Understand the need for controls and privileges based on an individual’s job duties
5
Tier 5: Career Pathway Technical Competencies
Define Scope Of Work
5.1
Identify Project Objectives
5.1.1
Identify Major Project Tasks And Interdependencies
5.1.2
Present Estimate Of Time, Materials And Capabilities Needed Clearly And Concisely
5.1.3
Estimate Life Cycle Of Product Or Application Consistent With Comparable Products And Customer
5.1.4
Expectations
Define Time, Technology And Resource Constraints
5.1.5
Present Alternatives
5.1.6
Interpret And Evaluate Requirements Properly
5.1.7
Identify And Resolve Conflicting Requirements
5.1.8
Troubleshooting
5.2
Gather And Evaluate Customer Input
5.2.1
Analyze Problem
5.2.2
Research Solutions
5.2.3
Test And Implement Solutions
5.2.4
Manage System Resolution With Available Resources In A Timely Manner
5.2.5
Communicate Technical Solutions And Implementation Processes
5.2.6
Document Hardware And Software Problems And Resolutions
5.2.7
Document Problems & Resolutions
5.3
Knowledge Of Documentation Tools
5.3.1
Knowledge Of Documentation Processes And Procedures
5.3.2
Documentation Is Clear And Accurate
5.3.3
Hardware And Software Problems Are Clearly Identified
5.3.4
Resolutions Are Documented To The Appropriate Level Of Detail
5.3.5
Emerging Technology
5.4
Relevant Resources Regarding Emerging IT Tools And Technologies
5.4.1
Stay Current On Cutting Edge Tools And Technologies
5.4.2
Monitor And Interpret Trends In Technology And Industry
5.4.3
Adapt principles to new applications
5.4.4
New technologies and standards are communicated to appropriate personnel effectively in a timely
5.4.5
manner
Security
5.5
Identify and resolve potential security issues
5.5.1
Implement security standards and practices
5.5.2
6
Tier 6: Occupation Specific Technical Competencies
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Analysis
Gather data to identify customer requirements
Define system and software requirements
Establish measurable performance requirements
Develop test requirements
Compile data on development standards
Analyze Requirements
Identify the business objectives and goals for the project with stakeholders
Complete the gathering of information necessary for the project accurately and free of conflicting
requirements
Present complete final set of requirements to stakeholders to attain approval
Base decisions on technical and business information, resources and strategies
Review platforms and environments for options and recommendations
Develop & Implement Database
Develop physical database characteristics
Identify access and concurrency requirements
Create database
Develop and validate database implementation plan
Populate database
Support high-level business rules in database code
Test database
Deploy database into production
Develop Architecture
Choose an architecture
Identify major subsystems and interfaces
Assist with selection of design tools
Develop models
Validate architecture using models
Design/Develop Program
Create complete design and interface specifications
Delineate all components and interfaces to ensure a minimum of overlap and coupling between
components of subsystems
Create normalized data model
Prepare and conduct design review
Create cost-effective prototypes
Check performance of prototype against specifications
Identify maintenance requirements
Incorporate security requirements into design
Design & Maintain Applications
Design applications using application design tools
Use the conceptual, logical, and physical models as the basis of the design
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Incorporate good database application techniques such as stored procedures, user developed
functions, and triggers in the design
Translate the application design into a completed, efficient application
Test the application
Put the application into production
Monitor applications including end-user feedback
Design and make changes where necessary
Implement Program
Develop code using efficient software design processes
Test units using standard and appropriate testing procedures
Analyze/Resolve errors correctly
Test subsystems for compatibility
Integrate subsystems iteratively until integration is complete
Conduct code reviews in accordance with company policy
Embed debugging hooks into system
Resolve defects and rework code
Resolve compatibility issues
Test Program
Develop test plan
Develop test procedures
Implement a systematic testing program to find hardware compatibility problems
Perform tests
Identify critical error areas
Perform regression tests to thoroughly exercise the software according to plan and schedule
Modify code
Document test results and make recommendations
Validate Program
Perform user acceptance test
Validate user documentation
Test security measures in actual application
Grant/Deny access according to user role and company policies
Identify critical error areas
Release Product
Define release procedures and feedback processes as agreed upon by decision makers
Train technical support staff
Participate in development of user training plan
Transition to new system
Evaluate, correct and document defects
Evaluate and document enhancements
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Tier 7: Occupation Specific Requirements
Bachelor's degree
7.1
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Tier 8: Management Competencies

Team Management: Includes competencies required to manage and lead team members effectively. Not only
should IT managers lead their team but they also need to motivate project team members.

8.1.1
Motivate team members
8.1.2
Employer future leaders (mentoring / coaching)
8.1.3
Celebrating accomplishments
8.1.4
Collaboration
8.1.5
Ability to bridge diverse teams
8.1.6
Virtual team skills
8.1.7
Leadership
8.1.8
Create an effective environment
8.1.9
Share information and credit
8.1.10
Protect the team
8.1.11
Provide feedback
8.1.12
Give autonomy to team members
8.2
Business Domain Knowledge: Competencies needed to work effectively with business partners.
8.2.1
Understand the business domain
8.2.2
Identify stakeholders
8.2.3
Involve end-users
8.2.4
Business knowledge
8.2.5
Document processes
8.2.6
Strategic thinking
8.2.7
Vision-oriented / articulate the business problem
8.2.8
Cultural fit
People Skills: Build and maintain good relationships with the individuals involved in the project. Building good
8.3
8.3.1
8.3.2
8.3.3
8.3.4
8.3.5
8.3.6
8.3.7
8.4
8.4.1
8.4.2
8.4.3
8.4.4
8.4.5
8.4.6
8.4.7

relationships is crucial to avoid political and relational obstacles

Conflict management
Negotiation
Relationahip building
Understanding the psychology of people
Charisma
Political awareness / agility / tact
Compromise
Project Management: Necessary to ensure that the project is well managed
Scope management
Project planning
Time management
Resource utilization
Closing project
Project management tool skills
Project chartering
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8.4.8
Cost management
8.4.9
Risk management
8.4.10
Alignment
Resolve: Able to identify, analyze and solve problems that occur during the project
8.5
8.5.1
Analytical skills
8.5.2
Research skills
8.5.3
Creativity / innovation / resourcefulness
8.5.4
Decision making ability
8.5.5
Credibility
8.6
Commitment to Quality: Values and characteristics that express his/her commitment and integrity
8.6.1
Commitment
8.6.2
Focus on quality
8.6.3
Ownership of tasks
8.6.4
Not compromising on the facts
8.6.5
Participate and contribute fully
8.6.6
Results-oriented
8.6.7
Lifelong learning
8.6.8
Experience

INFORMATION TECHNOLOGY

Software Developer Systems Software
ACCCP

Programming & Software Development
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1
Tier 1: Personal Effectiveness Competencies
1.1
Interpersonal Skills: Displaying the skills to work effectively with others from diverse backgrounds.
1.1.1
Demonstrating sensitivity/empathy
1.1.1.1
Show sincere interest in others and their concerns.
1.1.1.2
Demonstrate sensitivity to the needs and feelings of others.
1.1.1.3
Look for ways to help people and deliver assistance.
1.1.2
Demonstrating insight into behavior
Recognize and accurately interpret the communications of others as expressed through various
1.1.2.1
formats (e.g., writing, speech, American Sign Language, computers, etc.).
1.1.2.2
Recognize when relationships with others are strained.
1.1.2.3
Show understanding of others’ behaviors and motives by demonstrating appropriate responses.
1.1.2.4
Demonstrate flexibility for change based on the ideas and actions of others.
1.1.3
Maintaining open relationships
1.1.3.1
Maintain open lines of communication with others.
1.1.3.2
Encourage others to share problems and successes.
1.1.3.3
Establish a high degree of trust and credibility with others.
1.1.4
Respecting diversity
1.1.4.1
Demonstrate respect for coworkers, colleagues, and customers.
Interact respectfully and cooperatively with others who are of a different race, culture, or age, or
1.1.4.2
have different abilities, gender, or sexual orientation.
Demonstrate sensitivity, flexibility, and open-mindedness when dealing with different values,
1.1.4.3
beliefs, perspectives, customs, or opinions.
1.1.4.4
Value an environment that supports and accommodates a diversity of people and ideas.
1.2
Integrity: Displaying strong moral principles and work ethic.
1.2.1
Behaving ethically
1.2.1.1
Abide by a strict code of ethics and behavior, even in the face of opposition.
1.2.1.2
Encourage others to behave ethically
1.2.1.3
Understand that behaving ethically goes beyond what the law requires.
1.2.1.4
Use company time and property responsibly.
Perform work-related duties according to laws, regulations, contract provisions, and company
1.2.1.5
policies.
1.2.2
Acting fairly
1.2.2.1
Treat others with honesty, fairness, and respect.
1.2.2.2
Make decisions that are objective and reflect the just treatment of others.
1.2.3
Taking responsibility
1.2.3.1
Take responsibility for accomplishing work goals within accepted timeframes.
Accept responsibility for one’s decisions and actions and for those of one’s group, team, or
1.2.3.2
department.
1.3
Professionalism: Maintaining a professional presence.
1.3.1
Demonstrating self-control
1.3.1.1
Maintain composure and keep emotions in check.
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1.4.2.2
1.4.2.3
1.4.3
1.4.3.1
1.4.3.2
1.4.3.3
1.4.4
1.4.4.1
1.4.4.2
1.4.4.3
1.4.4.4
1.4.5
1.4.5.1
1.4.5.2
1.5
1.5.1
1.5.1.1
1.5.1.2
1.5.1.3
1.5.2

Alabama Competency Model Software Developers, Systems Software
Deal calmly and effectively with stressful or difficult situations.
Accept criticism tactfully and attempt to learn from it.
Professional appearance
Maintain a professional demeanor.
Dress appropriately for occupational and worksite requirements.
Maintain appropriate personal hygiene.
Social responsibility
Refrain from lifestyle choices which negatively impact the workplace and individual performance.
Remain free from substance abuse.
Maintaining a positive attitude
Project a professional image of oneself and the organization.
Demonstrate a positive attitude towards work.
Take pride in one’s work and the work of the organization.
Initiative: Demonstrating a commitment to effective job performance by taking action on one’s own and
following through to get the job done.
Persisting
Pursue work with drive and a strong accomplishment orientation.
Persist to accomplish a task despite difficult conditions, tight deadlines, or obstacles and setbacks.
Taking initiative
Go beyond the routine demands of the job to increase its variety and scope.
Provide suggestions and/or take actions that result in improved work processes, communications, or
task performance.
Take initiative to seek out new work challenges, influence events, or originate action.
Setting challenging goals
Establish and maintain personally challenging but realistic work goals.
Exert effort toward task mastery.
Bring issues to closure by pushing forward until a resolution is achieved.
Working independently
Develop own ways of working effectively and efficiently.
Perform effectively even with minimal direction, support, or approval.
Set own schedule to maximize productivity.
Take responsibility for completing one’s own work assignments.
Achievement motivation
Strive to exceed standards and expectations.
Exhibit confidence in capabilities and an expectation to succeed in future activities.
Dependability and Reliability: Displaying responsible behaviors at work.
Fulfilling obligations
Behave consistently and predictably.
Is reliable, responsible, and dependable in fulfilling obligations.
Diligently follow through on commitments and consistently complete assignments by deadlines.
Attendance and punctuality
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1.5.2.1
1.5.2.2
1.5.2.3
1.5.3
1.5.3.1
1.5.3.2
1.5.4
1.5.4.1
1.5.4.2
1.5.4.3
1.6
1.6.1
1.6.1.1
1.6.1.2
1.6.1.3
1.6.2
1.6.2.1
1.6.2.2
1.6.2.3
1.7
1.7.1
1.7.1.1
1.7.1.2
1.7.1.3
1.7.1.4
1.7.2
1.7.2.1
1.7.2.2
1.7.2.3
1.7.3
1.7.3.1
1.7.3.2
1.7.4
1.7.4.1
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Come to work on time and as scheduled.
Arrive on time for meetings or appointments.
Dial in to phone calls and web conferences on time.
Attending to details
Diligently check work to ensure that all essential details have been considered.
Notice errors or inconsistencies and take prompt, thorough action to correct them.
Following directions
Follow directions as communicated in a variety of ways such as writing, speech, American Sign
Language, computers, or other formats.
Comply with organizational rules, policies, and procedures.
Ask appropriate questions to clarify any instructional ambiguities.
Adaptability and Flexibility: Displaying the capability to adapt to new, different, or changing
requirements.
Entertaining new ideas
Is open to considering new ways of doing things.
Actively seek out and carefully consider the merits of new approaches to work.
Embrace new approaches when appropriate and discard approaches that are no longer working.
Dealing with change
Take proper and effective action when necessary without having all the necessary facts in hand.
Easily adapt plans, goals, actions, or priorities in response to unpredictable or unexpected events,
pressures, situations, and job demands.
Effortlessly shift gears and change direction when working on multiple projects or issues.
Lifelong Learning: Demonstrating a commitment to self-development and improvement of knowledge
Demonstrating an interest in learning
Take actions showing an interest in personal and professional lifelong learning and development.
Seek feedback from multiple sources about how to improve and develop.
Modify behavior based on feedback or self-analysis of past mistakes.
Learn and accept help from supervisors and co-workers.
Participating in learning activities
Identify when it is necessary to acquire new knowledge and skills.
Take steps to develop and maintain knowledge, skills, and expertise necessary to perform one’s role
successfully by participating in relevant training and professional development programs.
Actively pursue opportunities to broaden knowledge and skills through seminars, conferences,
professional groups, reading publications, job shadowing, and/or continuing education.
Using change as a learning opportunity
Anticipate changes in work demands and search for and participate in assignments or training that
address these changing demands.
Treat unexpected circumstances as opportunities to learn.
Identifying career interests
Take charge of personal career development by identifying occupational interests, strengths,
options, and opportunities.
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1.7.4.2
1.7.5
1.7.5.1
1.7.5.2
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2.1
2.1.1
2.1.1.1
2.1.1.2
2.1.1.3
2.1.2
2.1.2.1
2.1.2.2
2.1.2.3
2.1.2.4
2.1.3
2.1.3.1
2.1.3.2
2.1.3.3
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2.1.4.1
2.1.4.2
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2.2.1
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2.2.1.2
2.2.1.3
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2.2.1.6
2.2.2
2.2.2.1
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Make insightful career planning decisions that integrate others’ feedback.
Integrating and applying learning
Integrate newly learned knowledge and skills with existing knowledge and skills.
Use newly learned knowledge and skills to complete tasks, particularly in new or unfamiliar
situations.

Tier 2: Academic Competencies

Reading: Understanding written sentences, paragraphs, and figures in work-related documents (with
accommodation if necessary).
Comprehension
Locate and understand written information in prose and in documents such as manuals, reports,
memos, letters, forms, graphs, charts, tables, calendars, schedules, signs, notices, applications,
contracts, regulations, and directions.
Understand the purpose of written materials.
Comprehend the author’s meaning and identify the main ideas expressed in the written material.
Attention to detail
Note details and facts.
Detect inconsistencies.
Identify implied meaning and details.
Recognize missing information.
Information analysis
Critically evaluate and analyze information in written materials.
Review written information for completeness and relevance.
Distinguish fact from opinion.
Identify trends.
Synthesize information from multiple written materials.
Information integration
Integrate what is learned from written materials with prior knowledge.
Use what is learned from written material to follow instructions and complete tasks.
Apply what is learned from written material to new situations.
Writing: Using standard (business) English to compile information and prepare written documents.
Organization and development
Create documents such as letters, directions, manuals, reports, graphs, spreadsheets, and flow
charts.
Communicate thoughts, ideas, information, messages, and other written information, which may
contain technical material, in a logical, organized, and coherent manner.
Present well-developed ideas supported by information and examples.
Proofread finished documents for errors.
Tailor content to appropriate audience and purpose.
Distribute written materials appropriately for intended audiences and purposes.
Mechanics
Use standard syntax and sentence structure.
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2.2.3.1
2.2.3.2
2.2.3.3
2.3
2.3.1
2.3.1.1
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2.5.1.2
2.5.1.3
2.5.1.4
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Use correct spelling, punctuation, and capitalization.
Use correct English grammar (e.g., correct tense, subject-verb agreement, no missing words).
Write legibly when using handwriting to communicate.
Tone
Use language appropriate for the target audience.
Use a tone and word choice appropriate for the industry and organization (e.g., writing is
professional and courteous).
Show insight, perception, and depth in writing.
Mathematics: Uses principles of mathematics to express ideas and solve problems.
Computation
Add, subtract, multiply, and divide with whole numbers, fractions, decimals, and percents.
Calculate averages, ratios, proportions, and rates.
Convert decimals to fractions and fractions to decimals.
Convert fractions to percents and percents to fractions.
Convert decimals to percents and percents to decimals.
Understand relationships between numbers and identify and understand patterns.
Measurement and estimation
Take measurements of time, temperature, distances, length, width, height, perimeter, area, volume,
weight, velocity, and speed.
Use and report measurements correctly.
Correctly convert from one measurement to another (e.g., from English to metric or International
System of Units (SI), or Fahrenheit to Celsius).
Application
Use appropriate mathematical formulas and techniques to solve problems.
Translate practical problems into useful mathematical expressions.
Science and Technology: Using scientific rules and methods to express ideas and solve problems.
Comprehension
Understand basic scientific principles and uses appropriate technology.
Understand the scientific method (i.e., identify problems, collect information, form opinions and
draw conclusions).
Understand overall intent and proper procedures for set-up and operation of equipment.
Application
Apply basic scientific principles and technology to complete tasks.
Communication: Listening, speaking, and signaling so others can understand (with accommodation if
Communicating
Express relevant information appropriately to individuals or groups taking into account the audience
and the nature of the information (e.g., technical or controversial).
Convey information clearly, correctly, and succinctly.
Use common English conventions including proper grammar, tone, and pace.
Effectively establish interpersonal contact with one or more individuals using eye contact, body
language and non-verbal expression as appropriate to the person’s culture.
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2.5.2.4
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Ask questions or report problems or concerns to people in authority when information or
procedures are unclear or need improvement, or when feeling unsafe or threatened in the
workplace.
Receiving information
Attend to, understand, interpret, and respond to messages received in a variety of ways, including
hearing, American Sign Language, instant messaging, text-to-speech devices, and other methods.
Comprehend complex instructions.
Identify feelings and concerns communicated in various formats, such as writing, speech, American
Sign Language, computers, etc. and responds appropriately.
Consider others’ viewpoints and alter opinion when it is appropriate to do so.
Apply active interpersonal communication skills using reflection, restatement, questioning, and
clarification.
Effectively answer questions of others or communicate an inability to do so and suggest other
sources of answers.
Observing carefully
Notice nonverbal cues and respond appropriately.
Attend to visual sources of information (e.g., video).
Ascertain relevant visual information and use appropriately.
Persuasion/Influence
Influence others.
Persuasively present thoughts and ideas.
Gain commitment and ensure support for proposed ideas.
Critical and Analytical Thinking: Using logical thought processes to analyze information and draw
conclusions.
Reasoning
Possess sufficient inductive and deductive reasoning ability to perform job successfully.
Critically review, analyze, synthesize, compare, and interpret information.
Draw conclusions from relevant and/or missing information.
Understand the principles underlying the relationship among facts and apply this understanding
when solving problems.
Use logic and reasoning to identify strengths and weaknesses of alternative solutions or approaches
to a problem.
Mental agility
Identify connections between issues.
Quickly understand, orient to, and integrate new information.
Basic Computer Skills: Using information technology and related applications to convey and retrieve
information (with accommodation when necessary).
Computer basics
Understand the basic functions and terminology related to computer hardware, software,
information systems, and communication devices.
Use basic computer software, hardware, and communication devices to perform tasks.
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Using software
Use word processing software to compose, organize, edit, and print documents and other business
communications.
Use spreadsheet software to enter, manipulate, edit, and format text and numerical data.
Use presentation software to create, manipulate, edit, and present digital representations of
information to an audience.
Use database software to manage data.
Create and maintain a well-organized electronic file storage system.
Using the Internet and email
Use the Internet to search for online information and interact with Web sites.
Use the Internet and web-based tools to manage basic workplace tasks (e.g., calendar management,
contacts management, and timekeeping).
Use electronic mail to communicate in the workplace.
Understand the different types of social media and their appropriate workplace and non-workplace
uses, and the impact that various social media activities can have on one’s personal and professional
Employ collaborative/groupware applications to facilitate group work.
Ensuring computer security
Understand and comply with the organization’s privacy policy and information security guidelines.
Defend against potential abuses of private information.
Recognize and respond appropriately to suspicious vulnerabilities and threats.
Use the most recent security software, web browser, and operating system to protect against online
threats.
Utilize strong passwords, passphrases, and basic encryption.
Recognize secure Web addresses.

2.7.4.5
2.7.4.6
3
Tier 3: Workplace Competencies
3.1
Teamwork: Working cooperatively with others to complete work assignments.
3.1.1
Identifying team membership and role
3.1.1.1
Serve as a leader or a follower, depending on what is needed to achieve the team’s goals and
3.1.1.2
Identify and draw upon team members’ strengths and weaknesses to achieve results.
3.1.1.3
Instruct others in learning new skills and learn from other team members.
3.1.1.4
Assist others who have less experience or have heavy workloads.
3.1.1.5
Encourage others to express their ideas and opinions.
3.1.2
Establishing productive relationships
3.1.2.1
Develop constructive and cooperative working relationships with others.
3.1.2.2
Exhibit tact and diplomacy and strive to build consensus.
Deliver constructive criticism and voice objections to others’ ideas and opinions in a supportive, non3.1.2.3
accusatory manner.
3.1.2.4
Respond appropriately to positive and negative feedback.
Effectively communicate with all members of the group or team to achieve team goals and
3.1.2.5
objectives.
3.1.3
Meeting team objectives
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3.1.3.2
3.1.3.3
3.1.3.4
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3.1.4.1
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3.2.3.3
3.2.4
3.2.4.1
3.2.4.2
3.2.4.3
3.2.4.4
3.3
3.3.1
3.3.1.1
3.3.1.2
3.3.1.3
3.3.1.4
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Work as part of a team, contributing to the group’s effort to achieve goals.
Identify and commit to the goals, norms, values, and customs of the team.
Choose behaviors and actions that best support the team and accomplishment of work tasks.
Use a group approach to identify problems and develop solutions based on group consensus.
Resolving conflicts
Bring others together to reconcile differences.
Handle conflicts maturely by exercising “give and take” to achieve positive results for all parties.
Reach formal or informal agreements that promote mutual goals and interests, and obtain
commitment to those agreements from individuals or groups.
Customer Focus: Efficiently and effectively addressing the needs of clients/customers.
Understanding customer needs
Identify internal and external customers.
Attend to what customers are saying and ask questions to identify customer needs, interests, and
goals.
Anticipate the future needs of the customer.
Providing personalized service
Provide prompt, efficient, and personalized assistance to meet the requirements, requests, and
concerns of customers.
Provide thorough, accurate information to answer customers’ questions and inform them of
commitment times or performance guarantees.
Address customer comments, questions, concerns, and objections with direct, accurate, and timely
responses.
Identify and propose appropriate solutions and/or services.
Establish boundaries as appropriate for unreasonable customer demands.
Communicate in the medium desired by the customer.
Acting professionally
Is pleasant, courteous, and professional when dealing with internal or external customers.
Develop constructive and cooperative working relationships with customers.
Is calm and empathetic when dealing with hostile customers.
Keeping customers informed
Follow up with customers following provision of service.
Keep customers up to date about decisions that affect them.
Seek the comments, criticisms, and involvement of customers.
Adjust services based on customer feedback.
Planning and Organizing: Planning and prioritizing work to manage time effectively and accomplish
assigned tasks.
Planning
Approach work in a methodical manner.
Plan and schedule tasks so that work is completed on time.
Keep track of details to ensure work is performed accurately and completely.
Anticipate obstacles to project completion and develop contingency plans to address them.
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Find new ways of organizing work area or planning work to accomplish work more efficiently.
Prioritizing
Prioritize multiple competing tasks.
Perform tasks correctly, quickly, and efficiently according to their relative urgency and importance.
Managing projects
Estimate personnel and other resources needed for project completion (e.g., financial material or
equipment).
Manage activities to meet plans, allocating time and resources effectively.
Keep track of and document plans, assignments, changes, and deliverables.
Plan for dependencies of one task on another.
Coordinate efforts with all affected parties, keeping them informed of progress and all relevant
changes to project timelines.
Take necessary corrective action when projects go off track.
Assure job accommodations are made for personnel who need or request them.
Creative Thinking: Generating innovative and creative solutions.
Employing unique analyses
Use original analyses and generate new, innovative ideas in complex areas.
Develop innovative methods of obtaining or using resources when insufficient resources are
available.
Generating innovative solutions
Integrate seemingly unrelated information to develop creative processes or solutions.
Reframe problems in a different light to find fresh approaches.
Entertain wide-ranging possibilities and perspectives to develop new solutions.
Find new ways to add value to the efforts of a team and organization.
Seeing the big picture
Understand the pieces of a system as a whole and appreciate the consequences of actions on other
parts of the system.
Monitor patterns and trends to see a bigger picture.
Modify or design systems to improve performance.
Problem Solving and Decision-Making: Generating, evaluating, and implementing solutions to problems.
Identifying the problem
Anticipate or recognize the existence of a problem or objection.
Identify the true nature of the problem and define critical issues.
Evaluate the importance and criticality of the problem.
Use all available reference systems to locate and obtain information relevant to understanding the
problem.
Recall previously learned information that is relevant to the problem.
Locating, gathering, and organizing relevant information
Effectively use both internal resources (e.g., internal computer networks, company filing systems)
and external resources (e.g., internet search engines) to locate and gather information relevant to
solving the problem.
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Examine information obtained for relevance and completeness.
Recognize important gaps in existing information and take steps to eliminate those gaps.
Organize/reorganize information as appropriate to gain a better understanding of the problem.
Generating alternatives
Integrate previously learned and externally obtained information to generate a variety of highquality alternative approaches to the problem.
Skillfully use logic and analysis to identify the strengths and weaknesses, the costs and benefits, and
the short- and long-term consequences of different solutions or approaches.
Choosing a solution
Decisively choose the best solution after evaluating the relative merits of each possible option.
Make difficult decisions even in highly ambiguous or ill-defined situations.
Implementing the solution
Commit to a solution in a timely manner.
Develop a realistic approach for implementing the chosen solution.
Document the problem and corrective actions taken and their outcomes and communicate these to
the appropriate parties.
Observe and evaluate the outcomes of implementing the solution to assess the need for alternative
approaches and to identify lessons learned.
Working with Tools and Technology: Selecting, using, and maintaining tools and technology to facilitate
work activity (with accommodation, when necessary).
Using tools
Operate tools, technology, and equipment in accordance with established operating procedures and
safety standards.
Demonstrate appropriate use of tools and technology to complete work functions.
Selecting tools
Select and apply appropriate tools or technological solutions to the problem at hand.
Keeping current on tools and technology
Demonstrate an interest in learning about new and emerging tools and technologies.
Demonstrate information literacy.
Adapt quickly to changes in process or technology.
Seek out opportunities to improve knowledge of tools and technologies that may assist in
streamlining work and improving productivity.
Troubleshooting and maintenance
Learn how to maintain and troubleshoot tools and technologies.
Perform routine maintenance on tools, technology, and equipment.
Determine causes of errors and take the appropriate corrective action.
Develop alternatives to complete a task if desired tool or technology is not available.
Scheduling and Coordinating: Making arrangements that fulfill all requirements as efficiently and
economically as possible.
Arranging and informing
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Make arrangements (e.g. for meetings or travel) that fulfill all requirements as efficiently and
economically as possible.
Inform others of arrangements, giving them complete, accurate, and timely information.
Ensure that others receive needed materials in time.
Handle all aspects of arrangements thoroughly and completely.
Respond to the schedules of others affected by arrangements, resolve schedule conflicts or travel
issues, and take corrective action.
Coordinating in distributed environments
Coordinate schedules of colleagues, co-workers, and clients in regional locations. (i.e., across time
zones) to ensure that inconvenience is minimized and productivity is enhanced.
Leverage technology (e.g., internet, teleconference) to facilitate information sharing in distributed
work environments.
Take advantage of team member availability throughout business hours in multiple time zones to
enhance productivity.
Shiftwork
Effectively coordinate the transition of staff at the beginning and end of each work shift.
Disseminate crucial information in an organized manner to rapidly bring staff up to speed at the
start of their shifts.
Ensure that staff is updated on work completed on past shifts and work that still needs to be
completed.
Checking, Examining, and Recording: Entering, transcribing, recording, storing, or maintaining
information in written or electronic/digital format.
Detecting errors
Detect and correct errors or inconsistencies, even under time pressure.
Identify vague or ambiguous documentation.
Route errors to appropriate person to correct documentation.
Completing forms
Select and complete appropriate forms quickly and completely.
Forward or process forms in a timely and accurate manner.
Attend to and follow through on important items requiring action.
Expedite forms, orders, or advances that require immediate attention.
Obtaining information
Obtain appropriate information, signatures, and approvals promptly.
Verify that all information is present and accurate before forwarding materials.
Compile, categorize, and verify information or data.
Apply systematic techniques for observing and gathering data.
Maintaining logs, records, and files
Organize records and files to maintain data.
Keep logs, records, and files that are up-to-date and readily accessible (e.g., driver logs, flight
records, repair records).
Update logs, records, and files, noting important changes.
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3.8.4.4
File data and documentation in accordance with organization’s requirements.
3.9
Business Fundamentals: Using information on basic business principles, trends, and economics.
3.9.1
Situational awareness
3.9.1.1
Understand the mission, structure, and functions of the organization.
Recognize one’s role in the functioning of the organization and understand the potential impact
3.9.1.2
one’s own performance can have on the success of the organization.
3.9.1.3
Grasp the potential impact of the company’s well-being on employees.
3.9.2
Business ethics
3.9.2.1
Act in the best interest of the company, the community, and the environment.
Comply with applicable laws and rules governing work and report loss, waste, or theft of company
3.9.2.2
property to appropriate personnel.
3.9.3
Market knowledge
3.9.3.1
Understand market trends in the industry and the company’s position in the market.
Know who the company’s primary competitors are and stay current on organizational strategies to
3.9.3.2
maintain competitiveness.
3.9.3.3
Uphold the organization through building and maintaining customer relations.
Recognize major challenges faced by the organization and industry, and identify key strategies to
3.9.3.4
address challenges.
4
Tier 4: Ready to Work Cluster-Specific Competencies
4.1
Fundamental IT Concepts
4.1.1
Differentiate between information and data
4.1.2
Understand the role of number systems
4.1.3
Identify the elements of the system development life cycle
4.1.4
Role of technology in converting data and information into organizational knowledge
4.1.5
Concepts of server, desktop, application, and virtualization
4.1.6
Fundamental skills with operating systems, and software applications
4.1.7
Differentiate between systems software and application software
4.1.8
Identify and explain characteristics of the common types of application software
4.1.9
Understand the potential for integration of system and software components
Databases and Applications: The use of technology to control and safeguard the collection, organization,
4.2
structure, processing and delivery of data.
4.2.1
Concepts of database design and strategies to fit business or industry requirements
4.2.2
Differentiate between databases and flat files
4.2.3
Differentiate between hierarchal and relational databases
4.2.4
Understand metrics used to characterize data and different kinds of data
Understand large, unstructured data sets that have to be managed in new ways to find value (“Big
4.2.5
Data”)
4.2.6
Understand purpose and process of coding and tagging information
4.2.7
Role and relationships of data, information, and databases in business intelligence
4.2.8
Understand how other applications interact with databases to create and retrieve data
4.3
Fundamentals of Networking and Telecommunication

Code

4.3.1
4.3.2
4.3.3
4.3.4
4.3.5
4.3.6
4.3.7
4.4
4.4.1
4.4.2
4.4.3
4.4.4
4.4.5
4.5
4.5.1
4.5.2
4.5.3
4.5.4
4.5.5
4.5.6
4.5.7
4.6
4.6.1
4.6.2
4.6.3
4.6.4
4.6.5
4.6.6
4.6.7
4.7
4.7.1
4.7.2
4.7.3
4.7.4
4.7.5
4.7.6
4.7.7
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Differences in Local Area Networks (LAN), Wide Area Networks (WAN), Virtual Private Networks (VPN),
Internet, etc
Describe common network topologies
Differentiate between common networking protocols
Explain the purpose and properties of IP addressing
Explain the purpose and properties of routing and switching
Key tasks performed during the maintenance, administration, and securing of Local Area Networks
Identify common network infrastructure troubleshooting techniques
Network Security
Recognize threats to networked computer systems, including malware
Purpose and features of a firewall, Intrusion Detection System (IDS), and Intrusion Protection System
(IPS)
Recognize methods of network access security
Explain the importance of user authentication and recognize examples
Describe malware protection procedures
Software Acquisition, Management and Maintenance
Familiarity with common operating systems, e.g., Windows, Mac, Linux, Unix, iOS, Android
Familiarity with accessibility features of all common operating systems
Familiarity with common enterprise software applications
Understand and be able to evaluate systems requirements for software
Differences between enterprise hosted and outsourced software solutions, e.g., cloud
Understand common software purchasing, licensing, and maintenance agreements
Security risks and accessibility implications inherent in updating or modifying software
User and Customer Support: The range of services providing assistance and technical support to help
users implement and solve problems related to information technology.
Understanding different user groups and their perspectives, concerns, and technology uses
Communicate with customers to assess their needs and help them solve problems
Demonstrate ability to troubleshoot problems in person or remotely
Analyze symptoms to identify broad area of user error or technical failure
Identify measurement techniques for increased productivity
Identifying and classifying incident types and service interruptions
Good documentation and recordkeeping in customer service operations
Security and Information Assurance Fundamentals
Explain the concepts of Governance, Risk and Compliance (GRC)
Need for organization security program and importance of organizational security policies
Ensuring accurate data and keeping information systems available to authorized uses
Explain concepts of Confidentiality, Integrity, and Availability (CIA)
Legal and regulatory requirements and justifications for maintaining information security
Protecting information systems from accidental disclosure, destruction, unauthorized access, and
inappropriate use
Describe methods for secure use of social media

Code
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4.7.8
Explain the use and importance of security awareness programs
4.7.9
Explain importance of configuration management to security operations
4.7.10
Understand the need for separation of duties and other business controls
4.7.11
Understand the need for controls and privileges based on an individual’s job duties
5
Tier 5: Career Pathway Technical Competencies
Define Scope Of Work
5.1
Identify Project Objectives
5.1.1
Identify Major Project Tasks And Interdependencies
5.1.2
Present Estimate Of Time, Materials And Capabilities Needed Clearly And Concisely
5.1.3
Estimate Life Cycle Of Product Or Application Consistent With Comparable Products And Customer
5.1.4
Expectations
Define Time, Technology And Resource Constraints
5.1.5
Present Alternatives
5.1.6
Interpret And Evaluate Requirements Properly
5.1.7
Identify And Resolve Conflicting Requirements
5.1.8
Troubleshooting
5.2
Gather And Evaluate Customer Input
5.2.1
Analyze Problem
5.2.2
Research Solutions
5.2.3
Test And Implement Solutions
5.2.4
Manage System Resolution With Available Resources In A Timely Manner
5.2.5
Communicate Technical Solutions And Implementation Processes
5.2.6
Document Hardware And Software Problems And Resolutions
5.2.7
Document Problems & Resolutions
5.3
Knowledge Of Documentation Tools
5.3.1
Knowledge Of Documentation Processes And Procedures
5.3.2
Documentation Is Clear And Accurate
5.3.3
Hardware And Software Problems Are Clearly Identified
5.3.4
Resolutions Are Documented To The Appropriate Level Of Detail
5.3.5
Emerging Technology
5.4
Relevant Resources Regarding Emerging IT Tools And Technologies
5.4.1
Stay Current On Cutting Edge Tools And Technologies
5.4.2
Monitor And Interpret Trends In Technology And Industry
5.4.3
Adapt principles to new applications
5.4.4
New technologies and standards are communicated to appropriate personnel effectively in a timely
5.4.5
manner
Security
5.5
Identify and resolve potential security issues
5.5.1
Implement security standards and practices
5.5.2
6
Tier 6: Occupation Specific Technical Competencies

Code

6.1
6.1.1
6.1.2
6.1.3
6.1.4
6.1.5
6.2
6.2.1
6.2.2
6.2.3
6.2.4
6.2.5
6.3
6.3.1
6.3.2
6.3.3
6.3.4
6.3.5
6.3.6
6.3.7
6.3.8
6.4
6.4.1
6.4.2
6.4.3
6.4.4
6.4.5
6.4.6
6.4.7
6.4.8
6.5
6.5.1
6.5.2
6.5.3
6.5.4
6.5.5
6.5.6
6.5.7
6.5.8
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Analysis
Gather data to identify customer requirements
Define system and software requirements
Establish measurable performance requirements
Develop test requirements
Compile data on development standards
Develop Architecture
Choose an architecture
Identify major subsystems and interfaces
Assist with selection of design tools
Develop models
Validate architecture using models
Design/Develop Program
Create complete design and interface specifications
Delineate all components and interfaces to ensure a minimum of overlap and coupling between
components of subsystems
Create normalized data model
Prepare and conduct design review
Create cost-effective prototypes
Check performance of prototype against specifications
Identify maintenance requirements
Incorporate security requirements into design
Develop & Implement Database
Develop physical database characteristics
Identify access and concurrency requirements
Create database
Develop and validate database implementation plan
Populate database
Support high-level business rules in database code
Test database
Deploy database into production
Design & Maintain Applications
Design applications using application design tools
Use the conceptual, logical, and physical models as the basis of the design
Incorporate good database application techniques such as stored procedures, user developed
functions, and triggers in the design
Translate the application design into a completed, efficient application
Test the application
Put the application into production
Monitor applications including end-user feedback
Design and make changes where necessary
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6.6
6.6.1
6.6.2
6.6.3
6.6.4
6.6.5
6.6.6
6.6.7
6.6.8
6.6.9
6.7
6.7.1
6.7.2
6.7.3
6.7.4
6.7.5
6.7.6
6.7.7
6.7.8
6.8
6.8.1
6.8.2
6.8.3
6.8.4
6.8.5
6.9
6.9.1
6.9.2
6.9.3
6.9.4
6.9.5
6.9.6
7
7.1
8
8.1
8.1.1
8.1.2
8.1.3
8.1.4
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Implement Program
Develop code using efficient software design processes
Test units using standard and appropriate testing procedures
Analyze/Resolve errors correctly
Test subsystems for compatibility
Integrate subsystems iteratively until integration is complete
Conduct code reviews in accordance with company policy
Embed debugging hooks into system
Resolve defects and rework code
Resolve compatibility issues
Test Program
Develop test plan
Develop test procedures
Implement a systematic testing program to find hardware compatibility problems
Perform tests
Identify critical error areas
Perform regression tests to thoroughly exercise the software according to plan and schedule
Modify code
Document test results and make recommendations
Validate Program
Perform user acceptance test
Validate user documentation
Test security measures in actual application
Grant/Deny access according to user role and company policies
Identify critical error areas
Release Product
Define release procedures and feedback processes as agreed upon by decision makers
Train technical support staff
Participate in development of user training plan
Transition to new system
Evaluate, correct and document defects
Evaluate and document enhancements

Tier 7: Occupation Specific Requirements
Bachelor's degree

Tier 8: Management Competencies

Team Management: Includes competencies required to manage and lead team members effectively. Not only
should IT managers lead their team but they also need to motivate project team members.

Motivate team members
Employer future leaders (mentoring / coaching)
Celebrating accomplishments
Collaboration

Code
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8.1.5
Ability to bridge diverse teams
8.1.6
Virtual team skills
8.1.7
Leadership
8.1.8
Create an effective environment
8.1.9
Share information and credit
8.1.10
Protect the team
8.1.11
Provide feedback
8.1.12
Give autonomy to team members
8.2
Business Domain Knowledge: Competencies needed to work effectively with business partners.
8.2.1
Understand the business domain
8.2.2
Identify stakeholders
8.2.3
Involve end-users
8.2.4
Business knowledge
8.2.5
Document processes
8.2.6
Strategic thinking
8.2.7
Vision-oriented / articulate the business problem
8.2.8
Cultural fit
People Skills: Build and maintain good relationships with the individuals involved in the project. Building good
8.3
relationships is crucial to avoid political and relational obstacles

8.3.1
Conflict management
8.3.2
Negotiation
8.3.3
Relationahip building
8.3.4
Understanding the psychology of people
8.3.5
Charisma
8.3.6
Political awareness / agility / tact
8.3.7
Compromise
8.4
Project Management: Necessary to ensure that the project is well managed
8.4.1
Scope management
8.4.2
Project planning
8.4.3
Time management
8.4.4
Resource utilization
8.4.5
Closing project
8.4.6
Project management tool skills
8.4.7
Project chartering
8.4.8
Cost management
8.4.9
Risk management
8.4.10
Alignment
Resolve: Able to identify, analyze and solve problems that occur during the project
8.5
8.5.1
Analytical skills
8.5.2
Research skills
8.5.3
Creativity / innovation / resourcefulness

Code

8.5.4
8.5.5
8.6
8.6.1
8.6.2
8.6.3
8.6.4
8.6.5
8.6.6
8.6.7
8.6.8
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Decision making ability
Credibility
Commitment to Quality: Values and characteristics that express his/her commitment and integrity
Commitment
Focus on quality
Ownership of tasks
Not compromising on the facts
Participate and contribute fully
Results-oriented
Lifelong learning
Experience

INFORMATION TECHNOLOGY

Network & Computer Systems Administrators
ACCCP

Network Systems

Code

Alabama Competency Model Network and Computer Systems Administrators

1
Tier 1: Personal Effectiveness Competencies
1.1
Interpersonal Skills: Displaying the skills to work effectively with others from diverse backgrounds.
1.1.1
Demonstrating sensitivity/empathy
1.1.1.1
Show sincere interest in others and their concerns.
1.1.1.2
Demonstrate sensitivity to the needs and feelings of others.
1.1.1.3
Look for ways to help people and deliver assistance.
1.1.2
Demonstrating insight into behavior
Recognize and accurately interpret the communications of others as expressed through various
1.1.2.1
formats (e.g., writing, speech, American Sign Language, computers, etc.).
1.1.2.2
Recognize when relationships with others are strained.
1.1.2.3
Show understanding of others’ behaviors and motives by demonstrating appropriate responses.
1.1.2.4
Demonstrate flexibility for change based on the ideas and actions of others.
1.1.3
Maintaining open relationships
1.1.3.1
Maintain open lines of communication with others.
1.1.3.2
Encourage others to share problems and successes.
1.1.3.3
Establish a high degree of trust and credibility with others.
1.1.4
Respecting diversity
1.1.4.1
Demonstrate respect for coworkers, colleagues, and customers.
Interact respectfully and cooperatively with others who are of a different race, culture, or age, or
1.1.4.2
have different abilities, gender, or sexual orientation.
Demonstrate sensitivity, flexibility, and open-mindedness when dealing with different values,
1.1.4.3
beliefs, perspectives, customs, or opinions.
1.1.4.4
Value an environment that supports and accommodates a diversity of people and ideas.
1.2
Integrity: Displaying strong moral principles and work ethic.
1.2.1
Behaving ethically
1.2.1.1
Abide by a strict code of ethics and behavior, even in the face of opposition.
1.2.1.2
Encourage others to behave ethically
1.2.1.3
Understand that behaving ethically goes beyond what the law requires.
1.2.1.4
Use company time and property responsibly.
Perform work-related duties according to laws, regulations, contract provisions, and company
1.2.1.5
policies.
1.2.2
Acting fairly
1.2.2.1
Treat others with honesty, fairness, and respect.
1.2.2.2
Make decisions that are objective and reflect the just treatment of others.
1.2.3
Taking responsibility
1.2.3.1
Take responsibility for accomplishing work goals within accepted timeframes.
Accept responsibility for one’s decisions and actions and for those of one’s group, team, or
1.2.3.2
department.
1.3
Professionalism: Maintaining a professional presence.
1.3.1
Demonstrating self-control
1.3.1.1
Maintain composure and keep emotions in check.
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1.3.1.2
1.3.1.3
1.3.2
1.3.2.1
1.3.2.2
1.3.2.3
1.3.3
1.3.3.1
1.3.3.2
1.3.4
1.3.4.1
1.3.4.2
1.3.4.3
1.4
1.4.1
1.4.1.1
1.4.1.2
1.4.2
1.4.2.1
1.4.2.2
1.4.2.3
1.4.3
1.4.3.1
1.4.3.2
1.4.3.3
1.4.4
1.4.4.1
1.4.4.2
1.4.4.3
1.4.4.4
1.4.5
1.4.5.1
1.4.5.2
1.5
1.5.1
1.5.1.1
1.5.1.2
1.5.1.3
1.5.2
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Deal calmly and effectively with stressful or difficult situations.
Accept criticism tactfully and attempt to learn from it.
Professional appearance
Maintain a professional demeanor.
Dress appropriately for occupational and worksite requirements.
Maintain appropriate personal hygiene.
Social responsibility
Refrain from lifestyle choices which negatively impact the workplace and individual performance.
Remain free from substance abuse.
Maintaining a positive attitude
Project a professional image of oneself and the organization.
Demonstrate a positive attitude towards work.
Take pride in one’s work and the work of the organization.
Initiative: Demonstrating a commitment to effective job performance by taking action on one’s own and
following through to get the job done.
Persisting
Pursue work with drive and a strong accomplishment orientation.
Persist to accomplish a task despite difficult conditions, tight deadlines, or obstacles and setbacks.
Taking initiative
Go beyond the routine demands of the job to increase its variety and scope.
Provide suggestions and/or take actions that result in improved work processes, communications, or
task performance.
Take initiative to seek out new work challenges, influence events, or originate action.
Setting challenging goals
Establish and maintain personally challenging but realistic work goals.
Exert effort toward task mastery.
Bring issues to closure by pushing forward until a resolution is achieved.
Working independently
Develop own ways of working effectively and efficiently.
Perform effectively even with minimal direction, support, or approval.
Set own schedule to maximize productivity.
Take responsibility for completing one’s own work assignments.
Achievement motivation
Strive to exceed standards and expectations.
Exhibit confidence in capabilities and an expectation to succeed in future activities.
Dependability and Reliability: Displaying responsible behaviors at work.
Fulfilling obligations
Behave consistently and predictably.
Is reliable, responsible, and dependable in fulfilling obligations.
Diligently follow through on commitments and consistently complete assignments by deadlines.
Attendance and punctuality

Code

1.5.2.1
1.5.2.2
1.5.2.3
1.5.3
1.5.3.1
1.5.3.2
1.5.4
1.5.4.1
1.5.4.2
1.5.4.3
1.6
1.6.1
1.6.1.1
1.6.1.2
1.6.1.3
1.6.2
1.6.2.1
1.6.2.2
1.6.2.3
1.7
1.7.1
1.7.1.1
1.7.1.2
1.7.1.3
1.7.1.4
1.7.2
1.7.2.1
1.7.2.2
1.7.2.3
1.7.3
1.7.3.1
1.7.3.2
1.7.4
1.7.4.1
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Come to work on time and as scheduled.
Arrive on time for meetings or appointments.
Dial in to phone calls and web conferences on time.
Attending to details
Diligently check work to ensure that all essential details have been considered.
Notice errors or inconsistencies and take prompt, thorough action to correct them.
Following directions
Follow directions as communicated in a variety of ways such as writing, speech, American Sign
Language, computers, or other formats.
Comply with organizational rules, policies, and procedures.
Ask appropriate questions to clarify any instructional ambiguities.
Adaptability and Flexibility: Displaying the capability to adapt to new, different, or changing
requirements.
Entertaining new ideas
Is open to considering new ways of doing things.
Actively seek out and carefully consider the merits of new approaches to work.
Embrace new approaches when appropriate and discard approaches that are no longer working.
Dealing with change
Take proper and effective action when necessary without having all the necessary facts in hand.
Easily adapt plans, goals, actions, or priorities in response to unpredictable or unexpected events,
pressures, situations, and job demands.
Effortlessly shift gears and change direction when working on multiple projects or issues.
Lifelong Learning: Demonstrating a commitment to self-development and improvement of knowledge
Demonstrating an interest in learning
Take actions showing an interest in personal and professional lifelong learning and development.
Seek feedback from multiple sources about how to improve and develop.
Modify behavior based on feedback or self-analysis of past mistakes.
Learn and accept help from supervisors and co-workers.
Participating in learning activities
Identify when it is necessary to acquire new knowledge and skills.
Take steps to develop and maintain knowledge, skills, and expertise necessary to perform one’s role
successfully by participating in relevant training and professional development programs.
Actively pursue opportunities to broaden knowledge and skills through seminars, conferences,
professional groups, reading publications, job shadowing, and/or continuing education.
Using change as a learning opportunity
Anticipate changes in work demands and search for and participate in assignments or training that
address these changing demands.
Treat unexpected circumstances as opportunities to learn.
Identifying career interests
Take charge of personal career development by identifying occupational interests, strengths,
options, and opportunities.
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1.7.4.2
1.7.5
1.7.5.1
1.7.5.2
2
2.1
2.1.1
2.1.1.1
2.1.1.2
2.1.1.3
2.1.2
2.1.2.1
2.1.2.2
2.1.2.3
2.1.2.4
2.1.3
2.1.3.1
2.1.3.2
2.1.3.3
2.1.3.4
2.1.3.5
2.1.4
2.1.4.1
2.1.4.2
2.1.4.3
2.2
2.2.1
2.2.1.1
2.2.1.2
2.2.1.3
2.2.1.4
2.2.1.5
2.2.1.6
2.2.2
2.2.2.1
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Make insightful career planning decisions that integrate others’ feedback.
Integrating and applying learning
Integrate newly learned knowledge and skills with existing knowledge and skills.
Use newly learned knowledge and skills to complete tasks, particularly in new or unfamiliar
situations.

Tier 2: Academic Competencies

Reading: Understanding written sentences, paragraphs, and figures in work-related documents (with
accommodation if necessary).
Comprehension
Locate and understand written information in prose and in documents such as manuals, reports,
memos, letters, forms, graphs, charts, tables, calendars, schedules, signs, notices, applications,
contracts, regulations, and directions.
Understand the purpose of written materials.
Comprehend the author’s meaning and identify the main ideas expressed in the written material.
Attention to detail
Note details and facts.
Detect inconsistencies.
Identify implied meaning and details.
Recognize missing information.
Information analysis
Critically evaluate and analyze information in written materials.
Review written information for completeness and relevance.
Distinguish fact from opinion.
Identify trends.
Synthesize information from multiple written materials.
Information integration
Integrate what is learned from written materials with prior knowledge.
Use what is learned from written material to follow instructions and complete tasks.
Apply what is learned from written material to new situations.
Writing: Using standard (business) English to compile information and prepare written documents.
Organization and development
Create documents such as letters, directions, manuals, reports, graphs, spreadsheets, and flow
charts.
Communicate thoughts, ideas, information, messages, and other written information, which may
contain technical material, in a logical, organized, and coherent manner.
Present well-developed ideas supported by information and examples.
Proofread finished documents for errors.
Tailor content to appropriate audience and purpose.
Distribute written materials appropriately for intended audiences and purposes.
Mechanics
Use standard syntax and sentence structure.
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2.2.2.2
2.2.2.3
2.2.2.4
2.2.3
2.2.3.1
2.2.3.2
2.2.3.3
2.3
2.3.1
2.3.1.1
2.3.1.2
2.3.1.3
2.3.1.4
2.3.1.5
2.3.1.6
2.3.2
2.3.2.1
2.3.2.2
2.3.2.3
2.3.3
2.3.3.1
2.3.3.2
2.4
2.4.1
2.4.1.1
2.4.1.2
2.4.1.3
2.4.2
2.4.2.1
2.5
2.5.1
2.5.1.1
2.5.1.2
2.5.1.3
2.5.1.4

Alabama Competency Model Network and Computer Systems Administrators
Use correct spelling, punctuation, and capitalization.
Use correct English grammar (e.g., correct tense, subject-verb agreement, no missing words).
Write legibly when using handwriting to communicate.
Tone
Use language appropriate for the target audience.
Use a tone and word choice appropriate for the industry and organization (e.g., writing is
professional and courteous).
Show insight, perception, and depth in writing.
Mathematics: Uses principles of mathematics to express ideas and solve problems.
Computation
Add, subtract, multiply, and divide with whole numbers, fractions, decimals, and percents.
Calculate averages, ratios, proportions, and rates.
Convert decimals to fractions and fractions to decimals.
Convert fractions to percents and percents to fractions.
Convert decimals to percents and percents to decimals.
Understand relationships between numbers and identify and understand patterns.
Measurement and estimation
Take measurements of time, temperature, distances, length, width, height, perimeter, area, volume,
weight, velocity, and speed.
Use and report measurements correctly.
Correctly convert from one measurement to another (e.g., from English to metric or International
System of Units (SI), or Fahrenheit to Celsius).
Application
Use appropriate mathematical formulas and techniques to solve problems.
Translate practical problems into useful mathematical expressions.
Science and Technology: Using scientific rules and methods to express ideas and solve problems.
Comprehension
Understand basic scientific principles and uses appropriate technology.
Understand the scientific method (i.e., identify problems, collect information, form opinions and
draw conclusions).
Understand overall intent and proper procedures for set-up and operation of equipment.
Application
Apply basic scientific principles and technology to complete tasks.
Communication: Listening, speaking, and signaling so others can understand (with accommodation if
Communicating
Express relevant information appropriately to individuals or groups taking into account the audience
and the nature of the information (e.g., technical or controversial).
Convey information clearly, correctly, and succinctly.
Use common English conventions including proper grammar, tone, and pace.
Effectively establish interpersonal contact with one or more individuals using eye contact, body
language and non-verbal expression as appropriate to the person’s culture.
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2.5.1.5
2.5.2
2.5.2.1
2.5.2.2
2.5.2.3
2.5.2.4
2.5.2.5
2.5.2.6
2.5.3
2.5.3.1
2.5.3.2
2.5.3.3
2.5.4
2.5.4.1
2.5.4.2
2.5.4.3
2.6
2.6.1
2.6.1.1
2.6.1.2
2.6.1.3
2.6.1.4
2.6.1.5
2.6.2
2.6.2.1
2.6.2.2
2.7
2.7.1
2.7.1.1
2.7.1.2
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Ask questions or report problems or concerns to people in authority when information or
procedures are unclear or need improvement, or when feeling unsafe or threatened in the
workplace.
Receiving information
Attend to, understand, interpret, and respond to messages received in a variety of ways, including
hearing, American Sign Language, instant messaging, text-to-speech devices, and other methods.
Comprehend complex instructions.
Identify feelings and concerns communicated in various formats, such as writing, speech, American
Sign Language, computers, etc. and responds appropriately.
Consider others’ viewpoints and alter opinion when it is appropriate to do so.
Apply active interpersonal communication skills using reflection, restatement, questioning, and
clarification.
Effectively answer questions of others or communicate an inability to do so and suggest other
sources of answers.
Observing carefully
Notice nonverbal cues and respond appropriately.
Attend to visual sources of information (e.g., video).
Ascertain relevant visual information and use appropriately.
Persuasion/Influence
Influence others.
Persuasively present thoughts and ideas.
Gain commitment and ensure support for proposed ideas.
Critical and Analytical Thinking: Using logical thought processes to analyze information and draw
conclusions.
Reasoning
Possess sufficient inductive and deductive reasoning ability to perform job successfully.
Critically review, analyze, synthesize, compare, and interpret information.
Draw conclusions from relevant and/or missing information.
Understand the principles underlying the relationship among facts and apply this understanding
when solving problems.
Use logic and reasoning to identify strengths and weaknesses of alternative solutions or approaches
to a problem.
Mental agility
Identify connections between issues.
Quickly understand, orient to, and integrate new information.
Basic Computer Skills: Using information technology and related applications to convey and retrieve
information (with accommodation when necessary).
Computer basics
Understand the basic functions and terminology related to computer hardware, software,
information systems, and communication devices.
Use basic computer software, hardware, and communication devices to perform tasks.

Code

2.7.2
2.7.2.1
2.7.2.2
2.7.2.3
2.7.2.4
2.7.2.5
2.7.3
2.7.3.1
2.7.3.2
2.7.3.3
2.7.3.4
2.7.3.5
2.7.4
2.7.4.1
2.7.4.2
2.7.4.3
2.7.4.4
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Using software
Use word processing software to compose, organize, edit, and print documents and other business
communications.
Use spreadsheet software to enter, manipulate, edit, and format text and numerical data.
Use presentation software to create, manipulate, edit, and present digital representations of
information to an audience.
Use database software to manage data.
Create and maintain a well-organized electronic file storage system.
Using the Internet and email
Use the Internet to search for online information and interact with Web sites.
Use the Internet and web-based tools to manage basic workplace tasks (e.g., calendar management,
contacts management, and timekeeping).
Use electronic mail to communicate in the workplace.
Understand the different types of social media and their appropriate workplace and non-workplace
uses, and the impact that various social media activities can have on one’s personal and professional
Employ collaborative/groupware applications to facilitate group work.
Ensuring computer security
Understand and comply with the organization’s privacy policy and information security guidelines.
Defend against potential abuses of private information.
Recognize and respond appropriately to suspicious vulnerabilities and threats.
Use the most recent security software, web browser, and operating system to protect against online
threats.
Utilize strong passwords, passphrases, and basic encryption.
Recognize secure Web addresses.

2.7.4.5
2.7.4.6
3
Tier 3: Workplace Competencies
3.1
Teamwork: Working cooperatively with others to complete work assignments.
3.1.1
Identifying team membership and role
3.1.1.1
Serve as a leader or a follower, depending on what is needed to achieve the team’s goals and
3.1.1.2
Identify and draw upon team members’ strengths and weaknesses to achieve results.
3.1.1.3
Instruct others in learning new skills and learn from other team members.
3.1.1.4
Assist others who have less experience or have heavy workloads.
3.1.1.5
Encourage others to express their ideas and opinions.
3.1.2
Establishing productive relationships
3.1.2.1
Develop constructive and cooperative working relationships with others.
3.1.2.2
Exhibit tact and diplomacy and strive to build consensus.
Deliver constructive criticism and voice objections to others’ ideas and opinions in a supportive, non3.1.2.3
accusatory manner.
3.1.2.4
Respond appropriately to positive and negative feedback.
Effectively communicate with all members of the group or team to achieve team goals and
3.1.2.5
objectives.
3.1.3
Meeting team objectives

Code

3.1.3.1
3.1.3.2
3.1.3.3
3.1.3.4
3.1.4
3.1.4.1
3.1.4.2
3.1.4.3
3.2
3.2.1
3.2.1.1
3.2.1.2
3.2.1.3
3.2.2
3.2.2.1
3.2.2.2
3.2.2.3
3.2.2.4
3.2.2.5
3.2.2.6
3.2.3
3.2.3.1
3.2.3.2
3.2.3.3
3.2.4
3.2.4.1
3.2.4.2
3.2.4.3
3.2.4.4
3.3
3.3.1
3.3.1.1
3.3.1.2
3.3.1.3
3.3.1.4
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Work as part of a team, contributing to the group’s effort to achieve goals.
Identify and commit to the goals, norms, values, and customs of the team.
Choose behaviors and actions that best support the team and accomplishment of work tasks.
Use a group approach to identify problems and develop solutions based on group consensus.
Resolving conflicts
Bring others together to reconcile differences.
Handle conflicts maturely by exercising “give and take” to achieve positive results for all parties.
Reach formal or informal agreements that promote mutual goals and interests, and obtain
commitment to those agreements from individuals or groups.
Customer Focus: Efficiently and effectively addressing the needs of clients/customers.
Understanding customer needs
Identify internal and external customers.
Attend to what customers are saying and ask questions to identify customer needs, interests, and
goals.
Anticipate the future needs of the customer.
Providing personalized service
Provide prompt, efficient, and personalized assistance to meet the requirements, requests, and
concerns of customers.
Provide thorough, accurate information to answer customers’ questions and inform them of
commitment times or performance guarantees.
Address customer comments, questions, concerns, and objections with direct, accurate, and timely
responses.
Identify and propose appropriate solutions and/or services.
Establish boundaries as appropriate for unreasonable customer demands.
Communicate in the medium desired by the customer.
Acting professionally
Is pleasant, courteous, and professional when dealing with internal or external customers.
Develop constructive and cooperative working relationships with customers.
Is calm and empathetic when dealing with hostile customers.
Keeping customers informed
Follow up with customers following provision of service.
Keep customers up to date about decisions that affect them.
Seek the comments, criticisms, and involvement of customers.
Adjust services based on customer feedback.
Planning and Organizing: Planning and prioritizing work to manage time effectively and accomplish
assigned tasks.
Planning
Approach work in a methodical manner.
Plan and schedule tasks so that work is completed on time.
Keep track of details to ensure work is performed accurately and completely.
Anticipate obstacles to project completion and develop contingency plans to address them.

Code

3.3.1.5
3.3.2
3.3.2.1
3.3.2.2
3.3.3
3.3.3.1
3.3.3.2
3.3.3.3
3.3.3.4
3.3.3.5
3.3.3.6
3.3.3.7
3.4
3.4.1
3.4.1.1
3.4.1.2
3.4.2
3.4.2.1
3.4.2.2
3.4.2.3
3.4.2.4
3.4.3
3.4.3.1
3.4.3.2
3.4.3.3
3.5
3.5.1
3.5.1.1
3.5.1.2
3.5.1.3
3.5.1.4
3.5.1.5
3.5.2
3.5.2.1
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Find new ways of organizing work area or planning work to accomplish work more efficiently.
Prioritizing
Prioritize multiple competing tasks.
Perform tasks correctly, quickly, and efficiently according to their relative urgency and importance.
Managing projects
Estimate personnel and other resources needed for project completion (e.g., financial material or
equipment).
Manage activities to meet plans, allocating time and resources effectively.
Keep track of and document plans, assignments, changes, and deliverables.
Plan for dependencies of one task on another.
Coordinate efforts with all affected parties, keeping them informed of progress and all relevant
changes to project timelines.
Take necessary corrective action when projects go off track.
Assure job accommodations are made for personnel who need or request them.
Creative Thinking: Generating innovative and creative solutions.
Employing unique analyses
Use original analyses and generate new, innovative ideas in complex areas.
Develop innovative methods of obtaining or using resources when insufficient resources are
available.
Generating innovative solutions
Integrate seemingly unrelated information to develop creative processes or solutions.
Reframe problems in a different light to find fresh approaches.
Entertain wide-ranging possibilities and perspectives to develop new solutions.
Find new ways to add value to the efforts of a team and organization.
Seeing the big picture
Understand the pieces of a system as a whole and appreciate the consequences of actions on other
parts of the system.
Monitor patterns and trends to see a bigger picture.
Modify or design systems to improve performance.
Problem Solving and Decision-Making: Generating, evaluating, and implementing solutions to problems.
Identifying the problem
Anticipate or recognize the existence of a problem or objection.
Identify the true nature of the problem and define critical issues.
Evaluate the importance and criticality of the problem.
Use all available reference systems to locate and obtain information relevant to understanding the
problem.
Recall previously learned information that is relevant to the problem.
Locating, gathering, and organizing relevant information
Effectively use both internal resources (e.g., internal computer networks, company filing systems)
and external resources (e.g., internet search engines) to locate and gather information relevant to
solving the problem.

Code

3.5.2.2
3.5.2.3
3.5.2.4
3.5.3
3.5.3.1
3.5.3.2
3.5.4
3.5.4.1
3.5.4.2
3.5.5
3.5.5.1
3.5.5.2
3.5.5.3
3.5.5.4
3.6
3.6.1
3.6.1.1
3.6.1.2
3.6.2
3.6.2.1
3.6.3
3.6.3.1
3.6.3.2
3.6.3.3
3.6.3.4
3.6.4
3.6.4.1
3.6.4.2
3.6.4.3
3.6.4.4
3.7
3.7.1
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Examine information obtained for relevance and completeness.
Recognize important gaps in existing information and take steps to eliminate those gaps.
Organize/reorganize information as appropriate to gain a better understanding of the problem.
Generating alternatives
Integrate previously learned and externally obtained information to generate a variety of highquality alternative approaches to the problem.
Skillfully use logic and analysis to identify the strengths and weaknesses, the costs and benefits, and
the short- and long-term consequences of different solutions or approaches.
Choosing a solution
Decisively choose the best solution after evaluating the relative merits of each possible option.
Make difficult decisions even in highly ambiguous or ill-defined situations.
Implementing the solution
Commit to a solution in a timely manner.
Develop a realistic approach for implementing the chosen solution.
Document the problem and corrective actions taken and their outcomes and communicate these to
the appropriate parties.
Observe and evaluate the outcomes of implementing the solution to assess the need for alternative
approaches and to identify lessons learned.
Working with Tools and Technology: Selecting, using, and maintaining tools and technology to facilitate
work activity (with accommodation, when necessary).
Using tools
Operate tools, technology, and equipment in accordance with established operating procedures and
safety standards.
Demonstrate appropriate use of tools and technology to complete work functions.
Selecting tools
Select and apply appropriate tools or technological solutions to the problem at hand.
Keeping current on tools and technology
Demonstrate an interest in learning about new and emerging tools and technologies.
Demonstrate information literacy.
Adapt quickly to changes in process or technology.
Seek out opportunities to improve knowledge of tools and technologies that may assist in
streamlining work and improving productivity.
Troubleshooting and maintenance
Learn how to maintain and troubleshoot tools and technologies.
Perform routine maintenance on tools, technology, and equipment.
Determine causes of errors and take the appropriate corrective action.
Develop alternatives to complete a task if desired tool or technology is not available.
Scheduling and Coordinating: Making arrangements that fulfill all requirements as efficiently and
economically as possible.
Arranging and informing

Code

3.7.1.1
3.7.1.2
3.7.1.3
3.7.1.4
3.7.1.5
3.7.2
3.7.2.1
3.7.2.2
3.7.2.3
3.7.3
3.7.3.1
3.7.3.2
3.7.3.3
3.8
3.8.1
3.8.1.1
3.8.1.2
3.8.1.3
3.8.2
3.8.2.1
3.8.2.2
3.8.2.3
3.8.2.4
3.8.3
3.8.3.1
3.8.3.2
3.8.3.3
3.8.3.4
3.8.4
3.8.4.1
3.8.4.2
3.8.4.3
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Make arrangements (e.g. for meetings or travel) that fulfill all requirements as efficiently and
economically as possible.
Inform others of arrangements, giving them complete, accurate, and timely information.
Ensure that others receive needed materials in time.
Handle all aspects of arrangements thoroughly and completely.
Respond to the schedules of others affected by arrangements, resolve schedule conflicts or travel
issues, and take corrective action.
Coordinating in distributed environments
Coordinate schedules of colleagues, co-workers, and clients in regional locations. (i.e., across time
zones) to ensure that inconvenience is minimized and productivity is enhanced.
Leverage technology (e.g., internet, teleconference) to facilitate information sharing in distributed
work environments.
Take advantage of team member availability throughout business hours in multiple time zones to
enhance productivity.
Shiftwork
Effectively coordinate the transition of staff at the beginning and end of each work shift.
Disseminate crucial information in an organized manner to rapidly bring staff up to speed at the
start of their shifts.
Ensure that staff is updated on work completed on past shifts and work that still needs to be
completed.
Checking, Examining, and Recording: Entering, transcribing, recording, storing, or maintaining
information in written or electronic/digital format.
Detecting errors
Detect and correct errors or inconsistencies, even under time pressure.
Identify vague or ambiguous documentation.
Route errors to appropriate person to correct documentation.
Completing forms
Select and complete appropriate forms quickly and completely.
Forward or process forms in a timely and accurate manner.
Attend to and follow through on important items requiring action.
Expedite forms, orders, or advances that require immediate attention.
Obtaining information
Obtain appropriate information, signatures, and approvals promptly.
Verify that all information is present and accurate before forwarding materials.
Compile, categorize, and verify information or data.
Apply systematic techniques for observing and gathering data.
Maintaining logs, records, and files
Organize records and files to maintain data.
Keep logs, records, and files that are up-to-date and readily accessible (e.g., driver logs, flight
records, repair records).
Update logs, records, and files, noting important changes.

Code
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3.8.4.4
File data and documentation in accordance with organization’s requirements.
3.9
Business Fundamentals: Using information on basic business principles, trends, and economics.
3.9.1
Situational awareness
3.9.1.1
Understand the mission, structure, and functions of the organization.
Recognize one’s role in the functioning of the organization and understand the potential impact
3.9.1.2
one’s own performance can have on the success of the organization.
3.9.1.3
Grasp the potential impact of the company’s well-being on employees.
3.9.2
Business ethics
3.9.2.1
Act in the best interest of the company, the community, and the environment.
Comply with applicable laws and rules governing work and report loss, waste, or theft of company
3.9.2.2
property to appropriate personnel.
3.9.3
Market knowledge
3.9.3.1
Understand market trends in the industry and the company’s position in the market.
Know who the company’s primary competitors are and stay current on organizational strategies to
3.9.3.2
maintain competitiveness.
3.9.3.3
Uphold the organization through building and maintaining customer relations.
Recognize major challenges faced by the organization and industry, and identify key strategies to
3.9.3.4
address challenges.
4
Tier 4: Ready to Work Cluster-Specific Competencies
4.1
Fundamental IT Concepts
4.1.1
Differentiate between information and data
4.1.2
Understand the role of number systems
4.1.3
Identify the elements of the system development life cycle
4.1.4
Role of technology in converting data and information into organizational knowledge
4.1.5
Concepts of server, desktop, application, and virtualization
4.1.6
Fundamental skills with operating systems, and software applications
4.1.7
Differentiate between systems software and application software
4.1.8
Identify and explain characteristics of the common types of application software
4.1.9
Understand the potential for integration of system and software components
Databases and Applications: The use of technology to control and safeguard the collection, organization,
4.2
structure, processing and delivery of data.
4.2.1
Concepts of database design and strategies to fit business or industry requirements
4.2.2
Differentiate between databases and flat files
4.2.3
Differentiate between hierarchal and relational databases
4.2.4
Understand metrics used to characterize data and different kinds of data
Understand large, unstructured data sets that have to be managed in new ways to find value (“Big
4.2.5
Data”)
4.2.6
Understand purpose and process of coding and tagging information
4.2.7
Role and relationships of data, information, and databases in business intelligence
4.2.8
Understand how other applications interact with databases to create and retrieve data
4.3
Fundamentals of Networking and Telecommunication

Code

4.3.1
4.3.2
4.3.3
4.3.4
4.3.5
4.3.6
4.3.7
4.4
4.4.1
4.4.2
4.4.3
4.4.4
4.4.5
4.5
4.5.1
4.5.2
4.5.3
4.5.4
4.5.5
4.5.6
4.5.7
4.6
4.6.1
4.6.2
4.6.3
4.6.4
4.6.5
4.6.6
4.6.7
4.7
4.7.1
4.7.2
4.7.3
4.7.4
4.7.5
4.7.6
4.7.7
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Differences in Local Area Networks (LAN), Wide Area Networks (WAN), Virtual Private Networks (VPN),
Internet, etc
Describe common network topologies
Differentiate between common networking protocols
Explain the purpose and properties of IP addressing
Explain the purpose and properties of routing and switching
Key tasks performed during the maintenance, administration, and securing of Local Area Networks
Identify common network infrastructure troubleshooting techniques
Network Security
Recognize threats to networked computer systems, including malware
Purpose and features of a firewall, Intrusion Detection System (IDS), and Intrusion Protection System
(IPS)
Recognize methods of network access security
Explain the importance of user authentication and recognize examples
Describe malware protection procedures
Software Acquisition, Management and Maintenance
Familiarity with common operating systems, e.g., Windows, Mac, Linux, Unix, iOS, Android
Familiarity with accessibility features of all common operating systems
Familiarity with common enterprise software applications
Understand and be able to evaluate systems requirements for software
Differences between enterprise hosted and outsourced software solutions, e.g., cloud
Understand common software purchasing, licensing, and maintenance agreements
Security risks and accessibility implications inherent in updating or modifying software
User and Customer Support: The range of services providing assistance and technical support to help
users implement and solve problems related to information technology.
Understanding different user groups and their perspectives, concerns, and technology uses
Communicate with customers to assess their needs and help them solve problems
Demonstrate ability to troubleshoot problems in person or remotely
Analyze symptoms to identify broad area of user error or technical failure
Identify measurement techniques for increased productivity
Identifying and classifying incident types and service interruptions
Good documentation and recordkeeping in customer service operations
Security and Information Assurance Fundamentals
Explain the concepts of Governance, Risk and Compliance (GRC)
Need for organization security program and importance of organizational security policies
Ensuring accurate data and keeping information systems available to authorized uses
Explain concepts of Confidentiality, Integrity, and Availability (CIA)
Legal and regulatory requirements and justifications for maintaining information security
Protecting information systems from accidental disclosure, destruction, unauthorized access, and
inappropriate use
Describe methods for secure use of social media

Code
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4.7.8
Explain the use and importance of security awareness programs
4.7.9
Explain importance of configuration management to security operations
4.7.10
Understand the need for separation of duties and other business controls
4.7.11
Understand the need for controls and privileges based on an individual’s job duties
5
Tier 5: Career Pathway Technical Competencies
Security
5.1
Identify and resolve potential security issues
5.1.1
Implement and communicate security standards and practices
5.1.2
Implement security measures that minimize unauthorized access and address security tradeoffs and
5.1.3
risks
Notify users about changes in security access in accordance with company procedures
5.1.4
Identify security breaches, report to personnel or agency, and effectively mitigate
5.1.5
Develop, implement and maintain continuous improvement plans for physical security
5.1.6
Present IT physical and systems security information to diverse stakeholders
5.1.7
Critically investigate various security tools
5.1.8
Gather data on the performance and effectiveness of security plans and operations
5.1.9
Analyze and recommend changes in security policies and practices
5.1.10
Security-related ethical and societal norms and expectations
5.1.11
Testing
5.2
Automate test scenarios where feasible
5.2.1
Identify testing resources and establish a schedule for testing
5.2.2
Ensure testing complies with System Development Life Cycle
5.2.3
Distinguish edges and critical points in test domain
5.2.4
Perform integration testing and volume testing when appropriate
5.2.5
Develop and test alternative solutions (fix the fix)
5.2.6
Documentation
5.3
Document Security Requirements and Specifications
5.3.1
Document procedures for updates and upgrades in maintenance plan
5.3.2
Document Testing Plan
5.3.3
Document testing results and communicate appropriately
5.3.4
Document on-site and off-site storage requirements per Backup and Recovery Plan
5.3.5
Document recommendations for system modification
5.3.6
Interpret information, prepare basic summaries/reports and select method of communication
5.3.7
Document findings in detailed supporting documents
5.3.8
Document usage and report trends
5.3.9
Emerging Technology
5.4
Relevant resources regarding emerging IT tools and technologies
5.4.1
Stay current on cutting edge tools and technologies
5.4.2
Monitor and interpret trends in technology and industry
5.4.3
Adapt principles to new applications
5.4.4

Code

5.4.5
5.4.6
5.5
5.5.1
5.5.2
5.5.3
5.5.4
5.5.5
5.5.6
5.5.7
6
6.1
6.1.1
6.1.2
6.1.3
6.1.4
6.1.5
6.1.6
6.1.7
6.1.8
6.1.9
6.2
6.2.1
6.2.2
6.2.3
6.2.4
6.2.5
6.2.6
6.3
6.3.1
6.3.2
6.3.3
6.3.4
6.3.5
6.3.6
6.4
6.4.1
6.4.2
6.4.3
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New technologies and standards are communicated to appropriate personnel effectively in a timely
manner
Fundamental communication system hardware, including end user devices
Training
Develop task-specific training materials to meet user specifications
Help others learn and apply concepts
Present complex ideas/ information and analyze responses
Identify training needs and conduct task-specific training
Industry and enterprise IT workforce development trends and needs
Organize and present technical information to nontechnical users and analyze group/individual
response
Present technical information clearly

Tier 6: Occupation Specific Technical Competencies

Perform Analysis Design
Gather data to identify customer requirements
Align requirements in accordance with overall project
Check requirements for interoperability within environment
Analyze and review technical options
Perform risk analysis
Identify constraints and potential conflicts
Propose solutions that are practical, cost-effective and meet system specifications
Define scope of work
Prepare design solution
Monitoring & Management
Analyze system performance to baseline
Collect and document systematic ongoing measurement data
Identify deviations for corrective measures
Monitor and report component, security and connectivity problems
Perform functional verifications and system audits
Make recommendations for system improvement
Administration & Maintenance
Develop maintenance and upgrade plans
Schedule and coordinate network maintenance
Apply maintenance, upgrades and process changes
Perform system backups
Assess and report problems
Manage Inventory
Configuration
Plan and document system configuration
Implement new system configuration using standard roll-out practices and recovery procedures
Load and configure software with minimum disruption to process flow

Code

6.4.4
6.4.5
6.5
6.5.1
6.5.2
6.5.3
6.5.4
6.5.5
6.6
6.6.1
6.6.2
6.6.3
6.6.4
6.6.5
6.6.6
6.6.7
6.6.8
6.7
6.7.1
6.7.2
6.7.3
6.7.4
6.7.5
6.7.6
6.7.7
6.7.8
6.7.9
7
7.1
8
8.1
8.1.1
8.1.2
8.1.3
8.1.4
8.1.5
8.1.6
8.1.7
8.1.8
8.1.9
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Perform data conversion and address compatibility issues in a timely manner
Standardize software and hardware configurations
Deploy Network
Implement deployment using enterprise-wide deployment practices and standards
Manage contract personnel
Properly install cabinet, peripheral equipment and power / grounding
Install cabling and wiring properly
Perform local and remote fault analysis and resolution
Manage Network
Use software tools to support change implementation
Manage Inventory to include identification, tagging, and location information
Update baseline as system configuration changes
Identify and update system metrics
Monitor and report component and connectivity problems
Made recommendations for system optimization, improvement and security
Analyze capacity levels of network usage to determine upgrade and improvement needs
Monitor web server, computer and telecommunication systems
Backup-Recovery
Analyze system configuration/ stability
Implement backup procedures on a regular schedule according to plan
Ensure that requirements are specific to database in documentation
Educate users regarding backup and recovery methods
Unforeseen outages and data loss are effectively resolved
Minimize system down time and ensure system availability
Conduct disaster recovery test per disaster recovery plan
Improve backup recovery plan per outages and incident reports
Manage and implement contingency and emergency recovery plan

Tier 7: Occupation Specific Requirements
Bachelor's degree

Tier 8: Management Competencies

Team Management: Includes competencies required to manage and lead team members effectively. Not only
should IT managers lead their team but they also need to motivate project team members.

Motivate team members
Employer future leaders (mentoring / coaching)
Celebrating accomplishments
Collaboration
Ability to bridge diverse teams
Virtual team skills
Leadership
Create an effective environment
Share information and credit

Code
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8.1.10
Protect the team
8.1.11
Provide feedback
8.1.12
Give autonomy to team members
8.2
Business Domain Knowledge: Competencies needed to work effectively with business partners.
8.2.1
Understand the business domain
8.2.2
Identify stakeholders
8.2.3
Involve end-users
8.2.4
Business knowledge
8.2.5
Document processes
8.2.6
Strategic thinking
8.2.7
Vision-oriented / articulate the business problem
8.2.8
Cultural fit
People Skills: Build and maintain good relationships with the individuals involved in the project. Building good
8.3
relationships is crucial to avoid political and relational obstacles

8.3.1
Conflict management
8.3.2
Negotiation
8.3.3
Relationahip building
8.3.4
Understanding the psychology of people
8.3.5
Charisma
8.3.6
Political awareness / agility / tact
8.3.7
Compromise
8.4
Project Management: Necessary to ensure that the project is well managed
8.4.1
Scope management
8.4.2
Project planning
8.4.3
Time management
8.4.4
Resource utilization
8.4.5
Closing project
8.4.6
Project management tool skills
8.4.7
Project chartering
8.4.8
Cost management
8.4.9
Risk management
8.4.10
Alignment
Resolve: Able to identify, analyze and solve problems that occur during the project
8.5
8.5.1
Analytical skills
8.5.2
Research skills
8.5.3
Creativity / innovation / resourcefulness
8.5.4
Decision making ability
8.5.5
Credibility
8.6
Commitment to Quality: Values and characteristics that express his/her commitment and integrity
8.6.1
Commitment
8.6.2
Focus on quality

Code

8.6.3
8.6.4
8.6.5
8.6.6
8.6.7
8.6.8
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Ownership of tasks
Not compromising on the facts
Participate and contribute fully
Results-oriented
Lifelong learning
Experience

INFORMATION TECHNOLOGY

Computer Network Support Specialist
ACCCP

Network Systems

Code

Alabama Competency Model Computer Network Support Specialists

1
Tier 1: Personal Effectiveness Competencies
1.1
Interpersonal Skills: Displaying the skills to work effectively with others from diverse backgrounds.
1.1.1
Demonstrating sensitivity/empathy
1.1.1.1
Show sincere interest in others and their concerns.
1.1.1.2
Demonstrate sensitivity to the needs and feelings of others.
1.1.1.3
Look for ways to help people and deliver assistance.
1.1.2
Demonstrating insight into behavior
Recognize and accurately interpret the communications of others as expressed through various
1.1.2.1
formats (e.g., writing, speech, American Sign Language, computers, etc.).
1.1.2.2
Recognize when relationships with others are strained.
1.1.2.3
Show understanding of others’ behaviors and motives by demonstrating appropriate responses.
1.1.2.4
Demonstrate flexibility for change based on the ideas and actions of others.
1.1.3
Maintaining open relationships
1.1.3.1
Maintain open lines of communication with others.
1.1.3.2
Encourage others to share problems and successes.
1.1.3.3
Establish a high degree of trust and credibility with others.
1.1.4
Respecting diversity
1.1.4.1
Demonstrate respect for coworkers, colleagues, and customers.
Interact respectfully and cooperatively with others who are of a different race, culture, or age, or
1.1.4.2
have different abilities, gender, or sexual orientation.
Demonstrate sensitivity, flexibility, and open-mindedness when dealing with different values,
1.1.4.3
beliefs, perspectives, customs, or opinions.
1.1.4.4
Value an environment that supports and accommodates a diversity of people and ideas.
1.2
Integrity: Displaying strong moral principles and work ethic.
1.2.1
Behaving ethically
1.2.1.1
Abide by a strict code of ethics and behavior, even in the face of opposition.
1.2.1.2
Encourage others to behave ethically
1.2.1.3
Understand that behaving ethically goes beyond what the law requires.
1.2.1.4
Use company time and property responsibly.
Perform work-related duties according to laws, regulations, contract provisions, and company
1.2.1.5
policies.
1.2.2
Acting fairly
1.2.2.1
Treat others with honesty, fairness, and respect.
1.2.2.2
Make decisions that are objective and reflect the just treatment of others.
1.2.3
Taking responsibility
1.2.3.1
Take responsibility for accomplishing work goals within accepted timeframes.
Accept responsibility for one’s decisions and actions and for those of one’s group, team, or
1.2.3.2
department.
1.3
Professionalism: Maintaining a professional presence.
1.3.1
Demonstrating self-control
1.3.1.1
Maintain composure and keep emotions in check.
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1.3.1.2
1.3.1.3
1.3.2
1.3.2.1
1.3.2.2
1.3.2.3
1.3.3
1.3.3.1
1.3.3.2
1.3.4
1.3.4.1
1.3.4.2
1.3.4.3
1.4
1.4.1
1.4.1.1
1.4.1.2
1.4.2
1.4.2.1
1.4.2.2
1.4.2.3
1.4.3
1.4.3.1
1.4.3.2
1.4.3.3
1.4.4
1.4.4.1
1.4.4.2
1.4.4.3
1.4.4.4
1.4.5
1.4.5.1
1.4.5.2
1.5
1.5.1
1.5.1.1
1.5.1.2
1.5.1.3
1.5.2

Alabama Competency Model Computer Network Support Specialists
Deal calmly and effectively with stressful or difficult situations.
Accept criticism tactfully and attempt to learn from it.
Professional appearance
Maintain a professional demeanor.
Dress appropriately for occupational and worksite requirements.
Maintain appropriate personal hygiene.
Social responsibility
Refrain from lifestyle choices which negatively impact the workplace and individual performance.
Remain free from substance abuse.
Maintaining a positive attitude
Project a professional image of oneself and the organization.
Demonstrate a positive attitude towards work.
Take pride in one’s work and the work of the organization.
Initiative: Demonstrating a commitment to effective job performance by taking action on one’s own and
following through to get the job done.
Persisting
Pursue work with drive and a strong accomplishment orientation.
Persist to accomplish a task despite difficult conditions, tight deadlines, or obstacles and setbacks.
Taking initiative
Go beyond the routine demands of the job to increase its variety and scope.
Provide suggestions and/or take actions that result in improved work processes, communications, or
task performance.
Take initiative to seek out new work challenges, influence events, or originate action.
Setting challenging goals
Establish and maintain personally challenging but realistic work goals.
Exert effort toward task mastery.
Bring issues to closure by pushing forward until a resolution is achieved.
Working independently
Develop own ways of working effectively and efficiently.
Perform effectively even with minimal direction, support, or approval.
Set own schedule to maximize productivity.
Take responsibility for completing one’s own work assignments.
Achievement motivation
Strive to exceed standards and expectations.
Exhibit confidence in capabilities and an expectation to succeed in future activities.
Dependability and Reliability: Displaying responsible behaviors at work.
Fulfilling obligations
Behave consistently and predictably.
Is reliable, responsible, and dependable in fulfilling obligations.
Diligently follow through on commitments and consistently complete assignments by deadlines.
Attendance and punctuality

Code

1.5.2.1
1.5.2.2
1.5.2.3
1.5.3
1.5.3.1
1.5.3.2
1.5.4
1.5.4.1
1.5.4.2
1.5.4.3
1.6
1.6.1
1.6.1.1
1.6.1.2
1.6.1.3
1.6.2
1.6.2.1
1.6.2.2
1.6.2.3
1.7
1.7.1
1.7.1.1
1.7.1.2
1.7.1.3
1.7.1.4
1.7.2
1.7.2.1
1.7.2.2
1.7.2.3
1.7.3
1.7.3.1
1.7.3.2
1.7.4
1.7.4.1

Alabama Competency Model Computer Network Support Specialists
Come to work on time and as scheduled.
Arrive on time for meetings or appointments.
Dial in to phone calls and web conferences on time.
Attending to details
Diligently check work to ensure that all essential details have been considered.
Notice errors or inconsistencies and take prompt, thorough action to correct them.
Following directions
Follow directions as communicated in a variety of ways such as writing, speech, American Sign
Language, computers, or other formats.
Comply with organizational rules, policies, and procedures.
Ask appropriate questions to clarify any instructional ambiguities.
Adaptability and Flexibility: Displaying the capability to adapt to new, different, or changing
requirements.
Entertaining new ideas
Is open to considering new ways of doing things.
Actively seek out and carefully consider the merits of new approaches to work.
Embrace new approaches when appropriate and discard approaches that are no longer working.
Dealing with change
Take proper and effective action when necessary without having all the necessary facts in hand.
Easily adapt plans, goals, actions, or priorities in response to unpredictable or unexpected events,
pressures, situations, and job demands.
Effortlessly shift gears and change direction when working on multiple projects or issues.
Lifelong Learning: Demonstrating a commitment to self-development and improvement of knowledge
Demonstrating an interest in learning
Take actions showing an interest in personal and professional lifelong learning and development.
Seek feedback from multiple sources about how to improve and develop.
Modify behavior based on feedback or self-analysis of past mistakes.
Learn and accept help from supervisors and co-workers.
Participating in learning activities
Identify when it is necessary to acquire new knowledge and skills.
Take steps to develop and maintain knowledge, skills, and expertise necessary to perform one’s role
successfully by participating in relevant training and professional development programs.
Actively pursue opportunities to broaden knowledge and skills through seminars, conferences,
professional groups, reading publications, job shadowing, and/or continuing education.
Using change as a learning opportunity
Anticipate changes in work demands and search for and participate in assignments or training that
address these changing demands.
Treat unexpected circumstances as opportunities to learn.
Identifying career interests
Take charge of personal career development by identifying occupational interests, strengths,
options, and opportunities.

Code

1.7.4.2
1.7.5
1.7.5.1
1.7.5.2
2
2.1
2.1.1
2.1.1.1
2.1.1.2
2.1.1.3
2.1.2
2.1.2.1
2.1.2.2
2.1.2.3
2.1.2.4
2.1.3
2.1.3.1
2.1.3.2
2.1.3.3
2.1.3.4
2.1.3.5
2.1.4
2.1.4.1
2.1.4.2
2.1.4.3
2.2
2.2.1
2.2.1.1
2.2.1.2
2.2.1.3
2.2.1.4
2.2.1.5
2.2.1.6
2.2.2
2.2.2.1

Alabama Competency Model Computer Network Support Specialists
Make insightful career planning decisions that integrate others’ feedback.
Integrating and applying learning
Integrate newly learned knowledge and skills with existing knowledge and skills.
Use newly learned knowledge and skills to complete tasks, particularly in new or unfamiliar
situations.

Tier 2: Academic Competencies

Reading: Understanding written sentences, paragraphs, and figures in work-related documents (with
accommodation if necessary).
Comprehension
Locate and understand written information in prose and in documents such as manuals, reports,
memos, letters, forms, graphs, charts, tables, calendars, schedules, signs, notices, applications,
contracts, regulations, and directions.
Understand the purpose of written materials.
Comprehend the author’s meaning and identify the main ideas expressed in the written material.
Attention to detail
Note details and facts.
Detect inconsistencies.
Identify implied meaning and details.
Recognize missing information.
Information analysis
Critically evaluate and analyze information in written materials.
Review written information for completeness and relevance.
Distinguish fact from opinion.
Identify trends.
Synthesize information from multiple written materials.
Information integration
Integrate what is learned from written materials with prior knowledge.
Use what is learned from written material to follow instructions and complete tasks.
Apply what is learned from written material to new situations.
Writing: Using standard (business) English to compile information and prepare written documents.
Organization and development
Create documents such as letters, directions, manuals, reports, graphs, spreadsheets, and flow
charts.
Communicate thoughts, ideas, information, messages, and other written information, which may
contain technical material, in a logical, organized, and coherent manner.
Present well-developed ideas supported by information and examples.
Proofread finished documents for errors.
Tailor content to appropriate audience and purpose.
Distribute written materials appropriately for intended audiences and purposes.
Mechanics
Use standard syntax and sentence structure.

Code

2.2.2.2
2.2.2.3
2.2.2.4
2.2.3
2.2.3.1
2.2.3.2
2.2.3.3
2.3
2.3.1
2.3.1.1
2.3.1.2
2.3.1.3
2.3.1.4
2.3.1.5
2.3.1.6
2.3.2
2.3.2.1
2.3.2.2
2.3.2.3
2.3.3
2.3.3.1
2.3.3.2
2.4
2.4.1
2.4.1.1
2.4.1.2
2.4.1.3
2.4.2
2.4.2.1
2.5
2.5.1
2.5.1.1
2.5.1.2
2.5.1.3
2.5.1.4

Alabama Competency Model Computer Network Support Specialists
Use correct spelling, punctuation, and capitalization.
Use correct English grammar (e.g., correct tense, subject-verb agreement, no missing words).
Write legibly when using handwriting to communicate.
Tone
Use language appropriate for the target audience.
Use a tone and word choice appropriate for the industry and organization (e.g., writing is
professional and courteous).
Show insight, perception, and depth in writing.
Mathematics: Uses principles of mathematics to express ideas and solve problems.
Computation
Add, subtract, multiply, and divide with whole numbers, fractions, decimals, and percents.
Calculate averages, ratios, proportions, and rates.
Convert decimals to fractions and fractions to decimals.
Convert fractions to percents and percents to fractions.
Convert decimals to percents and percents to decimals.
Understand relationships between numbers and identify and understand patterns.
Measurement and estimation
Take measurements of time, temperature, distances, length, width, height, perimeter, area, volume,
weight, velocity, and speed.
Use and report measurements correctly.
Correctly convert from one measurement to another (e.g., from English to metric or International
System of Units (SI), or Fahrenheit to Celsius).
Application
Use appropriate mathematical formulas and techniques to solve problems.
Translate practical problems into useful mathematical expressions.
Science and Technology: Using scientific rules and methods to express ideas and solve problems.
Comprehension
Understand basic scientific principles and uses appropriate technology.
Understand the scientific method (i.e., identify problems, collect information, form opinions and
draw conclusions).
Understand overall intent and proper procedures for set-up and operation of equipment.
Application
Apply basic scientific principles and technology to complete tasks.
Communication: Listening, speaking, and signaling so others can understand (with accommodation if
Communicating
Express relevant information appropriately to individuals or groups taking into account the audience
and the nature of the information (e.g., technical or controversial).
Convey information clearly, correctly, and succinctly.
Use common English conventions including proper grammar, tone, and pace.
Effectively establish interpersonal contact with one or more individuals using eye contact, body
language and non-verbal expression as appropriate to the person’s culture.

Code

2.5.1.5
2.5.2
2.5.2.1
2.5.2.2
2.5.2.3
2.5.2.4
2.5.2.5
2.5.2.6
2.5.3
2.5.3.1
2.5.3.2
2.5.3.3
2.5.4
2.5.4.1
2.5.4.2
2.5.4.3
2.6
2.6.1
2.6.1.1
2.6.1.2
2.6.1.3
2.6.1.4
2.6.1.5
2.6.2
2.6.2.1
2.6.2.2
2.7
2.7.1
2.7.1.1
2.7.1.2

Alabama Competency Model Computer Network Support Specialists
Ask questions or report problems or concerns to people in authority when information or
procedures are unclear or need improvement, or when feeling unsafe or threatened in the
workplace.
Receiving information
Attend to, understand, interpret, and respond to messages received in a variety of ways, including
hearing, American Sign Language, instant messaging, text-to-speech devices, and other methods.
Comprehend complex instructions.
Identify feelings and concerns communicated in various formats, such as writing, speech, American
Sign Language, computers, etc. and responds appropriately.
Consider others’ viewpoints and alter opinion when it is appropriate to do so.
Apply active interpersonal communication skills using reflection, restatement, questioning, and
clarification.
Effectively answer questions of others or communicate an inability to do so and suggest other
sources of answers.
Observing carefully
Notice nonverbal cues and respond appropriately.
Attend to visual sources of information (e.g., video).
Ascertain relevant visual information and use appropriately.
Persuasion/Influence
Influence others.
Persuasively present thoughts and ideas.
Gain commitment and ensure support for proposed ideas.
Critical and Analytical Thinking: Using logical thought processes to analyze information and draw
conclusions.
Reasoning
Possess sufficient inductive and deductive reasoning ability to perform job successfully.
Critically review, analyze, synthesize, compare, and interpret information.
Draw conclusions from relevant and/or missing information.
Understand the principles underlying the relationship among facts and apply this understanding
when solving problems.
Use logic and reasoning to identify strengths and weaknesses of alternative solutions or approaches
to a problem.
Mental agility
Identify connections between issues.
Quickly understand, orient to, and integrate new information.
Basic Computer Skills: Using information technology and related applications to convey and retrieve
information (with accommodation when necessary).
Computer basics
Understand the basic functions and terminology related to computer hardware, software,
information systems, and communication devices.
Use basic computer software, hardware, and communication devices to perform tasks.

Code

2.7.2
2.7.2.1
2.7.2.2
2.7.2.3
2.7.2.4
2.7.2.5
2.7.3
2.7.3.1
2.7.3.2
2.7.3.3
2.7.3.4
2.7.3.5
2.7.4
2.7.4.1
2.7.4.2
2.7.4.3
2.7.4.4

Alabama Competency Model Computer Network Support Specialists
Using software
Use word processing software to compose, organize, edit, and print documents and other business
communications.
Use spreadsheet software to enter, manipulate, edit, and format text and numerical data.
Use presentation software to create, manipulate, edit, and present digital representations of
information to an audience.
Use database software to manage data.
Create and maintain a well-organized electronic file storage system.
Using the Internet and email
Use the Internet to search for online information and interact with Web sites.
Use the Internet and web-based tools to manage basic workplace tasks (e.g., calendar management,
contacts management, and timekeeping).
Use electronic mail to communicate in the workplace.
Understand the different types of social media and their appropriate workplace and non-workplace
uses, and the impact that various social media activities can have on one’s personal and professional
Employ collaborative/groupware applications to facilitate group work.
Ensuring computer security
Understand and comply with the organization’s privacy policy and information security guidelines.
Defend against potential abuses of private information.
Recognize and respond appropriately to suspicious vulnerabilities and threats.
Use the most recent security software, web browser, and operating system to protect against online
threats.
Utilize strong passwords, passphrases, and basic encryption.
Recognize secure Web addresses.

2.7.4.5
2.7.4.6
3
Tier 3: Workplace Competencies
3.1
Teamwork: Working cooperatively with others to complete work assignments.
3.1.1
Identifying team membership and role
3.1.1.1
Serve as a leader or a follower, depending on what is needed to achieve the team’s goals and
3.1.1.2
Identify and draw upon team members’ strengths and weaknesses to achieve results.
3.1.1.3
Instruct others in learning new skills and learn from other team members.
3.1.1.4
Assist others who have less experience or have heavy workloads.
3.1.1.5
Encourage others to express their ideas and opinions.
3.1.2
Establishing productive relationships
3.1.2.1
Develop constructive and cooperative working relationships with others.
3.1.2.2
Exhibit tact and diplomacy and strive to build consensus.
Deliver constructive criticism and voice objections to others’ ideas and opinions in a supportive, non3.1.2.3
accusatory manner.
3.1.2.4
Respond appropriately to positive and negative feedback.
Effectively communicate with all members of the group or team to achieve team goals and
3.1.2.5
objectives.
3.1.3
Meeting team objectives

Code

3.1.3.1
3.1.3.2
3.1.3.3
3.1.3.4
3.1.4
3.1.4.1
3.1.4.2
3.1.4.3
3.2
3.2.1
3.2.1.1
3.2.1.2
3.2.1.3
3.2.2
3.2.2.1
3.2.2.2
3.2.2.3
3.2.2.4
3.2.2.5
3.2.2.6
3.2.3
3.2.3.1
3.2.3.2
3.2.3.3
3.2.4
3.2.4.1
3.2.4.2
3.2.4.3
3.2.4.4
3.3
3.3.1
3.3.1.1
3.3.1.2
3.3.1.3
3.3.1.4

Alabama Competency Model Computer Network Support Specialists
Work as part of a team, contributing to the group’s effort to achieve goals.
Identify and commit to the goals, norms, values, and customs of the team.
Choose behaviors and actions that best support the team and accomplishment of work tasks.
Use a group approach to identify problems and develop solutions based on group consensus.
Resolving conflicts
Bring others together to reconcile differences.
Handle conflicts maturely by exercising “give and take” to achieve positive results for all parties.
Reach formal or informal agreements that promote mutual goals and interests, and obtain
commitment to those agreements from individuals or groups.
Customer Focus: Efficiently and effectively addressing the needs of clients/customers.
Understanding customer needs
Identify internal and external customers.
Attend to what customers are saying and ask questions to identify customer needs, interests, and
goals.
Anticipate the future needs of the customer.
Providing personalized service
Provide prompt, efficient, and personalized assistance to meet the requirements, requests, and
concerns of customers.
Provide thorough, accurate information to answer customers’ questions and inform them of
commitment times or performance guarantees.
Address customer comments, questions, concerns, and objections with direct, accurate, and timely
responses.
Identify and propose appropriate solutions and/or services.
Establish boundaries as appropriate for unreasonable customer demands.
Communicate in the medium desired by the customer.
Acting professionally
Is pleasant, courteous, and professional when dealing with internal or external customers.
Develop constructive and cooperative working relationships with customers.
Is calm and empathetic when dealing with hostile customers.
Keeping customers informed
Follow up with customers following provision of service.
Keep customers up to date about decisions that affect them.
Seek the comments, criticisms, and involvement of customers.
Adjust services based on customer feedback.
Planning and Organizing: Planning and prioritizing work to manage time effectively and accomplish
assigned tasks.
Planning
Approach work in a methodical manner.
Plan and schedule tasks so that work is completed on time.
Keep track of details to ensure work is performed accurately and completely.
Anticipate obstacles to project completion and develop contingency plans to address them.

Code

3.3.1.5
3.3.2
3.3.2.1
3.3.2.2
3.3.3
3.3.3.1
3.3.3.2
3.3.3.3
3.3.3.4
3.3.3.5
3.3.3.6
3.3.3.7
3.4
3.4.1
3.4.1.1
3.4.1.2
3.4.2
3.4.2.1
3.4.2.2
3.4.2.3
3.4.2.4
3.4.3
3.4.3.1
3.4.3.2
3.4.3.3
3.5
3.5.1
3.5.1.1
3.5.1.2
3.5.1.3
3.5.1.4
3.5.1.5
3.5.2
3.5.2.1

Alabama Competency Model Computer Network Support Specialists
Find new ways of organizing work area or planning work to accomplish work more efficiently.
Prioritizing
Prioritize multiple competing tasks.
Perform tasks correctly, quickly, and efficiently according to their relative urgency and importance.
Managing projects
Estimate personnel and other resources needed for project completion (e.g., financial material or
equipment).
Manage activities to meet plans, allocating time and resources effectively.
Keep track of and document plans, assignments, changes, and deliverables.
Plan for dependencies of one task on another.
Coordinate efforts with all affected parties, keeping them informed of progress and all relevant
changes to project timelines.
Take necessary corrective action when projects go off track.
Assure job accommodations are made for personnel who need or request them.
Creative Thinking: Generating innovative and creative solutions.
Employing unique analyses
Use original analyses and generate new, innovative ideas in complex areas.
Develop innovative methods of obtaining or using resources when insufficient resources are
available.
Generating innovative solutions
Integrate seemingly unrelated information to develop creative processes or solutions.
Reframe problems in a different light to find fresh approaches.
Entertain wide-ranging possibilities and perspectives to develop new solutions.
Find new ways to add value to the efforts of a team and organization.
Seeing the big picture
Understand the pieces of a system as a whole and appreciate the consequences of actions on other
parts of the system.
Monitor patterns and trends to see a bigger picture.
Modify or design systems to improve performance.
Problem Solving and Decision-Making: Generating, evaluating, and implementing solutions to problems.
Identifying the problem
Anticipate or recognize the existence of a problem or objection.
Identify the true nature of the problem and define critical issues.
Evaluate the importance and criticality of the problem.
Use all available reference systems to locate and obtain information relevant to understanding the
problem.
Recall previously learned information that is relevant to the problem.
Locating, gathering, and organizing relevant information
Effectively use both internal resources (e.g., internal computer networks, company filing systems)
and external resources (e.g., internet search engines) to locate and gather information relevant to
solving the problem.

Code

3.5.2.2
3.5.2.3
3.5.2.4
3.5.3
3.5.3.1
3.5.3.2
3.5.4
3.5.4.1
3.5.4.2
3.5.5
3.5.5.1
3.5.5.2
3.5.5.3
3.5.5.4
3.6
3.6.1
3.6.1.1
3.6.1.2
3.6.2
3.6.2.1
3.6.3
3.6.3.1
3.6.3.2
3.6.3.3
3.6.3.4
3.6.4
3.6.4.1
3.6.4.2
3.6.4.3
3.6.4.4
3.7
3.7.1

Alabama Competency Model Computer Network Support Specialists
Examine information obtained for relevance and completeness.
Recognize important gaps in existing information and take steps to eliminate those gaps.
Organize/reorganize information as appropriate to gain a better understanding of the problem.
Generating alternatives
Integrate previously learned and externally obtained information to generate a variety of highquality alternative approaches to the problem.
Skillfully use logic and analysis to identify the strengths and weaknesses, the costs and benefits, and
the short- and long-term consequences of different solutions or approaches.
Choosing a solution
Decisively choose the best solution after evaluating the relative merits of each possible option.
Make difficult decisions even in highly ambiguous or ill-defined situations.
Implementing the solution
Commit to a solution in a timely manner.
Develop a realistic approach for implementing the chosen solution.
Document the problem and corrective actions taken and their outcomes and communicate these to
the appropriate parties.
Observe and evaluate the outcomes of implementing the solution to assess the need for alternative
approaches and to identify lessons learned.
Working with Tools and Technology: Selecting, using, and maintaining tools and technology to facilitate
work activity (with accommodation, when necessary).
Using tools
Operate tools, technology, and equipment in accordance with established operating procedures and
safety standards.
Demonstrate appropriate use of tools and technology to complete work functions.
Selecting tools
Select and apply appropriate tools or technological solutions to the problem at hand.
Keeping current on tools and technology
Demonstrate an interest in learning about new and emerging tools and technologies.
Demonstrate information literacy.
Adapt quickly to changes in process or technology.
Seek out opportunities to improve knowledge of tools and technologies that may assist in
streamlining work and improving productivity.
Troubleshooting and maintenance
Learn how to maintain and troubleshoot tools and technologies.
Perform routine maintenance on tools, technology, and equipment.
Determine causes of errors and take the appropriate corrective action.
Develop alternatives to complete a task if desired tool or technology is not available.
Scheduling and Coordinating: Making arrangements that fulfill all requirements as efficiently and
economically as possible.
Arranging and informing

Code

3.7.1.1
3.7.1.2
3.7.1.3
3.7.1.4
3.7.1.5
3.7.2
3.7.2.1
3.7.2.2
3.7.2.3
3.7.3
3.7.3.1
3.7.3.2
3.7.3.3
3.8
3.8.1
3.8.1.1
3.8.1.2
3.8.1.3
3.8.2
3.8.2.1
3.8.2.2
3.8.2.3
3.8.2.4
3.8.3
3.8.3.1
3.8.3.2
3.8.3.3
3.8.3.4
3.8.4
3.8.4.1
3.8.4.2
3.8.4.3

Alabama Competency Model Computer Network Support Specialists
Make arrangements (e.g. for meetings or travel) that fulfill all requirements as efficiently and
economically as possible.
Inform others of arrangements, giving them complete, accurate, and timely information.
Ensure that others receive needed materials in time.
Handle all aspects of arrangements thoroughly and completely.
Respond to the schedules of others affected by arrangements, resolve schedule conflicts or travel
issues, and take corrective action.
Coordinating in distributed environments
Coordinate schedules of colleagues, co-workers, and clients in regional locations. (i.e., across time
zones) to ensure that inconvenience is minimized and productivity is enhanced.
Leverage technology (e.g., internet, teleconference) to facilitate information sharing in distributed
work environments.
Take advantage of team member availability throughout business hours in multiple time zones to
enhance productivity.
Shiftwork
Effectively coordinate the transition of staff at the beginning and end of each work shift.
Disseminate crucial information in an organized manner to rapidly bring staff up to speed at the
start of their shifts.
Ensure that staff is updated on work completed on past shifts and work that still needs to be
completed.
Checking, Examining, and Recording: Entering, transcribing, recording, storing, or maintaining
information in written or electronic/digital format.
Detecting errors
Detect and correct errors or inconsistencies, even under time pressure.
Identify vague or ambiguous documentation.
Route errors to appropriate person to correct documentation.
Completing forms
Select and complete appropriate forms quickly and completely.
Forward or process forms in a timely and accurate manner.
Attend to and follow through on important items requiring action.
Expedite forms, orders, or advances that require immediate attention.
Obtaining information
Obtain appropriate information, signatures, and approvals promptly.
Verify that all information is present and accurate before forwarding materials.
Compile, categorize, and verify information or data.
Apply systematic techniques for observing and gathering data.
Maintaining logs, records, and files
Organize records and files to maintain data.
Keep logs, records, and files that are up-to-date and readily accessible (e.g., driver logs, flight
records, repair records).
Update logs, records, and files, noting important changes.

Code

Alabama Competency Model Computer Network Support Specialists

3.8.4.4
File data and documentation in accordance with organization’s requirements.
3.9
Business Fundamentals: Using information on basic business principles, trends, and economics.
3.9.1
Situational awareness
3.9.1.1
Understand the mission, structure, and functions of the organization.
Recognize one’s role in the functioning of the organization and understand the potential impact
3.9.1.2
one’s own performance can have on the success of the organization.
3.9.1.3
Grasp the potential impact of the company’s well-being on employees.
3.9.2
Business ethics
3.9.2.1
Act in the best interest of the company, the community, and the environment.
Comply with applicable laws and rules governing work and report loss, waste, or theft of company
3.9.2.2
property to appropriate personnel.
3.9.3
Market knowledge
3.9.3.1
Understand market trends in the industry and the company’s position in the market.
Know who the company’s primary competitors are and stay current on organizational strategies to
3.9.3.2
maintain competitiveness.
3.9.3.3
Uphold the organization through building and maintaining customer relations.
Recognize major challenges faced by the organization and industry, and identify key strategies to
3.9.3.4
address challenges.
4
Tier 4: Ready to Work Cluster-Specific Competencies
4.1
Fundamental IT Concepts
4.1.1
Differentiate between information and data
4.1.2
Understand the role of number systems
4.1.3
Identify the elements of the system development life cycle
4.1.4
Role of technology in converting data and information into organizational knowledge
4.1.5
Concepts of server, desktop, application, and virtualization
4.1.6
Fundamental skills with operating systems, and software applications
4.1.7
Differentiate between systems software and application software
4.1.8
Identify and explain characteristics of the common types of application software
4.1.9
Understand the potential for integration of system and software components
Databases and Applications: The use of technology to control and safeguard the collection, organization,
4.2
structure, processing and delivery of data.
4.2.1
Concepts of database design and strategies to fit business or industry requirements
4.2.2
Differentiate between databases and flat files
4.2.3
Differentiate between hierarchal and relational databases
4.2.4
Understand metrics used to characterize data and different kinds of data
Understand large, unstructured data sets that have to be managed in new ways to find value (“Big
4.2.5
Data”)
4.2.6
Understand purpose and process of coding and tagging information
4.2.7
Role and relationships of data, information, and databases in business intelligence
4.2.8
Understand how other applications interact with databases to create and retrieve data
4.3
Fundamentals of Networking and Telecommunication

Code

4.3.1
4.3.2
4.3.3
4.3.4
4.3.5
4.3.6
4.3.7
4.4
4.4.1
4.4.2
4.4.3
4.4.4
4.4.5
4.5
4.5.1
4.5.2
4.5.3
4.5.4
4.5.5
4.5.6
4.5.7
4.6
4.6.1
4.6.2
4.6.3
4.6.4
4.6.5
4.6.6
4.6.7
4.7
4.7.1
4.7.2
4.7.3
4.7.4
4.7.5
4.7.6
4.7.7

Alabama Competency Model Computer Network Support Specialists
Differences in Local Area Networks (LAN), Wide Area Networks (WAN), Virtual Private Networks (VPN),
Internet, etc
Describe common network topologies
Differentiate between common networking protocols
Explain the purpose and properties of IP addressing
Explain the purpose and properties of routing and switching
Key tasks performed during the maintenance, administration, and securing of Local Area Networks
Identify common network infrastructure troubleshooting techniques
Network Security
Recognize threats to networked computer systems, including malware
Purpose and features of a firewall, Intrusion Detection System (IDS), and Intrusion Protection System
(IPS)
Recognize methods of network access security
Explain the importance of user authentication and recognize examples
Describe malware protection procedures
Software Acquisition, Management and Maintenance
Familiarity with common operating systems, e.g., Windows, Mac, Linux, Unix, iOS, Android
Familiarity with accessibility features of all common operating systems
Familiarity with common enterprise software applications
Understand and be able to evaluate systems requirements for software
Differences between enterprise hosted and outsourced software solutions, e.g., cloud
Understand common software purchasing, licensing, and maintenance agreements
Security risks and accessibility implications inherent in updating or modifying software
User and Customer Support: The range of services providing assistance and technical support to help
users implement and solve problems related to information technology.
Understanding different user groups and their perspectives, concerns, and technology uses
Communicate with customers to assess their needs and help them solve problems
Demonstrate ability to troubleshoot problems in person or remotely
Analyze symptoms to identify broad area of user error or technical failure
Identify measurement techniques for increased productivity
Identifying and classifying incident types and service interruptions
Good documentation and recordkeeping in customer service operations
Security and Information Assurance Fundamentals
Explain the concepts of Governance, Risk and Compliance (GRC)
Need for organization security program and importance of organizational security policies
Ensuring accurate data and keeping information systems available to authorized uses
Explain concepts of Confidentiality, Integrity, and Availability (CIA)
Legal and regulatory requirements and justifications for maintaining information security
Protecting information systems from accidental disclosure, destruction, unauthorized access, and
inappropriate use
Describe methods for secure use of social media

Code

Alabama Competency Model Computer Network Support Specialists

4.7.8
Explain the use and importance of security awareness programs
4.7.9
Explain importance of configuration management to security operations
4.7.10
Understand the need for separation of duties and other business controls
4.7.11
Understand the need for controls and privileges based on an individual’s job duties
5
Tier 5: Career Pathway Technical Competencies
Security
5.1
Identify and resolve potential security issues
5.1.1
Implement and communicate security standards and practices
5.1.2
Implement security measures that minimize unauthorized access and address security tradeoffs and
5.1.3
risks
Notify users about changes in security access in accordance with company procedures
5.1.4
Identify security breaches, report to personnel or agency, and effectively mitigate
5.1.5
Develop, implement and maintain continuous improvement plans for physical security
5.1.6
Present IT physical and systems security information to diverse stakeholders
5.1.7
Critically investigate various security tools
5.1.8
Gather data on the performance and effectiveness of security plans and operations
5.1.9
Analyze and recommend changes in security policies and practices
5.1.10
Security-related ethical and societal norms and expectations
5.1.11
Testing
5.2
Automate test scenarios where feasible
5.2.1
Identify testing resources and establish a schedule for testing
5.2.2
Ensure testing complies with System Development Life Cycle
5.2.3
Distinguish edges and critical points in test domain
5.2.4
Perform integration testing and volume testing when appropriate
5.2.5
Develop and test alternative solutions (fix the fix)
5.2.6
Documentation
5.3
Document Security Requirements and Specifications
5.3.1
Document procedures for updates and upgrades in maintenance plan
5.3.2
Document Testing Plan
5.3.3
Document testing results and communicate appropriately
5.3.4
Document on-site and off-site storage requirements per Backup and Recovery Plan
5.3.5
Document recommendations for system modification
5.3.6
Interpret information, prepare basic summaries/reports and select method of communication
5.3.7
Document findings in detailed supporting documents
5.3.8
Document usage and report trends
5.3.9
Emerging Technology
5.4
Relevant resources regarding emerging IT tools and technologies
5.4.1
Stay current on cutting edge tools and technologies
5.4.2
Monitor and interpret trends in technology and industry
5.4.3
Adapt principles to new applications
5.4.4

Code

5.4.5
5.4.6
5.5
5.5.1
5.5.2
5.5.3
5.5.4
5.5.5
5.5.6
5.5.7
6
6.1
6.1.1
6.1.2
6.1.3
6.1.4
6.1.5
6.2
6.2.1
6.2.2
6.2.3
6.2.4
6.2.5
6.2.6
6.3
6.3.1
6.3.2
6.3.3
6.4
6.4.1
6.4.2
6.4.3
6.4.4
6.5
6.5.1
6.5.2
6.5.3
6.5.4

Alabama Competency Model Computer Network Support Specialists
New technologies and standards are communicated to appropriate personnel effectively in a timely
manner
Fundamental communication system hardware, including end user devices
Training
Develop task-specific training materials to meet user specifications
Help others learn and apply concepts
Present complex ideas/ information and analyze responses
Identify training needs and conduct task-specific training
Industry and enterprise IT workforce development trends and needs
Organize and present technical information to nontechnical users and analyze group/individual
response
Present technical information clearly

Tier 6: Occupation Specific Technical Competencies

Configuration
Plan and document system configuration
Implement new system configuration using standard roll-out practices and recovery procedures
Load and configure software with minimum disruption to process flow
Perform data conversion and address compatibility issues in a timely manner
Standardize software and hardware configurations
Monitoring & Management
Analyze system performance to baseline
Collect and document systematic ongoing measurement data
Identify deviations for corrective measures
Monitor and report component, security and connectivity problems
Perform functional verifications and system audits
Make recommendations for system improvement
Manage Network
Manage Inventory to include identification, tagging, and location information
Monitor and report component and connectivity problems
Monitor web server, computer and telecommunication systems
Perform System Diagnostics
Knowledge of diagnostic procedures and processes
Ability to use hardware and software diagnostic tools
Knowledge of operating environments and networks
Knowledge of available resources and troubleshooting methodologies
Implement Preventive Maintenance
Knowledge of company practices for maintenance
Knowledge of practices of internal, external and global customers
Implement plan with appropriate level of detail
Document plan

Code

6.5.5
6.6
6.6.1
6.6.2
6.6.3
6.6.4
6.6.5
7
7.1
8
8.1

Alabama Competency Model Computer Network Support Specialists
Communicate plan effectively to internal and external customers and appropriate personnel in a timely
manner
Optimize System Performance
Hardware and software interaction and compatibility
Ability to detect and resolve hardware and software conflicts
Identify operational and performance issues
Generate and apply system and network performance data
Configuration documentation and control

Tier 7: Occupation Specific Requirements
Associate's degree

Tier 8: Management Competencies

Team Management: Includes competencies required to manage and lead team members effectively. Not only
should IT managers lead their team but they also need to motivate project team members.

8.1.1
Motivate team members
8.1.2
Employer future leaders (mentoring / coaching)
8.1.3
Celebrating accomplishments
8.1.4
Collaboration
8.1.5
Ability to bridge diverse teams
8.1.6
Virtual team skills
8.1.7
Leadership
8.1.8
Create an effective environment
8.1.9
Share information and credit
8.1.10
Protect the team
8.1.11
Provide feedback
8.1.12
Give autonomy to team members
8.2
Business Domain Knowledge: Competencies needed to work effectively with business partners.
8.2.1
Understand the business domain
8.2.2
Identify stakeholders
8.2.3
Involve end-users
8.2.4
Business knowledge
8.2.5
Document processes
8.2.6
Strategic thinking
8.2.7
Vision-oriented / articulate the business problem
8.2.8
Cultural fit
People Skills: Build and maintain good relationships with the individuals involved in the project. Building good
8.3
8.3.1
8.3.2
8.3.3
8.3.4
8.3.5

relationships is crucial to avoid political and relational obstacles

Conflict management
Negotiation
Relationahip building
Understanding the psychology of people
Charisma

Code
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8.3.6
Political awareness / agility / tact
8.3.7
Compromise
8.4
Project Management: Necessary to ensure that the project is well managed
8.4.1
Scope management
8.4.2
Project planning
8.4.3
Time management
8.4.4
Resource utilization
8.4.5
Closing project
8.4.6
Project management tool skills
8.4.7
Project chartering
8.4.8
Cost management
8.4.9
Risk management
8.4.10
Alignment
Resolve: Able to identify, analyze and solve problems that occur during the project
8.5
8.5.1
Analytical skills
8.5.2
Research skills
8.5.3
Creativity / innovation / resourcefulness
8.5.4
Decision making ability
8.5.5
Credibility
8.6
Commitment to Quality: Values and characteristics that express his/her commitment and integrity
8.6.1
Commitment
8.6.2
Focus on quality
8.6.3
Ownership of tasks
8.6.4
Not compromising on the facts
8.6.5
Participate and contribute fully
8.6.6
Results-oriented
8.6.7
Lifelong learning
8.6.8
Experience

INFORMATION TECHNOLOGY

Information Security Analysts
ACCCP

Network Systems

Code

Alabama Competency Model Information Security Analysts

1
Tier 1: Personal Effectiveness Competencies
1.1
Interpersonal Skills: Displaying the skills to work effectively with others from diverse backgrounds.
1.1.1
Demonstrating sensitivity/empathy
1.1.1.1
Show sincere interest in others and their concerns.
1.1.1.2
Demonstrate sensitivity to the needs and feelings of others.
1.1.1.3
Look for ways to help people and deliver assistance.
1.1.2
Demonstrating insight into behavior
Recognize and accurately interpret the communications of others as expressed through various
1.1.2.1
formats (e.g., writing, speech, American Sign Language, computers, etc.).
1.1.2.2
Recognize when relationships with others are strained.
1.1.2.3
Show understanding of others’ behaviors and motives by demonstrating appropriate responses.
1.1.2.4
Demonstrate flexibility for change based on the ideas and actions of others.
1.1.3
Maintaining open relationships
1.1.3.1
Maintain open lines of communication with others.
1.1.3.2
Encourage others to share problems and successes.
1.1.3.3
Establish a high degree of trust and credibility with others.
1.1.4
Respecting diversity
1.1.4.1
Demonstrate respect for coworkers, colleagues, and customers.
Interact respectfully and cooperatively with others who are of a different race, culture, or age, or
1.1.4.2
have different abilities, gender, or sexual orientation.
Demonstrate sensitivity, flexibility, and open-mindedness when dealing with different values,
1.1.4.3
beliefs, perspectives, customs, or opinions.
1.1.4.4
Value an environment that supports and accommodates a diversity of people and ideas.
1.2
Integrity: Displaying strong moral principles and work ethic.
1.2.1
Behaving ethically
1.2.1.1
Abide by a strict code of ethics and behavior, even in the face of opposition.
1.2.1.2
Encourage others to behave ethically
1.2.1.3
Understand that behaving ethically goes beyond what the law requires.
1.2.1.4
Use company time and property responsibly.
Perform work-related duties according to laws, regulations, contract provisions, and company
1.2.1.5
policies.
1.2.2
Acting fairly
1.2.2.1
Treat others with honesty, fairness, and respect.
1.2.2.2
Make decisions that are objective and reflect the just treatment of others.
1.2.3
Taking responsibility
1.2.3.1
Take responsibility for accomplishing work goals within accepted timeframes.
Accept responsibility for one’s decisions and actions and for those of one’s group, team, or
1.2.3.2
department.
1.3
Professionalism: Maintaining a professional presence.
1.3.1
Demonstrating self-control
1.3.1.1
Maintain composure and keep emotions in check.

Code

1.3.1.2
1.3.1.3
1.3.2
1.3.2.1
1.3.2.2
1.3.2.3
1.3.3
1.3.3.1
1.3.3.2
1.3.4
1.3.4.1
1.3.4.2
1.3.4.3
1.4
1.4.1
1.4.1.1
1.4.1.2
1.4.2
1.4.2.1
1.4.2.2
1.4.2.3
1.4.3
1.4.3.1
1.4.3.2
1.4.3.3
1.4.4
1.4.4.1
1.4.4.2
1.4.4.3
1.4.4.4
1.4.5
1.4.5.1
1.4.5.2
1.5
1.5.1
1.5.1.1
1.5.1.2
1.5.1.3
1.5.2

Alabama Competency Model Information Security Analysts
Deal calmly and effectively with stressful or difficult situations.
Accept criticism tactfully and attempt to learn from it.
Professional appearance
Maintain a professional demeanor.
Dress appropriately for occupational and worksite requirements.
Maintain appropriate personal hygiene.
Social responsibility
Refrain from lifestyle choices which negatively impact the workplace and individual performance.
Remain free from substance abuse.
Maintaining a positive attitude
Project a professional image of oneself and the organization.
Demonstrate a positive attitude towards work.
Take pride in one’s work and the work of the organization.
Initiative: Demonstrating a commitment to effective job performance by taking action on one’s own and
following through to get the job done.
Persisting
Pursue work with drive and a strong accomplishment orientation.
Persist to accomplish a task despite difficult conditions, tight deadlines, or obstacles and setbacks.
Taking initiative
Go beyond the routine demands of the job to increase its variety and scope.
Provide suggestions and/or take actions that result in improved work processes, communications, or
task performance.
Take initiative to seek out new work challenges, influence events, or originate action.
Setting challenging goals
Establish and maintain personally challenging but realistic work goals.
Exert effort toward task mastery.
Bring issues to closure by pushing forward until a resolution is achieved.
Working independently
Develop own ways of working effectively and efficiently.
Perform effectively even with minimal direction, support, or approval.
Set own schedule to maximize productivity.
Take responsibility for completing one’s own work assignments.
Achievement motivation
Strive to exceed standards and expectations.
Exhibit confidence in capabilities and an expectation to succeed in future activities.
Dependability and Reliability: Displaying responsible behaviors at work.
Fulfilling obligations
Behave consistently and predictably.
Is reliable, responsible, and dependable in fulfilling obligations.
Diligently follow through on commitments and consistently complete assignments by deadlines.
Attendance and punctuality

Code

1.5.2.1
1.5.2.2
1.5.2.3
1.5.3
1.5.3.1
1.5.3.2
1.5.4
1.5.4.1
1.5.4.2
1.5.4.3
1.6
1.6.1
1.6.1.1
1.6.1.2
1.6.1.3
1.6.2
1.6.2.1
1.6.2.2
1.6.2.3
1.7
1.7.1
1.7.1.1
1.7.1.2
1.7.1.3
1.7.1.4
1.7.2
1.7.2.1
1.7.2.2
1.7.2.3
1.7.3
1.7.3.1
1.7.3.2
1.7.4
1.7.4.1

Alabama Competency Model Information Security Analysts
Come to work on time and as scheduled.
Arrive on time for meetings or appointments.
Dial in to phone calls and web conferences on time.
Attending to details
Diligently check work to ensure that all essential details have been considered.
Notice errors or inconsistencies and take prompt, thorough action to correct them.
Following directions
Follow directions as communicated in a variety of ways such as writing, speech, American Sign
Language, computers, or other formats.
Comply with organizational rules, policies, and procedures.
Ask appropriate questions to clarify any instructional ambiguities.
Adaptability and Flexibility: Displaying the capability to adapt to new, different, or changing
requirements.
Entertaining new ideas
Is open to considering new ways of doing things.
Actively seek out and carefully consider the merits of new approaches to work.
Embrace new approaches when appropriate and discard approaches that are no longer working.
Dealing with change
Take proper and effective action when necessary without having all the necessary facts in hand.
Easily adapt plans, goals, actions, or priorities in response to unpredictable or unexpected events,
pressures, situations, and job demands.
Effortlessly shift gears and change direction when working on multiple projects or issues.
Lifelong Learning: Demonstrating a commitment to self-development and improvement of knowledge
Demonstrating an interest in learning
Take actions showing an interest in personal and professional lifelong learning and development.
Seek feedback from multiple sources about how to improve and develop.
Modify behavior based on feedback or self-analysis of past mistakes.
Learn and accept help from supervisors and co-workers.
Participating in learning activities
Identify when it is necessary to acquire new knowledge and skills.
Take steps to develop and maintain knowledge, skills, and expertise necessary to perform one’s role
successfully by participating in relevant training and professional development programs.
Actively pursue opportunities to broaden knowledge and skills through seminars, conferences,
professional groups, reading publications, job shadowing, and/or continuing education.
Using change as a learning opportunity
Anticipate changes in work demands and search for and participate in assignments or training that
address these changing demands.
Treat unexpected circumstances as opportunities to learn.
Identifying career interests
Take charge of personal career development by identifying occupational interests, strengths,
options, and opportunities.

Code

1.7.4.2
1.7.5
1.7.5.1
1.7.5.2
2
2.1
2.1.1
2.1.1.1
2.1.1.2
2.1.1.3
2.1.2
2.1.2.1
2.1.2.2
2.1.2.3
2.1.2.4
2.1.3
2.1.3.1
2.1.3.2
2.1.3.3
2.1.3.4
2.1.3.5
2.1.4
2.1.4.1
2.1.4.2
2.1.4.3
2.2
2.2.1
2.2.1.1
2.2.1.2
2.2.1.3
2.2.1.4
2.2.1.5
2.2.1.6
2.2.2
2.2.2.1

Alabama Competency Model Information Security Analysts
Make insightful career planning decisions that integrate others’ feedback.
Integrating and applying learning
Integrate newly learned knowledge and skills with existing knowledge and skills.
Use newly learned knowledge and skills to complete tasks, particularly in new or unfamiliar
situations.

Tier 2: Academic Competencies

Reading: Understanding written sentences, paragraphs, and figures in work-related documents (with
accommodation if necessary).
Comprehension
Locate and understand written information in prose and in documents such as manuals, reports,
memos, letters, forms, graphs, charts, tables, calendars, schedules, signs, notices, applications,
contracts, regulations, and directions.
Understand the purpose of written materials.
Comprehend the author’s meaning and identify the main ideas expressed in the written material.
Attention to detail
Note details and facts.
Detect inconsistencies.
Identify implied meaning and details.
Recognize missing information.
Information analysis
Critically evaluate and analyze information in written materials.
Review written information for completeness and relevance.
Distinguish fact from opinion.
Identify trends.
Synthesize information from multiple written materials.
Information integration
Integrate what is learned from written materials with prior knowledge.
Use what is learned from written material to follow instructions and complete tasks.
Apply what is learned from written material to new situations.
Writing: Using standard (business) English to compile information and prepare written documents.
Organization and development
Create documents such as letters, directions, manuals, reports, graphs, spreadsheets, and flow
charts.
Communicate thoughts, ideas, information, messages, and other written information, which may
contain technical material, in a logical, organized, and coherent manner.
Present well-developed ideas supported by information and examples.
Proofread finished documents for errors.
Tailor content to appropriate audience and purpose.
Distribute written materials appropriately for intended audiences and purposes.
Mechanics
Use standard syntax and sentence structure.

Code

2.2.2.2
2.2.2.3
2.2.2.4
2.2.3
2.2.3.1
2.2.3.2
2.2.3.3
2.3
2.3.1
2.3.1.1
2.3.1.2
2.3.1.3
2.3.1.4
2.3.1.5
2.3.1.6
2.3.2
2.3.2.1
2.3.2.2
2.3.2.3
2.3.3
2.3.3.1
2.3.3.2
2.4
2.4.1
2.4.1.1
2.4.1.2
2.4.1.3
2.4.2
2.4.2.1
2.5
2.5.1
2.5.1.1
2.5.1.2
2.5.1.3
2.5.1.4

Alabama Competency Model Information Security Analysts
Use correct spelling, punctuation, and capitalization.
Use correct English grammar (e.g., correct tense, subject-verb agreement, no missing words).
Write legibly when using handwriting to communicate.
Tone
Use language appropriate for the target audience.
Use a tone and word choice appropriate for the industry and organization (e.g., writing is
professional and courteous).
Show insight, perception, and depth in writing.
Mathematics: Uses principles of mathematics to express ideas and solve problems.
Computation
Add, subtract, multiply, and divide with whole numbers, fractions, decimals, and percents.
Calculate averages, ratios, proportions, and rates.
Convert decimals to fractions and fractions to decimals.
Convert fractions to percents and percents to fractions.
Convert decimals to percents and percents to decimals.
Understand relationships between numbers and identify and understand patterns.
Measurement and estimation
Take measurements of time, temperature, distances, length, width, height, perimeter, area, volume,
weight, velocity, and speed.
Use and report measurements correctly.
Correctly convert from one measurement to another (e.g., from English to metric or International
System of Units (SI), or Fahrenheit to Celsius).
Application
Use appropriate mathematical formulas and techniques to solve problems.
Translate practical problems into useful mathematical expressions.
Science and Technology: Using scientific rules and methods to express ideas and solve problems.
Comprehension
Understand basic scientific principles and uses appropriate technology.
Understand the scientific method (i.e., identify problems, collect information, form opinions and
draw conclusions).
Understand overall intent and proper procedures for set-up and operation of equipment.
Application
Apply basic scientific principles and technology to complete tasks.
Communication: Listening, speaking, and signaling so others can understand (with accommodation if
Communicating
Express relevant information appropriately to individuals or groups taking into account the audience
and the nature of the information (e.g., technical or controversial).
Convey information clearly, correctly, and succinctly.
Use common English conventions including proper grammar, tone, and pace.
Effectively establish interpersonal contact with one or more individuals using eye contact, body
language and non-verbal expression as appropriate to the person’s culture.

Code

2.5.1.5
2.5.2
2.5.2.1
2.5.2.2
2.5.2.3
2.5.2.4
2.5.2.5
2.5.2.6
2.5.3
2.5.3.1
2.5.3.2
2.5.3.3
2.5.4
2.5.4.1
2.5.4.2
2.5.4.3
2.6
2.6.1
2.6.1.1
2.6.1.2
2.6.1.3
2.6.1.4
2.6.1.5
2.6.2
2.6.2.1
2.6.2.2
2.7
2.7.1
2.7.1.1
2.7.1.2

Alabama Competency Model Information Security Analysts
Ask questions or report problems or concerns to people in authority when information or
procedures are unclear or need improvement, or when feeling unsafe or threatened in the
workplace.
Receiving information
Attend to, understand, interpret, and respond to messages received in a variety of ways, including
hearing, American Sign Language, instant messaging, text-to-speech devices, and other methods.
Comprehend complex instructions.
Identify feelings and concerns communicated in various formats, such as writing, speech, American
Sign Language, computers, etc. and responds appropriately.
Consider others’ viewpoints and alter opinion when it is appropriate to do so.
Apply active interpersonal communication skills using reflection, restatement, questioning, and
clarification.
Effectively answer questions of others or communicate an inability to do so and suggest other
sources of answers.
Observing carefully
Notice nonverbal cues and respond appropriately.
Attend to visual sources of information (e.g., video).
Ascertain relevant visual information and use appropriately.
Persuasion/Influence
Influence others.
Persuasively present thoughts and ideas.
Gain commitment and ensure support for proposed ideas.
Critical and Analytical Thinking: Using logical thought processes to analyze information and draw
conclusions.
Reasoning
Possess sufficient inductive and deductive reasoning ability to perform job successfully.
Critically review, analyze, synthesize, compare, and interpret information.
Draw conclusions from relevant and/or missing information.
Understand the principles underlying the relationship among facts and apply this understanding
when solving problems.
Use logic and reasoning to identify strengths and weaknesses of alternative solutions or approaches
to a problem.
Mental agility
Identify connections between issues.
Quickly understand, orient to, and integrate new information.
Basic Computer Skills: Using information technology and related applications to convey and retrieve
information (with accommodation when necessary).
Computer basics
Understand the basic functions and terminology related to computer hardware, software,
information systems, and communication devices.
Use basic computer software, hardware, and communication devices to perform tasks.

Code

2.7.2
2.7.2.1
2.7.2.2
2.7.2.3
2.7.2.4
2.7.2.5
2.7.3
2.7.3.1
2.7.3.2
2.7.3.3
2.7.3.4
2.7.3.5
2.7.4
2.7.4.1
2.7.4.2
2.7.4.3
2.7.4.4

Alabama Competency Model Information Security Analysts
Using software
Use word processing software to compose, organize, edit, and print documents and other business
communications.
Use spreadsheet software to enter, manipulate, edit, and format text and numerical data.
Use presentation software to create, manipulate, edit, and present digital representations of
information to an audience.
Use database software to manage data.
Create and maintain a well-organized electronic file storage system.
Using the Internet and email
Use the Internet to search for online information and interact with Web sites.
Use the Internet and web-based tools to manage basic workplace tasks (e.g., calendar management,
contacts management, and timekeeping).
Use electronic mail to communicate in the workplace.
Understand the different types of social media and their appropriate workplace and non-workplace
uses, and the impact that various social media activities can have on one’s personal and professional
Employ collaborative/groupware applications to facilitate group work.
Ensuring computer security
Understand and comply with the organization’s privacy policy and information security guidelines.
Defend against potential abuses of private information.
Recognize and respond appropriately to suspicious vulnerabilities and threats.
Use the most recent security software, web browser, and operating system to protect against online
threats.
Utilize strong passwords, passphrases, and basic encryption.
Recognize secure Web addresses.

2.7.4.5
2.7.4.6
3
Tier 3: Workplace Competencies
3.1
Teamwork: Working cooperatively with others to complete work assignments.
3.1.1
Identifying team membership and role
3.1.1.1
Serve as a leader or a follower, depending on what is needed to achieve the team’s goals and
3.1.1.2
Identify and draw upon team members’ strengths and weaknesses to achieve results.
3.1.1.3
Instruct others in learning new skills and learn from other team members.
3.1.1.4
Assist others who have less experience or have heavy workloads.
3.1.1.5
Encourage others to express their ideas and opinions.
3.1.2
Establishing productive relationships
3.1.2.1
Develop constructive and cooperative working relationships with others.
3.1.2.2
Exhibit tact and diplomacy and strive to build consensus.
Deliver constructive criticism and voice objections to others’ ideas and opinions in a supportive, non3.1.2.3
accusatory manner.
3.1.2.4
Respond appropriately to positive and negative feedback.
Effectively communicate with all members of the group or team to achieve team goals and
3.1.2.5
objectives.
3.1.3
Meeting team objectives
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3.1.3.2
3.1.3.3
3.1.3.4
3.1.4
3.1.4.1
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3.2
3.2.1
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3.2.3.3
3.2.4
3.2.4.1
3.2.4.2
3.2.4.3
3.2.4.4
3.3
3.3.1
3.3.1.1
3.3.1.2
3.3.1.3
3.3.1.4
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Work as part of a team, contributing to the group’s effort to achieve goals.
Identify and commit to the goals, norms, values, and customs of the team.
Choose behaviors and actions that best support the team and accomplishment of work tasks.
Use a group approach to identify problems and develop solutions based on group consensus.
Resolving conflicts
Bring others together to reconcile differences.
Handle conflicts maturely by exercising “give and take” to achieve positive results for all parties.
Reach formal or informal agreements that promote mutual goals and interests, and obtain
commitment to those agreements from individuals or groups.
Customer Focus: Efficiently and effectively addressing the needs of clients/customers.
Understanding customer needs
Identify internal and external customers.
Attend to what customers are saying and ask questions to identify customer needs, interests, and
goals.
Anticipate the future needs of the customer.
Providing personalized service
Provide prompt, efficient, and personalized assistance to meet the requirements, requests, and
concerns of customers.
Provide thorough, accurate information to answer customers’ questions and inform them of
commitment times or performance guarantees.
Address customer comments, questions, concerns, and objections with direct, accurate, and timely
responses.
Identify and propose appropriate solutions and/or services.
Establish boundaries as appropriate for unreasonable customer demands.
Communicate in the medium desired by the customer.
Acting professionally
Is pleasant, courteous, and professional when dealing with internal or external customers.
Develop constructive and cooperative working relationships with customers.
Is calm and empathetic when dealing with hostile customers.
Keeping customers informed
Follow up with customers following provision of service.
Keep customers up to date about decisions that affect them.
Seek the comments, criticisms, and involvement of customers.
Adjust services based on customer feedback.
Planning and Organizing: Planning and prioritizing work to manage time effectively and accomplish
assigned tasks.
Planning
Approach work in a methodical manner.
Plan and schedule tasks so that work is completed on time.
Keep track of details to ensure work is performed accurately and completely.
Anticipate obstacles to project completion and develop contingency plans to address them.

Code

3.3.1.5
3.3.2
3.3.2.1
3.3.2.2
3.3.3
3.3.3.1
3.3.3.2
3.3.3.3
3.3.3.4
3.3.3.5
3.3.3.6
3.3.3.7
3.4
3.4.1
3.4.1.1
3.4.1.2
3.4.2
3.4.2.1
3.4.2.2
3.4.2.3
3.4.2.4
3.4.3
3.4.3.1
3.4.3.2
3.4.3.3
3.5
3.5.1
3.5.1.1
3.5.1.2
3.5.1.3
3.5.1.4
3.5.1.5
3.5.2
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Find new ways of organizing work area or planning work to accomplish work more efficiently.
Prioritizing
Prioritize multiple competing tasks.
Perform tasks correctly, quickly, and efficiently according to their relative urgency and importance.
Managing projects
Estimate personnel and other resources needed for project completion (e.g., financial material or
equipment).
Manage activities to meet plans, allocating time and resources effectively.
Keep track of and document plans, assignments, changes, and deliverables.
Plan for dependencies of one task on another.
Coordinate efforts with all affected parties, keeping them informed of progress and all relevant
changes to project timelines.
Take necessary corrective action when projects go off track.
Assure job accommodations are made for personnel who need or request them.
Creative Thinking: Generating innovative and creative solutions.
Employing unique analyses
Use original analyses and generate new, innovative ideas in complex areas.
Develop innovative methods of obtaining or using resources when insufficient resources are
available.
Generating innovative solutions
Integrate seemingly unrelated information to develop creative processes or solutions.
Reframe problems in a different light to find fresh approaches.
Entertain wide-ranging possibilities and perspectives to develop new solutions.
Find new ways to add value to the efforts of a team and organization.
Seeing the big picture
Understand the pieces of a system as a whole and appreciate the consequences of actions on other
parts of the system.
Monitor patterns and trends to see a bigger picture.
Modify or design systems to improve performance.
Problem Solving and Decision-Making: Generating, evaluating, and implementing solutions to problems.
Identifying the problem
Anticipate or recognize the existence of a problem or objection.
Identify the true nature of the problem and define critical issues.
Evaluate the importance and criticality of the problem.
Use all available reference systems to locate and obtain information relevant to understanding the
problem.
Recall previously learned information that is relevant to the problem.
Locating, gathering, and organizing relevant information
Effectively use both internal resources (e.g., internal computer networks, company filing systems)
and external resources (e.g., internet search engines) to locate and gather information relevant to
solving the problem.
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Examine information obtained for relevance and completeness.
Recognize important gaps in existing information and take steps to eliminate those gaps.
Organize/reorganize information as appropriate to gain a better understanding of the problem.
Generating alternatives
Integrate previously learned and externally obtained information to generate a variety of highquality alternative approaches to the problem.
Skillfully use logic and analysis to identify the strengths and weaknesses, the costs and benefits, and
the short- and long-term consequences of different solutions or approaches.
Choosing a solution
Decisively choose the best solution after evaluating the relative merits of each possible option.
Make difficult decisions even in highly ambiguous or ill-defined situations.
Implementing the solution
Commit to a solution in a timely manner.
Develop a realistic approach for implementing the chosen solution.
Document the problem and corrective actions taken and their outcomes and communicate these to
the appropriate parties.
Observe and evaluate the outcomes of implementing the solution to assess the need for alternative
approaches and to identify lessons learned.
Working with Tools and Technology: Selecting, using, and maintaining tools and technology to facilitate
work activity (with accommodation, when necessary).
Using tools
Operate tools, technology, and equipment in accordance with established operating procedures and
safety standards.
Demonstrate appropriate use of tools and technology to complete work functions.
Selecting tools
Select and apply appropriate tools or technological solutions to the problem at hand.
Keeping current on tools and technology
Demonstrate an interest in learning about new and emerging tools and technologies.
Demonstrate information literacy.
Adapt quickly to changes in process or technology.
Seek out opportunities to improve knowledge of tools and technologies that may assist in
streamlining work and improving productivity.
Troubleshooting and maintenance
Learn how to maintain and troubleshoot tools and technologies.
Perform routine maintenance on tools, technology, and equipment.
Determine causes of errors and take the appropriate corrective action.
Develop alternatives to complete a task if desired tool or technology is not available.
Scheduling and Coordinating: Making arrangements that fulfill all requirements as efficiently and
economically as possible.
Arranging and informing
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Make arrangements (e.g. for meetings or travel) that fulfill all requirements as efficiently and
economically as possible.
Inform others of arrangements, giving them complete, accurate, and timely information.
Ensure that others receive needed materials in time.
Handle all aspects of arrangements thoroughly and completely.
Respond to the schedules of others affected by arrangements, resolve schedule conflicts or travel
issues, and take corrective action.
Coordinating in distributed environments
Coordinate schedules of colleagues, co-workers, and clients in regional locations. (i.e., across time
zones) to ensure that inconvenience is minimized and productivity is enhanced.
Leverage technology (e.g., internet, teleconference) to facilitate information sharing in distributed
work environments.
Take advantage of team member availability throughout business hours in multiple time zones to
enhance productivity.
Shiftwork
Effectively coordinate the transition of staff at the beginning and end of each work shift.
Disseminate crucial information in an organized manner to rapidly bring staff up to speed at the
start of their shifts.
Ensure that staff is updated on work completed on past shifts and work that still needs to be
completed.
Checking, Examining, and Recording: Entering, transcribing, recording, storing, or maintaining
information in written or electronic/digital format.
Detecting errors
Detect and correct errors or inconsistencies, even under time pressure.
Identify vague or ambiguous documentation.
Route errors to appropriate person to correct documentation.
Completing forms
Select and complete appropriate forms quickly and completely.
Forward or process forms in a timely and accurate manner.
Attend to and follow through on important items requiring action.
Expedite forms, orders, or advances that require immediate attention.
Obtaining information
Obtain appropriate information, signatures, and approvals promptly.
Verify that all information is present and accurate before forwarding materials.
Compile, categorize, and verify information or data.
Apply systematic techniques for observing and gathering data.
Maintaining logs, records, and files
Organize records and files to maintain data.
Keep logs, records, and files that are up-to-date and readily accessible (e.g., driver logs, flight
records, repair records).
Update logs, records, and files, noting important changes.
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3.8.4.4
File data and documentation in accordance with organization’s requirements.
3.9
Business Fundamentals: Using information on basic business principles, trends, and economics.
3.9.1
Situational awareness
3.9.1.1
Understand the mission, structure, and functions of the organization.
Recognize one’s role in the functioning of the organization and understand the potential impact
3.9.1.2
one’s own performance can have on the success of the organization.
3.9.1.3
Grasp the potential impact of the company’s well-being on employees.
3.9.2
Business ethics
3.9.2.1
Act in the best interest of the company, the community, and the environment.
Comply with applicable laws and rules governing work and report loss, waste, or theft of company
3.9.2.2
property to appropriate personnel.
3.9.3
Market knowledge
3.9.3.1
Understand market trends in the industry and the company’s position in the market.
Know who the company’s primary competitors are and stay current on organizational strategies to
3.9.3.2
maintain competitiveness.
3.9.3.3
Uphold the organization through building and maintaining customer relations.
Recognize major challenges faced by the organization and industry, and identify key strategies to
3.9.3.4
address challenges.
4
Tier 4: Ready to Work Cluster-Specific Competencies
4.1
Fundamental IT Concepts
4.1.1
Differentiate between information and data
4.1.2
Understand the role of number systems
4.1.3
Identify the elements of the system development life cycle
4.1.4
Role of technology in converting data and information into organizational knowledge
4.1.5
Concepts of server, desktop, application, and virtualization
4.1.6
Fundamental skills with operating systems, and software applications
4.1.7
Differentiate between systems software and application software
4.1.8
Identify and explain characteristics of the common types of application software
4.1.9
Understand the potential for integration of system and software components
Databases and Applications: The use of technology to control and safeguard the collection, organization,
4.2
structure, processing and delivery of data.
4.2.1
Concepts of database design and strategies to fit business or industry requirements
4.2.2
Differentiate between databases and flat files
4.2.3
Differentiate between hierarchal and relational databases
4.2.4
Understand metrics used to characterize data and different kinds of data
Understand large, unstructured data sets that have to be managed in new ways to find value (“Big
4.2.5
Data”)
4.2.6
Understand purpose and process of coding and tagging information
4.2.7
Role and relationships of data, information, and databases in business intelligence
4.2.8
Understand how other applications interact with databases to create and retrieve data
4.3
Fundamentals of Networking and Telecommunication
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Differences in Local Area Networks (LAN), Wide Area Networks (WAN), Virtual Private Networks (VPN),
Internet, etc
Describe common network topologies
Differentiate between common networking protocols
Explain the purpose and properties of IP addressing
Explain the purpose and properties of routing and switching
Key tasks performed during the maintenance, administration, and securing of Local Area Networks
Identify common network infrastructure troubleshooting techniques
Network Security
Recognize threats to networked computer systems, including malware
Purpose and features of a firewall, Intrusion Detection System (IDS), and Intrusion Protection System
(IPS)
Recognize methods of network access security
Explain the importance of user authentication and recognize examples
Describe malware protection procedures
Software Acquisition, Management and Maintenance
Familiarity with common operating systems, e.g., Windows, Mac, Linux, Unix, iOS, Android
Familiarity with accessibility features of all common operating systems
Familiarity with common enterprise software applications
Understand and be able to evaluate systems requirements for software
Differences between enterprise hosted and outsourced software solutions, e.g., cloud
Understand common software purchasing, licensing, and maintenance agreements
Security risks and accessibility implications inherent in updating or modifying software
User and Customer Support: The range of services providing assistance and technical support to help
users implement and solve problems related to information technology.
Understanding different user groups and their perspectives, concerns, and technology uses
Communicate with customers to assess their needs and help them solve problems
Demonstrate ability to troubleshoot problems in person or remotely
Analyze symptoms to identify broad area of user error or technical failure
Identify measurement techniques for increased productivity
Identifying and classifying incident types and service interruptions
Good documentation and recordkeeping in customer service operations
Security and Information Assurance Fundamentals
Explain the concepts of Governance, Risk and Compliance (GRC)
Need for organization security program and importance of organizational security policies
Ensuring accurate data and keeping information systems available to authorized uses
Explain concepts of Confidentiality, Integrity, and Availability (CIA)
Legal and regulatory requirements and justifications for maintaining information security
Protecting information systems from accidental disclosure, destruction, unauthorized access, and
inappropriate use
Describe methods for secure use of social media
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4.7.8
Explain the use and importance of security awareness programs
4.7.9
Explain importance of configuration management to security operations
4.7.10
Understand the need for separation of duties and other business controls
4.7.11
Understand the need for controls and privileges based on an individual’s job duties
5
Tier 5: Career Pathway Technical Competencies
Security
5.1
Identify and resolve potential security issues
5.1.1
Implement and communicate security standards and practices
5.1.2
Implement security measures that minimize unauthorized access and address security tradeoffs and
5.1.3
risks
Notify users about changes in security access in accordance with company procedures
5.1.4
Identify security breaches, report to personnel or agency, and effectively mitigate
5.1.5
Develop, implement and maintain continuous improvement plans for physical security
5.1.6
Present IT physical and systems security information to diverse stakeholders
5.1.7
Critically investigate various security tools
5.1.8
Gather data on the performance and effectiveness of security plans and operations
5.1.9
Analyze and recommend changes in security policies and practices
5.1.10
Security-related ethical and societal norms and expectations
5.1.11
Testing
5.2
Automate test scenarios where feasible
5.2.1
Identify testing resources and establish a schedule for testing
5.2.2
Ensure testing complies with System Development Life Cycle
5.2.3
Distinguish edges and critical points in test domain
5.2.4
Perform integration testing and volume testing when appropriate
5.2.5
Develop and test alternative solutions (fix the fix)
5.2.6
Documentation
5.3
Document Security Requirements and Specifications
5.3.1
Document procedures for updates and upgrades in maintenance plan
5.3.2
Document Testing Plan
5.3.3
Document testing results and communicate appropriately
5.3.4
Document on-site and off-site storage requirements per Backup and Recovery Plan
5.3.5
Document recommendations for system modification
5.3.6
Interpret information, prepare basic summaries/reports and select method of communication
5.3.7
Document findings in detailed supporting documents
5.3.8
Document usage and report trends
5.3.9
Emerging Technology
5.4
Relevant resources regarding emerging IT tools and technologies
5.4.1
Stay current on cutting edge tools and technologies
5.4.2
Monitor and interpret trends in technology and industry
5.4.3
Adapt principles to new applications
5.4.4
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New technologies and standards are communicated to appropriate personnel effectively in a timely
manner
Fundamental communication system hardware, including end user devices
Training
Develop task-specific training materials to meet user specifications
Help others learn and apply concepts
Present complex ideas/ information and analyze responses
Identify training needs and conduct task-specific training
Industry and enterprise IT workforce development trends and needs
Organize and present technical information to nontechnical users and analyze group/individual
response
Present technical information clearly

Tier 6: Occupation Specific Technical Competencies

Ensure Infrastructure & Network Security
Gather data and analyze security requirements
Benchmark infrastructure and network devices and software against known limitations and
vulnerabilities
Identify and resolve physical security issues
Develop contingency plans and disaster recovery plans
Implement/test contingency and backup plans with stakeholders
Implement & Enforce Security Requirements
Ability to apply systems performance and audit data for policy compliance
Ensure security policies and procedures provide for performance audits and effectiveness reviews
Data is continuously gathered on the performance and effectiveness of security plans and operations
Risk Management
Assess security risks using appropriate standards and practices
Perform cost / benefit ROI and technical evaluations
Conduct routine scans to expose need for changes to security practices and procedures
Virus Protection Procedures
Adhere to IT and OT supply chain security/risk management policies, requirements, and procedures
Administration & Maintenance
Set up and maintain user accounts
Develop maintenance and upgrade plans
Schedule and coordinate network maintenance
Apply maintenance, upgrades and process changes
Perform system backups
Assess and report problems
Manage Inventory
Incident Detection
Differentiate between attacks and normal user activity on a network
Demonstrate skill in identifying capturing, containing, and reporting malware
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Demonstrate familiarity with Intrusion Detection System (IDS) tools and applications
Identify virtual machine aware malware, debugger aware malware, and packing
Determine the risk, threat level, or business impact of a confirmed incident
Incident Response & Remediation
Business Continuity Plan Implementation
Describe enterprise incident response program, roles, and responsibilities, including first responders
Explain and justify each step that occurs during Business Continuity Planning implementation:
Criminal Law
Identify national and international laws, regulations, policies, and ethics as they relate to cybersecurity
Explain legal rules of electronic evidence and court procedure (e.g., admissibility), such as the Federal
Rules of Evidence
Recognize legal trends that will impact cyber activities
Crisis Communication
Identify relevant stakeholders that need to be contacted or that may have a vested interest or vital role
in communications about an organizational incident
Identify the appropriate communications protocols and channels (media and message) for each type of
stakeholder
Document communications produced during the incident
Forensics
Describe types of digital forensics data and how to recognize them
Recognize anti-forensics tactics, techniques, and procedures
Identify which system files (e.g., log files, registry files, configuration files) contain relevant information
and where to find those system files
Describe investigative implications of hardware, operating systems, and network technologies
Explain processes for seizing and preserving digital evidence (e.g., chain of custody)
Post Incident Activities and Analysis
Assign and label data / information according to the appropriate class or category of sensitivity
Make appropriate changes to system security to ensure that vulnerabilities leading to incident have
been addressed (e.g., change passwords)
Explain the importance of validating system security prior to resumption of core activities and functions

Tier 7: Occupation Specific Requirements
Bachelor's degree

Tier 8: Management Competencies

Team Management: Includes competencies required to manage and lead team members effectively. Not only
should IT managers lead their team but they also need to motivate project team members.

Motivate team members
Employer future leaders (mentoring / coaching)
Celebrating accomplishments
Collaboration
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8.1.5
Ability to bridge diverse teams
8.1.6
Virtual team skills
8.1.7
Leadership
8.1.8
Create an effective environment
8.1.9
Share information and credit
8.1.10
Protect the team
8.1.11
Provide feedback
8.1.12
Give autonomy to team members
8.2
Business Domain Knowledge: Competencies needed to work effectively with business partners.
8.2.1
Understand the business domain
8.2.2
Identify stakeholders
8.2.3
Involve end-users
8.2.4
Business knowledge
8.2.5
Document processes
8.2.6
Strategic thinking
8.2.7
Vision-oriented / articulate the business problem
8.2.8
Cultural fit
People Skills: Build and maintain good relationships with the individuals involved in the project. Building good
8.3
relationships is crucial to avoid political and relational obstacles

8.3.1
Conflict management
8.3.2
Negotiation
8.3.3
Relationahip building
8.3.4
Understanding the psychology of people
8.3.5
Charisma
8.3.6
Political awareness / agility / tact
8.3.7
Compromise
8.4
Project Management: Necessary to ensure that the project is well managed
8.4.1
Scope management
8.4.2
Project planning
8.4.3
Time management
8.4.4
Resource utilization
8.4.5
Closing project
8.4.6
Project management tool skills
8.4.7
Project chartering
8.4.8
Cost management
8.4.9
Risk management
8.4.10
Alignment
Resolve: Able to identify, analyze and solve problems that occur during the project
8.5
8.5.1
Analytical skills
8.5.2
Research skills
8.5.3
Creativity / innovation / resourcefulness
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Decision making ability
Credibility
Commitment to Quality: Values and characteristics that express his/her commitment and integrity
Commitment
Focus on quality
Ownership of tasks
Not compromising on the facts
Participate and contribute fully
Results-oriented
Lifelong learning
Experience

INFORMATION TECHNOLOGY

Database Administrator
ACCCP

Network Systems
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1
Tier 1: Personal Effectiveness Competencies
1.1
Interpersonal Skills: Displaying the skills to work effectively with others from diverse backgrounds.
1.1.1
Demonstrating sensitivity/empathy
1.1.1.1
Show sincere interest in others and their concerns.
1.1.1.2
Demonstrate sensitivity to the needs and feelings of others.
1.1.1.3
Look for ways to help people and deliver assistance.
1.1.2
Demonstrating insight into behavior
Recognize and accurately interpret the communications of others as expressed through various
1.1.2.1
formats (e.g., writing, speech, American Sign Language, computers, etc.).
1.1.2.2
Recognize when relationships with others are strained.
1.1.2.3
Show understanding of others’ behaviors and motives by demonstrating appropriate responses.
1.1.2.4
Demonstrate flexibility for change based on the ideas and actions of others.
1.1.3
Maintaining open relationships
1.1.3.1
Maintain open lines of communication with others.
1.1.3.2
Encourage others to share problems and successes.
1.1.3.3
Establish a high degree of trust and credibility with others.
1.1.4
Respecting diversity
1.1.4.1
Demonstrate respect for coworkers, colleagues, and customers.
Interact respectfully and cooperatively with others who are of a different race, culture, or age, or
1.1.4.2
have different abilities, gender, or sexual orientation.
Demonstrate sensitivity, flexibility, and open-mindedness when dealing with different values,
1.1.4.3
beliefs, perspectives, customs, or opinions.
1.1.4.4
Value an environment that supports and accommodates a diversity of people and ideas.
1.2
Integrity: Displaying strong moral principles and work ethic.
1.2.1
Behaving ethically
1.2.1.1
Abide by a strict code of ethics and behavior, even in the face of opposition.
1.2.1.2
Encourage others to behave ethically
1.2.1.3
Understand that behaving ethically goes beyond what the law requires.
1.2.1.4
Use company time and property responsibly.
Perform work-related duties according to laws, regulations, contract provisions, and company
1.2.1.5
policies.
1.2.2
Acting fairly
1.2.2.1
Treat others with honesty, fairness, and respect.
1.2.2.2
Make decisions that are objective and reflect the just treatment of others.
1.2.3
Taking responsibility
1.2.3.1
Take responsibility for accomplishing work goals within accepted timeframes.
Accept responsibility for one’s decisions and actions and for those of one’s group, team, or
1.2.3.2
department.
1.3
Professionalism: Maintaining a professional presence.
1.3.1
Demonstrating self-control
1.3.1.1
Maintain composure and keep emotions in check.
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Deal calmly and effectively with stressful or difficult situations.
Accept criticism tactfully and attempt to learn from it.
Professional appearance
Maintain a professional demeanor.
Dress appropriately for occupational and worksite requirements.
Maintain appropriate personal hygiene.
Social responsibility
Refrain from lifestyle choices which negatively impact the workplace and individual performance.
Remain free from substance abuse.
Maintaining a positive attitude
Project a professional image of oneself and the organization.
Demonstrate a positive attitude towards work.
Take pride in one’s work and the work of the organization.
Initiative: Demonstrating a commitment to effective job performance by taking action on one’s own and
following through to get the job done.
Persisting
Pursue work with drive and a strong accomplishment orientation.
Persist to accomplish a task despite difficult conditions, tight deadlines, or obstacles and setbacks.
Taking initiative
Go beyond the routine demands of the job to increase its variety and scope.
Provide suggestions and/or take actions that result in improved work processes, communications, or
task performance.
Take initiative to seek out new work challenges, influence events, or originate action.
Setting challenging goals
Establish and maintain personally challenging but realistic work goals.
Exert effort toward task mastery.
Bring issues to closure by pushing forward until a resolution is achieved.
Working independently
Develop own ways of working effectively and efficiently.
Perform effectively even with minimal direction, support, or approval.
Set own schedule to maximize productivity.
Take responsibility for completing one’s own work assignments.
Achievement motivation
Strive to exceed standards and expectations.
Exhibit confidence in capabilities and an expectation to succeed in future activities.
Dependability and Reliability: Displaying responsible behaviors at work.
Fulfilling obligations
Behave consistently and predictably.
Is reliable, responsible, and dependable in fulfilling obligations.
Diligently follow through on commitments and consistently complete assignments by deadlines.
Attendance and punctuality

Code

1.5.2.1
1.5.2.2
1.5.2.3
1.5.3
1.5.3.1
1.5.3.2
1.5.4
1.5.4.1
1.5.4.2
1.5.4.3
1.6
1.6.1
1.6.1.1
1.6.1.2
1.6.1.3
1.6.2
1.6.2.1
1.6.2.2
1.6.2.3
1.7
1.7.1
1.7.1.1
1.7.1.2
1.7.1.3
1.7.1.4
1.7.2
1.7.2.1
1.7.2.2
1.7.2.3
1.7.3
1.7.3.1
1.7.3.2
1.7.4
1.7.4.1

Alabama Competency Model Database Administrators
Come to work on time and as scheduled.
Arrive on time for meetings or appointments.
Dial in to phone calls and web conferences on time.
Attending to details
Diligently check work to ensure that all essential details have been considered.
Notice errors or inconsistencies and take prompt, thorough action to correct them.
Following directions
Follow directions as communicated in a variety of ways such as writing, speech, American Sign
Language, computers, or other formats.
Comply with organizational rules, policies, and procedures.
Ask appropriate questions to clarify any instructional ambiguities.
Adaptability and Flexibility: Displaying the capability to adapt to new, different, or changing
requirements.
Entertaining new ideas
Is open to considering new ways of doing things.
Actively seek out and carefully consider the merits of new approaches to work.
Embrace new approaches when appropriate and discard approaches that are no longer working.
Dealing with change
Take proper and effective action when necessary without having all the necessary facts in hand.
Easily adapt plans, goals, actions, or priorities in response to unpredictable or unexpected events,
pressures, situations, and job demands.
Effortlessly shift gears and change direction when working on multiple projects or issues.
Lifelong Learning: Demonstrating a commitment to self-development and improvement of knowledge
Demonstrating an interest in learning
Take actions showing an interest in personal and professional lifelong learning and development.
Seek feedback from multiple sources about how to improve and develop.
Modify behavior based on feedback or self-analysis of past mistakes.
Learn and accept help from supervisors and co-workers.
Participating in learning activities
Identify when it is necessary to acquire new knowledge and skills.
Take steps to develop and maintain knowledge, skills, and expertise necessary to perform one’s role
successfully by participating in relevant training and professional development programs.
Actively pursue opportunities to broaden knowledge and skills through seminars, conferences,
professional groups, reading publications, job shadowing, and/or continuing education.
Using change as a learning opportunity
Anticipate changes in work demands and search for and participate in assignments or training that
address these changing demands.
Treat unexpected circumstances as opportunities to learn.
Identifying career interests
Take charge of personal career development by identifying occupational interests, strengths,
options, and opportunities.

Code

1.7.4.2
1.7.5
1.7.5.1
1.7.5.2
2
2.1
2.1.1
2.1.1.1
2.1.1.2
2.1.1.3
2.1.2
2.1.2.1
2.1.2.2
2.1.2.3
2.1.2.4
2.1.3
2.1.3.1
2.1.3.2
2.1.3.3
2.1.3.4
2.1.3.5
2.1.4
2.1.4.1
2.1.4.2
2.1.4.3
2.2
2.2.1
2.2.1.1
2.2.1.2
2.2.1.3
2.2.1.4
2.2.1.5
2.2.1.6
2.2.2
2.2.2.1
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Make insightful career planning decisions that integrate others’ feedback.
Integrating and applying learning
Integrate newly learned knowledge and skills with existing knowledge and skills.
Use newly learned knowledge and skills to complete tasks, particularly in new or unfamiliar
situations.

Tier 2: Academic Competencies

Reading: Understanding written sentences, paragraphs, and figures in work-related documents (with
accommodation if necessary).
Comprehension
Locate and understand written information in prose and in documents such as manuals, reports,
memos, letters, forms, graphs, charts, tables, calendars, schedules, signs, notices, applications,
contracts, regulations, and directions.
Understand the purpose of written materials.
Comprehend the author’s meaning and identify the main ideas expressed in the written material.
Attention to detail
Note details and facts.
Detect inconsistencies.
Identify implied meaning and details.
Recognize missing information.
Information analysis
Critically evaluate and analyze information in written materials.
Review written information for completeness and relevance.
Distinguish fact from opinion.
Identify trends.
Synthesize information from multiple written materials.
Information integration
Integrate what is learned from written materials with prior knowledge.
Use what is learned from written material to follow instructions and complete tasks.
Apply what is learned from written material to new situations.
Writing: Using standard (business) English to compile information and prepare written documents.
Organization and development
Create documents such as letters, directions, manuals, reports, graphs, spreadsheets, and flow
charts.
Communicate thoughts, ideas, information, messages, and other written information, which may
contain technical material, in a logical, organized, and coherent manner.
Present well-developed ideas supported by information and examples.
Proofread finished documents for errors.
Tailor content to appropriate audience and purpose.
Distribute written materials appropriately for intended audiences and purposes.
Mechanics
Use standard syntax and sentence structure.

Code

2.2.2.2
2.2.2.3
2.2.2.4
2.2.3
2.2.3.1
2.2.3.2
2.2.3.3
2.3
2.3.1
2.3.1.1
2.3.1.2
2.3.1.3
2.3.1.4
2.3.1.5
2.3.1.6
2.3.2
2.3.2.1
2.3.2.2
2.3.2.3
2.3.3
2.3.3.1
2.3.3.2
2.4
2.4.1
2.4.1.1
2.4.1.2
2.4.1.3
2.4.2
2.4.2.1
2.5
2.5.1
2.5.1.1
2.5.1.2
2.5.1.3
2.5.1.4
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Use correct spelling, punctuation, and capitalization.
Use correct English grammar (e.g., correct tense, subject-verb agreement, no missing words).
Write legibly when using handwriting to communicate.
Tone
Use language appropriate for the target audience.
Use a tone and word choice appropriate for the industry and organization (e.g., writing is
professional and courteous).
Show insight, perception, and depth in writing.
Mathematics: Uses principles of mathematics to express ideas and solve problems.
Computation
Add, subtract, multiply, and divide with whole numbers, fractions, decimals, and percents.
Calculate averages, ratios, proportions, and rates.
Convert decimals to fractions and fractions to decimals.
Convert fractions to percents and percents to fractions.
Convert decimals to percents and percents to decimals.
Understand relationships between numbers and identify and understand patterns.
Measurement and estimation
Take measurements of time, temperature, distances, length, width, height, perimeter, area, volume,
weight, velocity, and speed.
Use and report measurements correctly.
Correctly convert from one measurement to another (e.g., from English to metric or International
System of Units (SI), or Fahrenheit to Celsius).
Application
Use appropriate mathematical formulas and techniques to solve problems.
Translate practical problems into useful mathematical expressions.
Science and Technology: Using scientific rules and methods to express ideas and solve problems.
Comprehension
Understand basic scientific principles and uses appropriate technology.
Understand the scientific method (i.e., identify problems, collect information, form opinions and
draw conclusions).
Understand overall intent and proper procedures for set-up and operation of equipment.
Application
Apply basic scientific principles and technology to complete tasks.
Communication: Listening, speaking, and signaling so others can understand (with accommodation if
Communicating
Express relevant information appropriately to individuals or groups taking into account the audience
and the nature of the information (e.g., technical or controversial).
Convey information clearly, correctly, and succinctly.
Use common English conventions including proper grammar, tone, and pace.
Effectively establish interpersonal contact with one or more individuals using eye contact, body
language and non-verbal expression as appropriate to the person’s culture.

Code

2.5.1.5
2.5.2
2.5.2.1
2.5.2.2
2.5.2.3
2.5.2.4
2.5.2.5
2.5.2.6
2.5.3
2.5.3.1
2.5.3.2
2.5.3.3
2.5.4
2.5.4.1
2.5.4.2
2.5.4.3
2.6
2.6.1
2.6.1.1
2.6.1.2
2.6.1.3
2.6.1.4
2.6.1.5
2.6.2
2.6.2.1
2.6.2.2
2.7
2.7.1
2.7.1.1
2.7.1.2
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Ask questions or report problems or concerns to people in authority when information or
procedures are unclear or need improvement, or when feeling unsafe or threatened in the
workplace.
Receiving information
Attend to, understand, interpret, and respond to messages received in a variety of ways, including
hearing, American Sign Language, instant messaging, text-to-speech devices, and other methods.
Comprehend complex instructions.
Identify feelings and concerns communicated in various formats, such as writing, speech, American
Sign Language, computers, etc. and responds appropriately.
Consider others’ viewpoints and alter opinion when it is appropriate to do so.
Apply active interpersonal communication skills using reflection, restatement, questioning, and
clarification.
Effectively answer questions of others or communicate an inability to do so and suggest other
sources of answers.
Observing carefully
Notice nonverbal cues and respond appropriately.
Attend to visual sources of information (e.g., video).
Ascertain relevant visual information and use appropriately.
Persuasion/Influence
Influence others.
Persuasively present thoughts and ideas.
Gain commitment and ensure support for proposed ideas.
Critical and Analytical Thinking: Using logical thought processes to analyze information and draw
conclusions.
Reasoning
Possess sufficient inductive and deductive reasoning ability to perform job successfully.
Critically review, analyze, synthesize, compare, and interpret information.
Draw conclusions from relevant and/or missing information.
Understand the principles underlying the relationship among facts and apply this understanding
when solving problems.
Use logic and reasoning to identify strengths and weaknesses of alternative solutions or approaches
to a problem.
Mental agility
Identify connections between issues.
Quickly understand, orient to, and integrate new information.
Basic Computer Skills: Using information technology and related applications to convey and retrieve
information (with accommodation when necessary).
Computer basics
Understand the basic functions and terminology related to computer hardware, software,
information systems, and communication devices.
Use basic computer software, hardware, and communication devices to perform tasks.

Code

2.7.2
2.7.2.1
2.7.2.2
2.7.2.3
2.7.2.4
2.7.2.5
2.7.3
2.7.3.1
2.7.3.2
2.7.3.3
2.7.3.4
2.7.3.5
2.7.4
2.7.4.1
2.7.4.2
2.7.4.3
2.7.4.4
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Using software
Use word processing software to compose, organize, edit, and print documents and other business
communications.
Use spreadsheet software to enter, manipulate, edit, and format text and numerical data.
Use presentation software to create, manipulate, edit, and present digital representations of
information to an audience.
Use database software to manage data.
Create and maintain a well-organized electronic file storage system.
Using the Internet and email
Use the Internet to search for online information and interact with Web sites.
Use the Internet and web-based tools to manage basic workplace tasks (e.g., calendar management,
contacts management, and timekeeping).
Use electronic mail to communicate in the workplace.
Understand the different types of social media and their appropriate workplace and non-workplace
uses, and the impact that various social media activities can have on one’s personal and professional
Employ collaborative/groupware applications to facilitate group work.
Ensuring computer security
Understand and comply with the organization’s privacy policy and information security guidelines.
Defend against potential abuses of private information.
Recognize and respond appropriately to suspicious vulnerabilities and threats.
Use the most recent security software, web browser, and operating system to protect against online
threats.
Utilize strong passwords, passphrases, and basic encryption.
Recognize secure Web addresses.

2.7.4.5
2.7.4.6
3
Tier 3: Workplace Competencies
3.1
Teamwork: Working cooperatively with others to complete work assignments.
3.1.1
Identifying team membership and role
3.1.1.1
Serve as a leader or a follower, depending on what is needed to achieve the team’s goals and
3.1.1.2
Identify and draw upon team members’ strengths and weaknesses to achieve results.
3.1.1.3
Instruct others in learning new skills and learn from other team members.
3.1.1.4
Assist others who have less experience or have heavy workloads.
3.1.1.5
Encourage others to express their ideas and opinions.
3.1.2
Establishing productive relationships
3.1.2.1
Develop constructive and cooperative working relationships with others.
3.1.2.2
Exhibit tact and diplomacy and strive to build consensus.
Deliver constructive criticism and voice objections to others’ ideas and opinions in a supportive, non3.1.2.3
accusatory manner.
3.1.2.4
Respond appropriately to positive and negative feedback.
Effectively communicate with all members of the group or team to achieve team goals and
3.1.2.5
objectives.
3.1.3
Meeting team objectives

Code

3.1.3.1
3.1.3.2
3.1.3.3
3.1.3.4
3.1.4
3.1.4.1
3.1.4.2
3.1.4.3
3.2
3.2.1
3.2.1.1
3.2.1.2
3.2.1.3
3.2.2
3.2.2.1
3.2.2.2
3.2.2.3
3.2.2.4
3.2.2.5
3.2.2.6
3.2.3
3.2.3.1
3.2.3.2
3.2.3.3
3.2.4
3.2.4.1
3.2.4.2
3.2.4.3
3.2.4.4
3.3
3.3.1
3.3.1.1
3.3.1.2
3.3.1.3
3.3.1.4
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Work as part of a team, contributing to the group’s effort to achieve goals.
Identify and commit to the goals, norms, values, and customs of the team.
Choose behaviors and actions that best support the team and accomplishment of work tasks.
Use a group approach to identify problems and develop solutions based on group consensus.
Resolving conflicts
Bring others together to reconcile differences.
Handle conflicts maturely by exercising “give and take” to achieve positive results for all parties.
Reach formal or informal agreements that promote mutual goals and interests, and obtain
commitment to those agreements from individuals or groups.
Customer Focus: Efficiently and effectively addressing the needs of clients/customers.
Understanding customer needs
Identify internal and external customers.
Attend to what customers are saying and ask questions to identify customer needs, interests, and
goals.
Anticipate the future needs of the customer.
Providing personalized service
Provide prompt, efficient, and personalized assistance to meet the requirements, requests, and
concerns of customers.
Provide thorough, accurate information to answer customers’ questions and inform them of
commitment times or performance guarantees.
Address customer comments, questions, concerns, and objections with direct, accurate, and timely
responses.
Identify and propose appropriate solutions and/or services.
Establish boundaries as appropriate for unreasonable customer demands.
Communicate in the medium desired by the customer.
Acting professionally
Is pleasant, courteous, and professional when dealing with internal or external customers.
Develop constructive and cooperative working relationships with customers.
Is calm and empathetic when dealing with hostile customers.
Keeping customers informed
Follow up with customers following provision of service.
Keep customers up to date about decisions that affect them.
Seek the comments, criticisms, and involvement of customers.
Adjust services based on customer feedback.
Planning and Organizing: Planning and prioritizing work to manage time effectively and accomplish
assigned tasks.
Planning
Approach work in a methodical manner.
Plan and schedule tasks so that work is completed on time.
Keep track of details to ensure work is performed accurately and completely.
Anticipate obstacles to project completion and develop contingency plans to address them.

Code

3.3.1.5
3.3.2
3.3.2.1
3.3.2.2
3.3.3
3.3.3.1
3.3.3.2
3.3.3.3
3.3.3.4
3.3.3.5
3.3.3.6
3.3.3.7
3.4
3.4.1
3.4.1.1
3.4.1.2
3.4.2
3.4.2.1
3.4.2.2
3.4.2.3
3.4.2.4
3.4.3
3.4.3.1
3.4.3.2
3.4.3.3
3.5
3.5.1
3.5.1.1
3.5.1.2
3.5.1.3
3.5.1.4
3.5.1.5
3.5.2
3.5.2.1
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Find new ways of organizing work area or planning work to accomplish work more efficiently.
Prioritizing
Prioritize multiple competing tasks.
Perform tasks correctly, quickly, and efficiently according to their relative urgency and importance.
Managing projects
Estimate personnel and other resources needed for project completion (e.g., financial material or
equipment).
Manage activities to meet plans, allocating time and resources effectively.
Keep track of and document plans, assignments, changes, and deliverables.
Plan for dependencies of one task on another.
Coordinate efforts with all affected parties, keeping them informed of progress and all relevant
changes to project timelines.
Take necessary corrective action when projects go off track.
Assure job accommodations are made for personnel who need or request them.
Creative Thinking: Generating innovative and creative solutions.
Employing unique analyses
Use original analyses and generate new, innovative ideas in complex areas.
Develop innovative methods of obtaining or using resources when insufficient resources are
available.
Generating innovative solutions
Integrate seemingly unrelated information to develop creative processes or solutions.
Reframe problems in a different light to find fresh approaches.
Entertain wide-ranging possibilities and perspectives to develop new solutions.
Find new ways to add value to the efforts of a team and organization.
Seeing the big picture
Understand the pieces of a system as a whole and appreciate the consequences of actions on other
parts of the system.
Monitor patterns and trends to see a bigger picture.
Modify or design systems to improve performance.
Problem Solving and Decision-Making: Generating, evaluating, and implementing solutions to problems.
Identifying the problem
Anticipate or recognize the existence of a problem or objection.
Identify the true nature of the problem and define critical issues.
Evaluate the importance and criticality of the problem.
Use all available reference systems to locate and obtain information relevant to understanding the
problem.
Recall previously learned information that is relevant to the problem.
Locating, gathering, and organizing relevant information
Effectively use both internal resources (e.g., internal computer networks, company filing systems)
and external resources (e.g., internet search engines) to locate and gather information relevant to
solving the problem.

Code

3.5.2.2
3.5.2.3
3.5.2.4
3.5.3
3.5.3.1
3.5.3.2
3.5.4
3.5.4.1
3.5.4.2
3.5.5
3.5.5.1
3.5.5.2
3.5.5.3
3.5.5.4
3.6
3.6.1
3.6.1.1
3.6.1.2
3.6.2
3.6.2.1
3.6.3
3.6.3.1
3.6.3.2
3.6.3.3
3.6.3.4
3.6.4
3.6.4.1
3.6.4.2
3.6.4.3
3.6.4.4
3.7
3.7.1
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Examine information obtained for relevance and completeness.
Recognize important gaps in existing information and take steps to eliminate those gaps.
Organize/reorganize information as appropriate to gain a better understanding of the problem.
Generating alternatives
Integrate previously learned and externally obtained information to generate a variety of highquality alternative approaches to the problem.
Skillfully use logic and analysis to identify the strengths and weaknesses, the costs and benefits, and
the short- and long-term consequences of different solutions or approaches.
Choosing a solution
Decisively choose the best solution after evaluating the relative merits of each possible option.
Make difficult decisions even in highly ambiguous or ill-defined situations.
Implementing the solution
Commit to a solution in a timely manner.
Develop a realistic approach for implementing the chosen solution.
Document the problem and corrective actions taken and their outcomes and communicate these to
the appropriate parties.
Observe and evaluate the outcomes of implementing the solution to assess the need for alternative
approaches and to identify lessons learned.
Working with Tools and Technology: Selecting, using, and maintaining tools and technology to facilitate
work activity (with accommodation, when necessary).
Using tools
Operate tools, technology, and equipment in accordance with established operating procedures and
safety standards.
Demonstrate appropriate use of tools and technology to complete work functions.
Selecting tools
Select and apply appropriate tools or technological solutions to the problem at hand.
Keeping current on tools and technology
Demonstrate an interest in learning about new and emerging tools and technologies.
Demonstrate information literacy.
Adapt quickly to changes in process or technology.
Seek out opportunities to improve knowledge of tools and technologies that may assist in
streamlining work and improving productivity.
Troubleshooting and maintenance
Learn how to maintain and troubleshoot tools and technologies.
Perform routine maintenance on tools, technology, and equipment.
Determine causes of errors and take the appropriate corrective action.
Develop alternatives to complete a task if desired tool or technology is not available.
Scheduling and Coordinating: Making arrangements that fulfill all requirements as efficiently and
economically as possible.
Arranging and informing

Code

3.7.1.1
3.7.1.2
3.7.1.3
3.7.1.4
3.7.1.5
3.7.2
3.7.2.1
3.7.2.2
3.7.2.3
3.7.3
3.7.3.1
3.7.3.2
3.7.3.3
3.8
3.8.1
3.8.1.1
3.8.1.2
3.8.1.3
3.8.2
3.8.2.1
3.8.2.2
3.8.2.3
3.8.2.4
3.8.3
3.8.3.1
3.8.3.2
3.8.3.3
3.8.3.4
3.8.4
3.8.4.1
3.8.4.2
3.8.4.3
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Make arrangements (e.g. for meetings or travel) that fulfill all requirements as efficiently and
economically as possible.
Inform others of arrangements, giving them complete, accurate, and timely information.
Ensure that others receive needed materials in time.
Handle all aspects of arrangements thoroughly and completely.
Respond to the schedules of others affected by arrangements, resolve schedule conflicts or travel
issues, and take corrective action.
Coordinating in distributed environments
Coordinate schedules of colleagues, co-workers, and clients in regional locations. (i.e., across time
zones) to ensure that inconvenience is minimized and productivity is enhanced.
Leverage technology (e.g., internet, teleconference) to facilitate information sharing in distributed
work environments.
Take advantage of team member availability throughout business hours in multiple time zones to
enhance productivity.
Shiftwork
Effectively coordinate the transition of staff at the beginning and end of each work shift.
Disseminate crucial information in an organized manner to rapidly bring staff up to speed at the
start of their shifts.
Ensure that staff is updated on work completed on past shifts and work that still needs to be
completed.
Checking, Examining, and Recording: Entering, transcribing, recording, storing, or maintaining
information in written or electronic/digital format.
Detecting errors
Detect and correct errors or inconsistencies, even under time pressure.
Identify vague or ambiguous documentation.
Route errors to appropriate person to correct documentation.
Completing forms
Select and complete appropriate forms quickly and completely.
Forward or process forms in a timely and accurate manner.
Attend to and follow through on important items requiring action.
Expedite forms, orders, or advances that require immediate attention.
Obtaining information
Obtain appropriate information, signatures, and approvals promptly.
Verify that all information is present and accurate before forwarding materials.
Compile, categorize, and verify information or data.
Apply systematic techniques for observing and gathering data.
Maintaining logs, records, and files
Organize records and files to maintain data.
Keep logs, records, and files that are up-to-date and readily accessible (e.g., driver logs, flight
records, repair records).
Update logs, records, and files, noting important changes.

Code
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3.8.4.4
File data and documentation in accordance with organization’s requirements.
3.9
Business Fundamentals: Using information on basic business principles, trends, and economics.
3.9.1
Situational awareness
3.9.1.1
Understand the mission, structure, and functions of the organization.
Recognize one’s role in the functioning of the organization and understand the potential impact
3.9.1.2
one’s own performance can have on the success of the organization.
3.9.1.3
Grasp the potential impact of the company’s well-being on employees.
3.9.2
Business ethics
3.9.2.1
Act in the best interest of the company, the community, and the environment.
Comply with applicable laws and rules governing work and report loss, waste, or theft of company
3.9.2.2
property to appropriate personnel.
3.9.3
Market knowledge
3.9.3.1
Understand market trends in the industry and the company’s position in the market.
Know who the company’s primary competitors are and stay current on organizational strategies to
3.9.3.2
maintain competitiveness.
3.9.3.3
Uphold the organization through building and maintaining customer relations.
Recognize major challenges faced by the organization and industry, and identify key strategies to
3.9.3.4
address challenges.
4
Tier 4: Ready to Work Cluster-Specific Competencies
4.1
Fundamental IT Concepts
4.1.1
Differentiate between information and data
4.1.2
Understand the role of number systems
4.1.3
Identify the elements of the system development life cycle
4.1.4
Role of technology in converting data and information into organizational knowledge
4.1.5
Concepts of server, desktop, application, and virtualization
4.1.6
Fundamental skills with operating systems, and software applications
4.1.7
Differentiate between systems software and application software
4.1.8
Identify and explain characteristics of the common types of application software
4.1.9
Understand the potential for integration of system and software components
Databases and Applications: The use of technology to control and safeguard the collection, organization,
4.2
structure, processing and delivery of data.
4.2.1
Concepts of database design and strategies to fit business or industry requirements
4.2.2
Differentiate between databases and flat files
4.2.3
Differentiate between hierarchal and relational databases
4.2.4
Understand metrics used to characterize data and different kinds of data
Understand large, unstructured data sets that have to be managed in new ways to find value (“Big
4.2.5
Data”)
4.2.6
Understand purpose and process of coding and tagging information
4.2.7
Role and relationships of data, information, and databases in business intelligence
4.2.8
Understand how other applications interact with databases to create and retrieve data
4.3
Fundamentals of Networking and Telecommunication

Code

4.3.1
4.3.2
4.3.3
4.3.4
4.3.5
4.3.6
4.3.7
4.4
4.4.1
4.4.2
4.4.3
4.4.4
4.4.5
4.5
4.5.1
4.5.2
4.5.3
4.5.4
4.5.5
4.5.6
4.5.7
4.6
4.6.1
4.6.2
4.6.3
4.6.4
4.6.5
4.6.6
4.6.7
4.7
4.7.1
4.7.2
4.7.3
4.7.4
4.7.5
4.7.6
4.7.7

Alabama Competency Model Database Administrators
Differences in Local Area Networks (LAN), Wide Area Networks (WAN), Virtual Private Networks (VPN),
Internet, etc
Describe common network topologies
Differentiate between common networking protocols
Explain the purpose and properties of IP addressing
Explain the purpose and properties of routing and switching
Key tasks performed during the maintenance, administration, and securing of Local Area Networks
Identify common network infrastructure troubleshooting techniques
Network Security
Recognize threats to networked computer systems, including malware
Purpose and features of a firewall, Intrusion Detection System (IDS), and Intrusion Protection System
(IPS)
Recognize methods of network access security
Explain the importance of user authentication and recognize examples
Describe malware protection procedures
Software Acquisition, Management and Maintenance
Familiarity with common operating systems, e.g., Windows, Mac, Linux, Unix, iOS, Android
Familiarity with accessibility features of all common operating systems
Familiarity with common enterprise software applications
Understand and be able to evaluate systems requirements for software
Differences between enterprise hosted and outsourced software solutions, e.g., cloud
Understand common software purchasing, licensing, and maintenance agreements
Security risks and accessibility implications inherent in updating or modifying software
User and Customer Support: The range of services providing assistance and technical support to help
users implement and solve problems related to information technology.
Understanding different user groups and their perspectives, concerns, and technology uses
Communicate with customers to assess their needs and help them solve problems
Demonstrate ability to troubleshoot problems in person or remotely
Analyze symptoms to identify broad area of user error or technical failure
Identify measurement techniques for increased productivity
Identifying and classifying incident types and service interruptions
Good documentation and recordkeeping in customer service operations
Security and Information Assurance Fundamentals
Explain the concepts of Governance, Risk and Compliance (GRC)
Need for organization security program and importance of organizational security policies
Ensuring accurate data and keeping information systems available to authorized uses
Explain concepts of Confidentiality, Integrity, and Availability (CIA)
Legal and regulatory requirements and justifications for maintaining information security
Protecting information systems from accidental disclosure, destruction, unauthorized access, and
inappropriate use
Describe methods for secure use of social media

Code
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4.7.8
Explain the use and importance of security awareness programs
4.7.9
Explain importance of configuration management to security operations
4.7.10
Understand the need for separation of duties and other business controls
4.7.11
Understand the need for controls and privileges based on an individual’s job duties
5
Tier 5: Career Pathway Technical Competencies
Security
5.1
Identify and resolve potential security issues
5.1.1
Implement and communicate security standards and practices
5.1.2
Implement security measures that minimize unauthorized access and address security tradeoffs and
5.1.3
risks
Notify users about changes in security access in accordance with company procedures
5.1.4
Identify security breaches, report to personnel or agency, and effectively mitigate
5.1.5
Develop, implement and maintain continuous improvement plans for physical security
5.1.6
Present IT physical and systems security information to diverse stakeholders
5.1.7
Critically investigate various security tools
5.1.8
Gather data on the performance and effectiveness of security plans and operations
5.1.9
Analyze and recommend changes in security policies and practices
5.1.10
Security-related ethical and societal norms and expectations
5.1.11
Testing
5.2
Automate test scenarios where feasible
5.2.1
Identify testing resources and establish a schedule for testing
5.2.2
Ensure testing complies with System Development Life Cycle
5.2.3
Distinguish edges and critical points in test domain
5.2.4
Perform integration testing and volume testing when appropriate
5.2.5
Develop and test alternative solutions (fix the fix)
5.2.6
Documentation
5.3
Document Security Requirements and Specifications
5.3.1
Document procedures for updates and upgrades in maintenance plan
5.3.2
Document Testing Plan
5.3.3
Document testing results and communicate appropriately
5.3.4
Document on-site and off-site storage requirements per Backup and Recovery Plan
5.3.5
Document recommendations for system modification
5.3.6
Interpret information, prepare basic summaries/reports and select method of communication
5.3.7
Document findings in detailed supporting documents
5.3.8
Document usage and report trends
5.3.9
Emerging Technology
5.4
Relevant resources regarding emerging IT tools and technologies
5.4.1
Stay current on cutting edge tools and technologies
5.4.2
Monitor and interpret trends in technology and industry
5.4.3
Adapt principles to new applications
5.4.4

Code

5.4.5
5.4.6
5.5
5.5.1
5.5.2
5.5.3
5.5.4
5.5.5
5.5.6
5.5.7
6
6.1
6.1.1
6.1.2
6.1.3
6.1.4
6.1.5
6.1.6
6.2
6.2.1
6.2.2
6.2.3
6.2.4
6.2.5
6.2.6
6.2.7
6.3
6.3.1
6.3.2
6.3.3
6.3.4
6.3.5
6.3.6
6.3.7
6.3.8
6.4
6.4.1
6.4.2

Alabama Competency Model Database Administrators
New technologies and standards are communicated to appropriate personnel effectively in a timely
manner
Fundamental communication system hardware, including end user devices
Training
Develop task-specific training materials to meet user specifications
Help others learn and apply concepts
Present complex ideas/ information and analyze responses
Identify training needs and conduct task-specific training
Industry and enterprise IT workforce development trends and needs
Organize and present technical information to nontechnical users and analyze group/individual
response
Present technical information clearly

Tier 6: Occupation Specific Technical Competencies

Analyze Requirements
Identify the business objectives and goals for the project with stakeholders
Complete the gathering of information necessary for the project accurately and free of conflicting
requirements
Present complete final set of requirements to stakeholders to attain approval
Analyze available options
Base decisions on technical and business information, resources and strategies
Review platforms and environments for options and recommendations
Design Database
Create and refine conceptual and logical data models
Construct logical model based on conceptual model
Determine high-level business rules for data model
Integrate data models to enterprise model
Validate conceptual and logical data models with clients
Determine target environment/platform
Design distributed model
Develop & Implement Database
Develop physical database characteristics
Identify access and concurrency requirements
Create database
Develop and validate database implementation plan
Populate database
Support high-level business rules in database code
Test database
Deploy database into production
Design & Maintain Applications
Design applications using application design tools
Use the conceptual, logical, and physical models as the basis of the design

Code
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Incorporate good database application techniques such as stored procedures, user developed
functions, and triggers in the design
6.4.4
Translate the application design into a completed, efficient application
6.4.5
Test the application
6.4.6
Put the application into production
6.4.7
Monitor applications including end-user feedback
6.4.8
Design and make changes where necessary
Monitoring
Maintenance
6.5
6.5.1
Identify problem areas before they become critical
Document error, performance and availability metrics accurately so that a trend of ongoing
6.5.2
improvement is demonstrated
6.5.3
Identify additional hardware or software requirements for monitoring
6.5.4
Evaluate alternative solutions
6.5.5
Judge system effectiveness and efficiency
6.5.6
Mitigate operational and performance issues
6.5.7
Identify integrity correction procedures
6.5.8
Maintain physical organization of database objects
6.5.9
Apply software upgrades and fixes
6.5.10
Plan and manage resource requirements
Back-up Recovery
6.6
6.6.1
Analyze system configuration/ stability
6.6.2
Implement backup procedures on a regular schedule according to plan
6.6.3
Ensure that requirements are specific to database in documentation
6.6.4
Educate users regarding backup and recovery methods
6.6.5
Unforeseen outages and data loss are effectively resolved
6.6.6
Minimize system down time and ensure system availability
6.6.7
Conduct disaster recovery test per disaster recovery plan
6.6.8
Improve backup recovery plan per outages and incident reports
7
Tier 7: Occupation Specific Requirements
Bachelor's degree
7.1
8
Tier 8: Management Competencies
6.4.3

8.1
8.1.1
8.1.2
8.1.3
8.1.4
8.1.5
8.1.6
8.1.7
8.1.8

Team Management: Includes competencies required to manage and lead team members effectively. Not only
should IT managers lead their team but they also need to motivate project team members.

Motivate team members
Employer future leaders (mentoring / coaching)
Celebrating accomplishments
Collaboration
Ability to bridge diverse teams
Virtual team skills
Leadership
Create an effective environment

Code

Alabama Competency Model Database Administrators

8.1.9
Share information and credit
8.1.10
Protect the team
8.1.11
Provide feedback
8.1.12
Give autonomy to team members
8.2
Business Domain Knowledge: Competencies needed to work effectively with business partners.
8.2.1
Understand the business domain
8.2.2
Identify stakeholders
8.2.3
Involve end-users
8.2.4
Business knowledge
8.2.5
Document processes
8.2.6
Strategic thinking
8.2.7
Vision-oriented / articulate the business problem
8.2.8
Cultural fit
People Skills: Build and maintain good relationships with the individuals involved in the project. Building good
8.3
relationships is crucial to avoid political and relational obstacles

8.3.1
Conflict management
8.3.2
Negotiation
8.3.3
Relationahip building
8.3.4
Understanding the psychology of people
8.3.5
Charisma
8.3.6
Political awareness / agility / tact
8.3.7
Compromise
8.4
Project Management: Necessary to ensure that the project is well managed
8.4.1
Scope management
8.4.2
Project planning
8.4.3
Time management
8.4.4
Resource utilization
8.4.5
Closing project
8.4.6
Project management tool skills
8.4.7
Project chartering
8.4.8
Cost management
8.4.9
Risk management
8.4.10
Alignment
Resolve: Able to identify, analyze and solve problems that occur during the project
8.5
8.5.1
Analytical skills
8.5.2
Research skills
8.5.3
Creativity / innovation / resourcefulness
8.5.4
Decision making ability
8.5.5
Credibility
8.6
Commitment to Quality: Values and characteristics that express his/her commitment and integrity
8.6.1
Commitment

Code

8.6.2
8.6.3
8.6.4
8.6.5
8.6.6
8.6.7
8.6.8
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Focus on quality
Ownership of tasks
Not compromising on the facts
Participate and contribute fully
Results-oriented
Lifelong learning
Experience

INFORMATION TECHNOLOGY

Computer Network Architects
ACCCP

Network Systems

Code

Alabama Competency Model Computer Network Architects

1
Tier 1: Personal Effectiveness Competencies
1.1
Interpersonal Skills: Displaying the skills to work effectively with others from diverse backgrounds.
1.1.1
Demonstrating sensitivity/empathy
1.1.1.1
Show sincere interest in others and their concerns.
1.1.1.2
Demonstrate sensitivity to the needs and feelings of others.
1.1.1.3
Look for ways to help people and deliver assistance.
1.1.2
Demonstrating insight into behavior
Recognize and accurately interpret the communications of others as expressed through various
1.1.2.1
formats (e.g., writing, speech, American Sign Language, computers, etc.).
1.1.2.2
Recognize when relationships with others are strained.
1.1.2.3
Show understanding of others’ behaviors and motives by demonstrating appropriate responses.
1.1.2.4
Demonstrate flexibility for change based on the ideas and actions of others.
1.1.3
Maintaining open relationships
1.1.3.1
Maintain open lines of communication with others.
1.1.3.2
Encourage others to share problems and successes.
1.1.3.3
Establish a high degree of trust and credibility with others.
1.1.4
Respecting diversity
1.1.4.1
Demonstrate respect for coworkers, colleagues, and customers.
Interact respectfully and cooperatively with others who are of a different race, culture, or age, or
1.1.4.2
have different abilities, gender, or sexual orientation.
Demonstrate sensitivity, flexibility, and open-mindedness when dealing with different values,
1.1.4.3
beliefs, perspectives, customs, or opinions.
1.1.4.4
Value an environment that supports and accommodates a diversity of people and ideas.
1.2
Integrity: Displaying strong moral principles and work ethic.
1.2.1
Behaving ethically
1.2.1.1
Abide by a strict code of ethics and behavior, even in the face of opposition.
1.2.1.2
Encourage others to behave ethically
1.2.1.3
Understand that behaving ethically goes beyond what the law requires.
1.2.1.4
Use company time and property responsibly.
Perform work-related duties according to laws, regulations, contract provisions, and company
1.2.1.5
policies.
1.2.2
Acting fairly
1.2.2.1
Treat others with honesty, fairness, and respect.
1.2.2.2
Make decisions that are objective and reflect the just treatment of others.
1.2.3
Taking responsibility
1.2.3.1
Take responsibility for accomplishing work goals within accepted timeframes.
Accept responsibility for one’s decisions and actions and for those of one’s group, team, or
1.2.3.2
department.
1.3
Professionalism: Maintaining a professional presence.
1.3.1
Demonstrating self-control
1.3.1.1
Maintain composure and keep emotions in check.
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1.3.1.3
1.3.2
1.3.2.1
1.3.2.2
1.3.2.3
1.3.3
1.3.3.1
1.3.3.2
1.3.4
1.3.4.1
1.3.4.2
1.3.4.3
1.4
1.4.1
1.4.1.1
1.4.1.2
1.4.2
1.4.2.1
1.4.2.2
1.4.2.3
1.4.3
1.4.3.1
1.4.3.2
1.4.3.3
1.4.4
1.4.4.1
1.4.4.2
1.4.4.3
1.4.4.4
1.4.5
1.4.5.1
1.4.5.2
1.5
1.5.1
1.5.1.1
1.5.1.2
1.5.1.3
1.5.2

Alabama Competency Model Computer Network Architects
Deal calmly and effectively with stressful or difficult situations.
Accept criticism tactfully and attempt to learn from it.
Professional appearance
Maintain a professional demeanor.
Dress appropriately for occupational and worksite requirements.
Maintain appropriate personal hygiene.
Social responsibility
Refrain from lifestyle choices which negatively impact the workplace and individual performance.
Remain free from substance abuse.
Maintaining a positive attitude
Project a professional image of oneself and the organization.
Demonstrate a positive attitude towards work.
Take pride in one’s work and the work of the organization.
Initiative: Demonstrating a commitment to effective job performance by taking action on one’s own and
following through to get the job done.
Persisting
Pursue work with drive and a strong accomplishment orientation.
Persist to accomplish a task despite difficult conditions, tight deadlines, or obstacles and setbacks.
Taking initiative
Go beyond the routine demands of the job to increase its variety and scope.
Provide suggestions and/or take actions that result in improved work processes, communications, or
task performance.
Take initiative to seek out new work challenges, influence events, or originate action.
Setting challenging goals
Establish and maintain personally challenging but realistic work goals.
Exert effort toward task mastery.
Bring issues to closure by pushing forward until a resolution is achieved.
Working independently
Develop own ways of working effectively and efficiently.
Perform effectively even with minimal direction, support, or approval.
Set own schedule to maximize productivity.
Take responsibility for completing one’s own work assignments.
Achievement motivation
Strive to exceed standards and expectations.
Exhibit confidence in capabilities and an expectation to succeed in future activities.
Dependability and Reliability: Displaying responsible behaviors at work.
Fulfilling obligations
Behave consistently and predictably.
Is reliable, responsible, and dependable in fulfilling obligations.
Diligently follow through on commitments and consistently complete assignments by deadlines.
Attendance and punctuality
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1.5.2.1
1.5.2.2
1.5.2.3
1.5.3
1.5.3.1
1.5.3.2
1.5.4
1.5.4.1
1.5.4.2
1.5.4.3
1.6
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1.7.2.3
1.7.3
1.7.3.1
1.7.3.2
1.7.4
1.7.4.1
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Come to work on time and as scheduled.
Arrive on time for meetings or appointments.
Dial in to phone calls and web conferences on time.
Attending to details
Diligently check work to ensure that all essential details have been considered.
Notice errors or inconsistencies and take prompt, thorough action to correct them.
Following directions
Follow directions as communicated in a variety of ways such as writing, speech, American Sign
Language, computers, or other formats.
Comply with organizational rules, policies, and procedures.
Ask appropriate questions to clarify any instructional ambiguities.
Adaptability and Flexibility: Displaying the capability to adapt to new, different, or changing
requirements.
Entertaining new ideas
Is open to considering new ways of doing things.
Actively seek out and carefully consider the merits of new approaches to work.
Embrace new approaches when appropriate and discard approaches that are no longer working.
Dealing with change
Take proper and effective action when necessary without having all the necessary facts in hand.
Easily adapt plans, goals, actions, or priorities in response to unpredictable or unexpected events,
pressures, situations, and job demands.
Effortlessly shift gears and change direction when working on multiple projects or issues.
Lifelong Learning: Demonstrating a commitment to self-development and improvement of knowledge
Demonstrating an interest in learning
Take actions showing an interest in personal and professional lifelong learning and development.
Seek feedback from multiple sources about how to improve and develop.
Modify behavior based on feedback or self-analysis of past mistakes.
Learn and accept help from supervisors and co-workers.
Participating in learning activities
Identify when it is necessary to acquire new knowledge and skills.
Take steps to develop and maintain knowledge, skills, and expertise necessary to perform one’s role
successfully by participating in relevant training and professional development programs.
Actively pursue opportunities to broaden knowledge and skills through seminars, conferences,
professional groups, reading publications, job shadowing, and/or continuing education.
Using change as a learning opportunity
Anticipate changes in work demands and search for and participate in assignments or training that
address these changing demands.
Treat unexpected circumstances as opportunities to learn.
Identifying career interests
Take charge of personal career development by identifying occupational interests, strengths,
options, and opportunities.
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Make insightful career planning decisions that integrate others’ feedback.
Integrating and applying learning
Integrate newly learned knowledge and skills with existing knowledge and skills.
Use newly learned knowledge and skills to complete tasks, particularly in new or unfamiliar
situations.

Tier 2: Academic Competencies

Reading: Understanding written sentences, paragraphs, and figures in work-related documents (with
accommodation if necessary).
Comprehension
Locate and understand written information in prose and in documents such as manuals, reports,
memos, letters, forms, graphs, charts, tables, calendars, schedules, signs, notices, applications,
contracts, regulations, and directions.
Understand the purpose of written materials.
Comprehend the author’s meaning and identify the main ideas expressed in the written material.
Attention to detail
Note details and facts.
Detect inconsistencies.
Identify implied meaning and details.
Recognize missing information.
Information analysis
Critically evaluate and analyze information in written materials.
Review written information for completeness and relevance.
Distinguish fact from opinion.
Identify trends.
Synthesize information from multiple written materials.
Information integration
Integrate what is learned from written materials with prior knowledge.
Use what is learned from written material to follow instructions and complete tasks.
Apply what is learned from written material to new situations.
Writing: Using standard (business) English to compile information and prepare written documents.
Organization and development
Create documents such as letters, directions, manuals, reports, graphs, spreadsheets, and flow
charts.
Communicate thoughts, ideas, information, messages, and other written information, which may
contain technical material, in a logical, organized, and coherent manner.
Present well-developed ideas supported by information and examples.
Proofread finished documents for errors.
Tailor content to appropriate audience and purpose.
Distribute written materials appropriately for intended audiences and purposes.
Mechanics
Use standard syntax and sentence structure.
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Use correct spelling, punctuation, and capitalization.
Use correct English grammar (e.g., correct tense, subject-verb agreement, no missing words).
Write legibly when using handwriting to communicate.
Tone
Use language appropriate for the target audience.
Use a tone and word choice appropriate for the industry and organization (e.g., writing is
professional and courteous).
Show insight, perception, and depth in writing.
Mathematics: Uses principles of mathematics to express ideas and solve problems.
Computation
Add, subtract, multiply, and divide with whole numbers, fractions, decimals, and percents.
Calculate averages, ratios, proportions, and rates.
Convert decimals to fractions and fractions to decimals.
Convert fractions to percents and percents to fractions.
Convert decimals to percents and percents to decimals.
Understand relationships between numbers and identify and understand patterns.
Measurement and estimation
Take measurements of time, temperature, distances, length, width, height, perimeter, area, volume,
weight, velocity, and speed.
Use and report measurements correctly.
Correctly convert from one measurement to another (e.g., from English to metric or International
System of Units (SI), or Fahrenheit to Celsius).
Application
Use appropriate mathematical formulas and techniques to solve problems.
Translate practical problems into useful mathematical expressions.
Science and Technology: Using scientific rules and methods to express ideas and solve problems.
Comprehension
Understand basic scientific principles and uses appropriate technology.
Understand the scientific method (i.e., identify problems, collect information, form opinions and
draw conclusions).
Understand overall intent and proper procedures for set-up and operation of equipment.
Application
Apply basic scientific principles and technology to complete tasks.
Communication: Listening, speaking, and signaling so others can understand (with accommodation if
Communicating
Express relevant information appropriately to individuals or groups taking into account the audience
and the nature of the information (e.g., technical or controversial).
Convey information clearly, correctly, and succinctly.
Use common English conventions including proper grammar, tone, and pace.
Effectively establish interpersonal contact with one or more individuals using eye contact, body
language and non-verbal expression as appropriate to the person’s culture.
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Ask questions or report problems or concerns to people in authority when information or
procedures are unclear or need improvement, or when feeling unsafe or threatened in the
workplace.
Receiving information
Attend to, understand, interpret, and respond to messages received in a variety of ways, including
hearing, American Sign Language, instant messaging, text-to-speech devices, and other methods.
Comprehend complex instructions.
Identify feelings and concerns communicated in various formats, such as writing, speech, American
Sign Language, computers, etc. and responds appropriately.
Consider others’ viewpoints and alter opinion when it is appropriate to do so.
Apply active interpersonal communication skills using reflection, restatement, questioning, and
clarification.
Effectively answer questions of others or communicate an inability to do so and suggest other
sources of answers.
Observing carefully
Notice nonverbal cues and respond appropriately.
Attend to visual sources of information (e.g., video).
Ascertain relevant visual information and use appropriately.
Persuasion/Influence
Influence others.
Persuasively present thoughts and ideas.
Gain commitment and ensure support for proposed ideas.
Critical and Analytical Thinking: Using logical thought processes to analyze information and draw
conclusions.
Reasoning
Possess sufficient inductive and deductive reasoning ability to perform job successfully.
Critically review, analyze, synthesize, compare, and interpret information.
Draw conclusions from relevant and/or missing information.
Understand the principles underlying the relationship among facts and apply this understanding
when solving problems.
Use logic and reasoning to identify strengths and weaknesses of alternative solutions or approaches
to a problem.
Mental agility
Identify connections between issues.
Quickly understand, orient to, and integrate new information.
Basic Computer Skills: Using information technology and related applications to convey and retrieve
information (with accommodation when necessary).
Computer basics
Understand the basic functions and terminology related to computer hardware, software,
information systems, and communication devices.
Use basic computer software, hardware, and communication devices to perform tasks.
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Alabama Competency Model Computer Network Architects
Using software
Use word processing software to compose, organize, edit, and print documents and other business
communications.
Use spreadsheet software to enter, manipulate, edit, and format text and numerical data.
Use presentation software to create, manipulate, edit, and present digital representations of
information to an audience.
Use database software to manage data.
Create and maintain a well-organized electronic file storage system.
Using the Internet and email
Use the Internet to search for online information and interact with Web sites.
Use the Internet and web-based tools to manage basic workplace tasks (e.g., calendar management,
contacts management, and timekeeping).
Use electronic mail to communicate in the workplace.
Understand the different types of social media and their appropriate workplace and non-workplace
uses, and the impact that various social media activities can have on one’s personal and professional
Employ collaborative/groupware applications to facilitate group work.
Ensuring computer security
Understand and comply with the organization’s privacy policy and information security guidelines.
Defend against potential abuses of private information.
Recognize and respond appropriately to suspicious vulnerabilities and threats.
Use the most recent security software, web browser, and operating system to protect against online
threats.
Utilize strong passwords, passphrases, and basic encryption.
Recognize secure Web addresses.

2.7.4.5
2.7.4.6
3
Tier 3: Workplace Competencies
3.1
Teamwork: Working cooperatively with others to complete work assignments.
3.1.1
Identifying team membership and role
3.1.1.1
Serve as a leader or a follower, depending on what is needed to achieve the team’s goals and
3.1.1.2
Identify and draw upon team members’ strengths and weaknesses to achieve results.
3.1.1.3
Instruct others in learning new skills and learn from other team members.
3.1.1.4
Assist others who have less experience or have heavy workloads.
3.1.1.5
Encourage others to express their ideas and opinions.
3.1.2
Establishing productive relationships
3.1.2.1
Develop constructive and cooperative working relationships with others.
3.1.2.2
Exhibit tact and diplomacy and strive to build consensus.
Deliver constructive criticism and voice objections to others’ ideas and opinions in a supportive, non3.1.2.3
accusatory manner.
3.1.2.4
Respond appropriately to positive and negative feedback.
Effectively communicate with all members of the group or team to achieve team goals and
3.1.2.5
objectives.
3.1.3
Meeting team objectives

Code

3.1.3.1
3.1.3.2
3.1.3.3
3.1.3.4
3.1.4
3.1.4.1
3.1.4.2
3.1.4.3
3.2
3.2.1
3.2.1.1
3.2.1.2
3.2.1.3
3.2.2
3.2.2.1
3.2.2.2
3.2.2.3
3.2.2.4
3.2.2.5
3.2.2.6
3.2.3
3.2.3.1
3.2.3.2
3.2.3.3
3.2.4
3.2.4.1
3.2.4.2
3.2.4.3
3.2.4.4
3.3
3.3.1
3.3.1.1
3.3.1.2
3.3.1.3
3.3.1.4
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Work as part of a team, contributing to the group’s effort to achieve goals.
Identify and commit to the goals, norms, values, and customs of the team.
Choose behaviors and actions that best support the team and accomplishment of work tasks.
Use a group approach to identify problems and develop solutions based on group consensus.
Resolving conflicts
Bring others together to reconcile differences.
Handle conflicts maturely by exercising “give and take” to achieve positive results for all parties.
Reach formal or informal agreements that promote mutual goals and interests, and obtain
commitment to those agreements from individuals or groups.
Customer Focus: Efficiently and effectively addressing the needs of clients/customers.
Understanding customer needs
Identify internal and external customers.
Attend to what customers are saying and ask questions to identify customer needs, interests, and
goals.
Anticipate the future needs of the customer.
Providing personalized service
Provide prompt, efficient, and personalized assistance to meet the requirements, requests, and
concerns of customers.
Provide thorough, accurate information to answer customers’ questions and inform them of
commitment times or performance guarantees.
Address customer comments, questions, concerns, and objections with direct, accurate, and timely
responses.
Identify and propose appropriate solutions and/or services.
Establish boundaries as appropriate for unreasonable customer demands.
Communicate in the medium desired by the customer.
Acting professionally
Is pleasant, courteous, and professional when dealing with internal or external customers.
Develop constructive and cooperative working relationships with customers.
Is calm and empathetic when dealing with hostile customers.
Keeping customers informed
Follow up with customers following provision of service.
Keep customers up to date about decisions that affect them.
Seek the comments, criticisms, and involvement of customers.
Adjust services based on customer feedback.
Planning and Organizing: Planning and prioritizing work to manage time effectively and accomplish
assigned tasks.
Planning
Approach work in a methodical manner.
Plan and schedule tasks so that work is completed on time.
Keep track of details to ensure work is performed accurately and completely.
Anticipate obstacles to project completion and develop contingency plans to address them.

Code

3.3.1.5
3.3.2
3.3.2.1
3.3.2.2
3.3.3
3.3.3.1
3.3.3.2
3.3.3.3
3.3.3.4
3.3.3.5
3.3.3.6
3.3.3.7
3.4
3.4.1
3.4.1.1
3.4.1.2
3.4.2
3.4.2.1
3.4.2.2
3.4.2.3
3.4.2.4
3.4.3
3.4.3.1
3.4.3.2
3.4.3.3
3.5
3.5.1
3.5.1.1
3.5.1.2
3.5.1.3
3.5.1.4
3.5.1.5
3.5.2
3.5.2.1
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Find new ways of organizing work area or planning work to accomplish work more efficiently.
Prioritizing
Prioritize multiple competing tasks.
Perform tasks correctly, quickly, and efficiently according to their relative urgency and importance.
Managing projects
Estimate personnel and other resources needed for project completion (e.g., financial material or
equipment).
Manage activities to meet plans, allocating time and resources effectively.
Keep track of and document plans, assignments, changes, and deliverables.
Plan for dependencies of one task on another.
Coordinate efforts with all affected parties, keeping them informed of progress and all relevant
changes to project timelines.
Take necessary corrective action when projects go off track.
Assure job accommodations are made for personnel who need or request them.
Creative Thinking: Generating innovative and creative solutions.
Employing unique analyses
Use original analyses and generate new, innovative ideas in complex areas.
Develop innovative methods of obtaining or using resources when insufficient resources are
available.
Generating innovative solutions
Integrate seemingly unrelated information to develop creative processes or solutions.
Reframe problems in a different light to find fresh approaches.
Entertain wide-ranging possibilities and perspectives to develop new solutions.
Find new ways to add value to the efforts of a team and organization.
Seeing the big picture
Understand the pieces of a system as a whole and appreciate the consequences of actions on other
parts of the system.
Monitor patterns and trends to see a bigger picture.
Modify or design systems to improve performance.
Problem Solving and Decision-Making: Generating, evaluating, and implementing solutions to problems.
Identifying the problem
Anticipate or recognize the existence of a problem or objection.
Identify the true nature of the problem and define critical issues.
Evaluate the importance and criticality of the problem.
Use all available reference systems to locate and obtain information relevant to understanding the
problem.
Recall previously learned information that is relevant to the problem.
Locating, gathering, and organizing relevant information
Effectively use both internal resources (e.g., internal computer networks, company filing systems)
and external resources (e.g., internet search engines) to locate and gather information relevant to
solving the problem.

Code

3.5.2.2
3.5.2.3
3.5.2.4
3.5.3
3.5.3.1
3.5.3.2
3.5.4
3.5.4.1
3.5.4.2
3.5.5
3.5.5.1
3.5.5.2
3.5.5.3
3.5.5.4
3.6
3.6.1
3.6.1.1
3.6.1.2
3.6.2
3.6.2.1
3.6.3
3.6.3.1
3.6.3.2
3.6.3.3
3.6.3.4
3.6.4
3.6.4.1
3.6.4.2
3.6.4.3
3.6.4.4
3.7
3.7.1
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Examine information obtained for relevance and completeness.
Recognize important gaps in existing information and take steps to eliminate those gaps.
Organize/reorganize information as appropriate to gain a better understanding of the problem.
Generating alternatives
Integrate previously learned and externally obtained information to generate a variety of highquality alternative approaches to the problem.
Skillfully use logic and analysis to identify the strengths and weaknesses, the costs and benefits, and
the short- and long-term consequences of different solutions or approaches.
Choosing a solution
Decisively choose the best solution after evaluating the relative merits of each possible option.
Make difficult decisions even in highly ambiguous or ill-defined situations.
Implementing the solution
Commit to a solution in a timely manner.
Develop a realistic approach for implementing the chosen solution.
Document the problem and corrective actions taken and their outcomes and communicate these to
the appropriate parties.
Observe and evaluate the outcomes of implementing the solution to assess the need for alternative
approaches and to identify lessons learned.
Working with Tools and Technology: Selecting, using, and maintaining tools and technology to facilitate
work activity (with accommodation, when necessary).
Using tools
Operate tools, technology, and equipment in accordance with established operating procedures and
safety standards.
Demonstrate appropriate use of tools and technology to complete work functions.
Selecting tools
Select and apply appropriate tools or technological solutions to the problem at hand.
Keeping current on tools and technology
Demonstrate an interest in learning about new and emerging tools and technologies.
Demonstrate information literacy.
Adapt quickly to changes in process or technology.
Seek out opportunities to improve knowledge of tools and technologies that may assist in
streamlining work and improving productivity.
Troubleshooting and maintenance
Learn how to maintain and troubleshoot tools and technologies.
Perform routine maintenance on tools, technology, and equipment.
Determine causes of errors and take the appropriate corrective action.
Develop alternatives to complete a task if desired tool or technology is not available.
Scheduling and Coordinating: Making arrangements that fulfill all requirements as efficiently and
economically as possible.
Arranging and informing

Code

3.7.1.1
3.7.1.2
3.7.1.3
3.7.1.4
3.7.1.5
3.7.2
3.7.2.1
3.7.2.2
3.7.2.3
3.7.3
3.7.3.1
3.7.3.2
3.7.3.3
3.8
3.8.1
3.8.1.1
3.8.1.2
3.8.1.3
3.8.2
3.8.2.1
3.8.2.2
3.8.2.3
3.8.2.4
3.8.3
3.8.3.1
3.8.3.2
3.8.3.3
3.8.3.4
3.8.4
3.8.4.1
3.8.4.2
3.8.4.3
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Make arrangements (e.g. for meetings or travel) that fulfill all requirements as efficiently and
economically as possible.
Inform others of arrangements, giving them complete, accurate, and timely information.
Ensure that others receive needed materials in time.
Handle all aspects of arrangements thoroughly and completely.
Respond to the schedules of others affected by arrangements, resolve schedule conflicts or travel
issues, and take corrective action.
Coordinating in distributed environments
Coordinate schedules of colleagues, co-workers, and clients in regional locations. (i.e., across time
zones) to ensure that inconvenience is minimized and productivity is enhanced.
Leverage technology (e.g., internet, teleconference) to facilitate information sharing in distributed
work environments.
Take advantage of team member availability throughout business hours in multiple time zones to
enhance productivity.
Shiftwork
Effectively coordinate the transition of staff at the beginning and end of each work shift.
Disseminate crucial information in an organized manner to rapidly bring staff up to speed at the
start of their shifts.
Ensure that staff is updated on work completed on past shifts and work that still needs to be
completed.
Checking, Examining, and Recording: Entering, transcribing, recording, storing, or maintaining
information in written or electronic/digital format.
Detecting errors
Detect and correct errors or inconsistencies, even under time pressure.
Identify vague or ambiguous documentation.
Route errors to appropriate person to correct documentation.
Completing forms
Select and complete appropriate forms quickly and completely.
Forward or process forms in a timely and accurate manner.
Attend to and follow through on important items requiring action.
Expedite forms, orders, or advances that require immediate attention.
Obtaining information
Obtain appropriate information, signatures, and approvals promptly.
Verify that all information is present and accurate before forwarding materials.
Compile, categorize, and verify information or data.
Apply systematic techniques for observing and gathering data.
Maintaining logs, records, and files
Organize records and files to maintain data.
Keep logs, records, and files that are up-to-date and readily accessible (e.g., driver logs, flight
records, repair records).
Update logs, records, and files, noting important changes.
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3.8.4.4
File data and documentation in accordance with organization’s requirements.
3.9
Business Fundamentals: Using information on basic business principles, trends, and economics.
3.9.1
Situational awareness
3.9.1.1
Understand the mission, structure, and functions of the organization.
Recognize one’s role in the functioning of the organization and understand the potential impact
3.9.1.2
one’s own performance can have on the success of the organization.
3.9.1.3
Grasp the potential impact of the company’s well-being on employees.
3.9.2
Business ethics
3.9.2.1
Act in the best interest of the company, the community, and the environment.
Comply with applicable laws and rules governing work and report loss, waste, or theft of company
3.9.2.2
property to appropriate personnel.
3.9.3
Market knowledge
3.9.3.1
Understand market trends in the industry and the company’s position in the market.
Know who the company’s primary competitors are and stay current on organizational strategies to
3.9.3.2
maintain competitiveness.
3.9.3.3
Uphold the organization through building and maintaining customer relations.
Recognize major challenges faced by the organization and industry, and identify key strategies to
3.9.3.4
address challenges.
4
Tier 4: Ready to Work Cluster-Specific Competencies
4.1
Fundamental IT Concepts
4.1.1
Differentiate between information and data
4.1.2
Understand the role of number systems
4.1.3
Identify the elements of the system development life cycle
4.1.4
Role of technology in converting data and information into organizational knowledge
4.1.5
Concepts of server, desktop, application, and virtualization
4.1.6
Fundamental skills with operating systems, and software applications
4.1.7
Differentiate between systems software and application software
4.1.8
Identify and explain characteristics of the common types of application software
4.1.9
Understand the potential for integration of system and software components
Databases and Applications: The use of technology to control and safeguard the collection, organization,
4.2
structure, processing and delivery of data.
4.2.1
Concepts of database design and strategies to fit business or industry requirements
4.2.2
Differentiate between databases and flat files
4.2.3
Differentiate between hierarchal and relational databases
4.2.4
Understand metrics used to characterize data and different kinds of data
Understand large, unstructured data sets that have to be managed in new ways to find value (“Big
4.2.5
Data”)
4.2.6
Understand purpose and process of coding and tagging information
4.2.7
Role and relationships of data, information, and databases in business intelligence
4.2.8
Understand how other applications interact with databases to create and retrieve data
4.3
Fundamentals of Networking and Telecommunication

Code

4.3.1
4.3.2
4.3.3
4.3.4
4.3.5
4.3.6
4.3.7
4.4
4.4.1
4.4.2
4.4.3
4.4.4
4.4.5
4.5
4.5.1
4.5.2
4.5.3
4.5.4
4.5.5
4.5.6
4.5.7
4.6
4.6.1
4.6.2
4.6.3
4.6.4
4.6.5
4.6.6
4.6.7
4.7
4.7.1
4.7.2
4.7.3
4.7.4
4.7.5
4.7.6
4.7.7
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Differences in Local Area Networks (LAN), Wide Area Networks (WAN), Virtual Private Networks (VPN),
Internet, etc
Describe common network topologies
Differentiate between common networking protocols
Explain the purpose and properties of IP addressing
Explain the purpose and properties of routing and switching
Key tasks performed during the maintenance, administration, and securing of Local Area Networks
Identify common network infrastructure troubleshooting techniques
Network Security
Recognize threats to networked computer systems, including malware
Purpose and features of a firewall, Intrusion Detection System (IDS), and Intrusion Protection System
(IPS)
Recognize methods of network access security
Explain the importance of user authentication and recognize examples
Describe malware protection procedures
Software Acquisition, Management and Maintenance
Familiarity with common operating systems, e.g., Windows, Mac, Linux, Unix, iOS, Android
Familiarity with accessibility features of all common operating systems
Familiarity with common enterprise software applications
Understand and be able to evaluate systems requirements for software
Differences between enterprise hosted and outsourced software solutions, e.g., cloud
Understand common software purchasing, licensing, and maintenance agreements
Security risks and accessibility implications inherent in updating or modifying software
User and Customer Support: The range of services providing assistance and technical support to help
users implement and solve problems related to information technology.
Understanding different user groups and their perspectives, concerns, and technology uses
Communicate with customers to assess their needs and help them solve problems
Demonstrate ability to troubleshoot problems in person or remotely
Analyze symptoms to identify broad area of user error or technical failure
Identify measurement techniques for increased productivity
Identifying and classifying incident types and service interruptions
Good documentation and recordkeeping in customer service operations
Security and Information Assurance Fundamentals
Explain the concepts of Governance, Risk and Compliance (GRC)
Need for organization security program and importance of organizational security policies
Ensuring accurate data and keeping information systems available to authorized uses
Explain concepts of Confidentiality, Integrity, and Availability (CIA)
Legal and regulatory requirements and justifications for maintaining information security
Protecting information systems from accidental disclosure, destruction, unauthorized access, and
inappropriate use
Describe methods for secure use of social media

Code
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4.7.8
Explain the use and importance of security awareness programs
4.7.9
Explain importance of configuration management to security operations
4.7.10
Understand the need for separation of duties and other business controls
4.7.11
Understand the need for controls and privileges based on an individual’s job duties
5
Tier 5: Career Pathway Technical Competencies
Security
5.1
Identify and resolve potential security issues
5.1.1
Implement and communicate security standards and practices
5.1.2
Implement security measures that minimize unauthorized access and address security tradeoffs and
5.1.3
risks
Notify users about changes in security access in accordance with company procedures
5.1.4
Identify security breaches, report to personnel or agency, and effectively mitigate
5.1.5
Develop, implement and maintain continuous improvement plans for physical security
5.1.6
Present IT physical and systems security information to diverse stakeholders
5.1.7
Critically investigate various security tools
5.1.8
Gather data on the performance and effectiveness of security plans and operations
5.1.9
Analyze and recommend changes in security policies and practices
5.1.10
Security-related ethical and societal norms and expectations
5.1.11
Testing
5.2
Automate test scenarios where feasible
5.2.1
Identify testing resources and establish a schedule for testing
5.2.2
Ensure testing complies with System Development Life Cycle
5.2.3
Distinguish edges and critical points in test domain
5.2.4
Perform integration testing and volume testing when appropriate
5.2.5
Develop and test alternative solutions (fix the fix)
5.2.6
Documentation
5.3
Document Security Requirements and Specifications
5.3.1
Document procedures for updates and upgrades in maintenance plan
5.3.2
Document Testing Plan
5.3.3
Document testing results and communicate appropriately
5.3.4
Document on-site and off-site storage requirements per Backup and Recovery Plan
5.3.5
Document recommendations for system modification
5.3.6
Interpret information, prepare basic summaries/reports and select method of communication
5.3.7
Document findings in detailed supporting documents
5.3.8
Document usage and report trends
5.3.9
Emerging Technology
5.4
Relevant resources regarding emerging IT tools and technologies
5.4.1
Stay current on cutting edge tools and technologies
5.4.2
Monitor and interpret trends in technology and industry
5.4.3
Adapt principles to new applications
5.4.4

Code

5.4.5
5.4.6
5.5
5.5.1
5.5.2
5.5.3
5.5.4
5.5.5
5.5.6
5.5.7
6
6.1
6.1.1
6.1.2
6.1.3
6.1.4
6.1.5
6.1.6
6.2
6.2.1
6.2.2
6.2.3
6.2.4
6.2.5
6.2.6
6.2.7
6.2.8
6.3
6.3.1
6.3.2
6.3.3
6.3.4
6.3.5
6.3.6
6.3.7
6.3.8
6.3.9
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New technologies and standards are communicated to appropriate personnel effectively in a timely
manner
Fundamental communication system hardware, including end user devices
Training
Develop task-specific training materials to meet user specifications
Help others learn and apply concepts
Present complex ideas/ information and analyze responses
Identify training needs and conduct task-specific training
Industry and enterprise IT workforce development trends and needs
Organize and present technical information to nontechnical users and analyze group/individual
response
Present technical information clearly

Tier 6: Occupation Specific Technical Competencies

Analyze Requirements
Identify the business objectives and goals for the project with stakeholders
Complete the gathering of information necessary for the project accurately and free of conflicting
requirements
Present complete final set of requirements to stakeholders to attain approval
Analyze available options
Base decisions on technical and business information, resources and strategies
Review platforms and environments for options and recommendations
Monitoring Maintenance
Identify problem areas before they become critical
Document error, performance and availability metrics accurately so that a trend of ongoing
improvement is demonstrated
Identify additional hardware or software requirements for monitoring
Judge system effectiveness and efficiency
Mitigate operational and performance issues
Identify integrity correction procedures
Apply software upgrades and fixes
Plan and manage resource requirements
Perform Analysis Design
Gather data to identify customer requirements
Align requirements in accordance with overall project
Check requirements for interoperability within environment
Analyze and review technical options
Perform risk analysis
Identify constraints and potential conflicts
Propose solutions that are practical, cost-effective and meet system specifications
Define scope of work
Prepare design solution

Code

6.4
6.4.1
6.4.2
6.4.3
6.4.4
6.4.5
6.4.6
6.4.7
6.4.8
6.4.9
6.4.10
6.5
6.5.1
6.5.2
6.5.3
6.5.4
6.5.5
6.6
6.6.1
6.6.2
6.6.3
6.6.4
6.6.5
7
7.1
8
8.1
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Design Network
Suggest modifications to technological systems
Integrate multiple platforms
Prepare integration plan for new processes, protocols, and equipment
Selection of architecture, topology, hardware, and software
Apply forecasting methodology and complete trend analysis
Optimize recycling and redeployment of existing hardware
Capacity and throughput plan
Specify interface and interoperability requirements
Specify wired and wireless facilities
Integrate network components
Configuration
Plan and document system configuration
Implement new system configuration using standard roll-out practices and recovery procedures
Load and configure software with minimum disruption to process flow
Perform data conversion and address compatibility issues in a timely manner
Standardize software and hardware configurations
Deploy Network
Implement deployment using enterprise-wide deployment practices and standards
Manage contract personnel
Properly install cabinet, peripheral equipment and power / grounding
Install cabling and wiring properly
Perform local and remote fault analysis and resolution

Tier 7: Occupation Specific Requirements
Bachelor's degree

Tier 8: Management Competencies

Team Management: Includes competencies required to manage and lead team members effectively. Not only
should IT managers lead their team but they also need to motivate project team members.

8.1.1
Motivate team members
8.1.2
Employer future leaders (mentoring / coaching)
8.1.3
Celebrating accomplishments
8.1.4
Collaboration
8.1.5
Ability to bridge diverse teams
8.1.6
Virtual team skills
8.1.7
Leadership
8.1.8
Create an effective environment
8.1.9
Share information and credit
8.1.10
Protect the team
8.1.11
Provide feedback
8.1.12
Give autonomy to team members
8.2
Business Domain Knowledge: Competencies needed to work effectively with business partners.

Code

8.2.1
8.2.2
8.2.3
8.2.4
8.2.5
8.2.6
8.2.7
8.2.8
8.3
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Understand the business domain
Identify stakeholders
Involve end-users
Business knowledge
Document processes
Strategic thinking
Vision-oriented / articulate the business problem
Cultural fit
People Skills: Build and maintain good relationships with the individuals involved in the project. Building good

relationships is crucial to avoid political and relational obstacles

8.3.1
Conflict management
8.3.2
Negotiation
8.3.3
Relationahip building
8.3.4
Understanding the psychology of people
8.3.5
Charisma
8.3.6
Political awareness / agility / tact
8.3.7
Compromise
8.4
Project Management: Necessary to ensure that the project is well managed
8.4.1
Scope management
8.4.2
Project planning
8.4.3
Time management
8.4.4
Resource utilization
8.4.5
Closing project
8.4.6
Project management tool skills
8.4.7
Project chartering
8.4.8
Cost management
8.4.9
Risk management
8.4.10
Alignment
Resolve: Able to identify, analyze and solve problems that occur during the project
8.5
8.5.1
Analytical skills
8.5.2
Research skills
8.5.3
Creativity / innovation / resourcefulness
8.5.4
Decision making ability
8.5.5
Credibility
8.6
Commitment to Quality: Values and characteristics that express his/her commitment and integrity
8.6.1
Commitment
8.6.2
Focus on quality
8.6.3
Ownership of tasks
8.6.4
Not compromising on the facts
8.6.5
Participate and contribute fully
8.6.6
Results-oriented

Code

8.6.7
8.6.8
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Lifelong learning
Experience

